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1 8% (Internet of Things, IoT) ©hdpif i "% P i #-dr 7L X
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LEaERFRARFAPM DT XALI B AR RRY > 7
4% #F Shodan =& 744 > Fa s £ @ * Nmap 1 & ALK & ot
MR e MR- P Shodan 0% e F o TP Ao iFly 112 e

i ToT 2 # ritim T o

Shodan 1 & #& 52

Shodan & — i & F* % >M 30X 2 Rt VB Rk i TR > v

-

7 It B A F 5 EHF (4o Google) HAXRE P F 0 A AfFH T 351
e b OB ORRE o R PIRE CFEWE o AR BE O iU
Pen [P fmht ~ Bz o (Port) ~ PRAFEAfrfifm 2 E T -

Shodan s = = N B LI EF51IEF 2 > T 25 8% i‘f{r”lf%j £,
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FeniEd o 3% Shodan F & %2k P 4 B HHOF § 6
(https://www. shodan. io/search/examples) » 7= & HEET ¥ H

SR g £ R R A (R



sear h Query Examples FILTER REFERENCE ADVANCED SEARCH

# BASICS

Websites that require HTTPS connections s that have the word "Apache” in their headings

Apache web servers Services with a hostname containing either "google.com™
produc OR “facebook.com”

# HTTP FILTERS
Websites that have the word "Apache” in their HTML Websites that are using the Bootstrap CSS framework
ht ht
// SSLFILTERS

Websites that support TLS 1.3 Websites that support HTTP/2
sl

Services that support SSLv2 and don't support TLS SSL services (HTTPS, SMTPS, POP3S etc.) that were issued

a certificate for ".google.com

Bl 1 Shodan % =b4% &2 § 5

74 k% : Shodan
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Shodan #; 4 %%
ip: 192.168.1.1
net: 192.168.1.0/24
hostname: example. com
port: 22
country: TW
city: Taipei

org: "Ministry of Education
Computer Center"

product: Apache

0s: Linux

product:nginx version:1.14.0
http. status: 200

http. status: 404

device: webcam

geo:25. 03, 121. 56, 10

=
I LR HEF DD
ih TR HOH R
ip TEHOF chieyt
4p L& Fhport number
HAEE R AR B R P
WARF R AR B P E P

HHOF R AR B R (R 6] 5 B

FEEE ) P

B AR HOH T E f

HOF A S LAL R R A
WHERRPGE ST B R

FHFRIEEZ T ER

=K K A3

% 2 A 4B(25. 03, 121.56) 10 2 2 p ok #

4+ 1 Shodan ¥ * %2

FR &R p 7R
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Shodan 1 & #F § &

3

Shodan 732 ¥ M igfe? b chdficdy £ 2 F40F » U T S HOFF

o

Bl T E e OF FRPN LT e F A URMZ [oT X A
® Dahua net: 192.168.1.0/24

® [HxF T &+ [P K /prefix]

'. SHODAN Explore Downloads Pncing 2

Product Spotlight: Free, Fast IP Lookups for Open Ports and Vidnerabiities using

210
Taichung
Taipel
Taoyuan City
Kaohsiung

Tainan

®l 2 Shodan #'% # &

T KRR p TR
B BIp [P TP R eR A e T A D e
PHPETE 2B (T B9Tm ) o B P HEESIR S © A 5 £ £ Shodan

SEHER AR P2 RE L AR B OEEHR T T SRR

x\“\‘

%%g&?,u‘z.ﬁ.—flj?* nmap L & £ X F%EZ IPA T R o B RR
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O SHODAN  Expore  Downloads  Pricing i J s ; Account

// LAST SEEN: 2025-05-25

@ General Information

Taiwan

Taipei

Ministry of Education Computer Conter 7 B,

Taiwan Academic Network (TANet) Information Center Dahua[l

(© weB sERVICE
AS1659

5 Web Technologies

Bl 3 Shodan % # & 2

L KRR p TR
% 18- %F Download Results ¥ T §“ 5 ehdf sy % % - 4ol “Tm B ¥
Download Results i » g &> FIMT Fa » #7 T {aFHm ek 14T
R TN o

'. SHODAN Explore Downloads Pricing

Product Spotlight: Free, Fast IP Lookups for Open Ports and Vidnerabidities using
21
Taichung
Taipal
Taoyuan City
HKaohsiung

Tainan

© WEB SERVICE

* Tarwan Taiching
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B 5 Shodan #7%F T §t 2
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NMAP 1 E %%
Nmap (Network Mapper) ¥ - B henEiidFi 1 2 - % 30
FEATX2Fh o T RO ERR P RERESR > PR RRER

A s BTl JRIE IR E L ALE B AR o Nmap chig * > U

MHE S AT AR exe) B FX XA HIT S 5030 L EFR
¥I AR e s 0 M Windows & st i % EkRE > 4 B * Windows

1 Nmap. exe ¥ 34 742 Windows % ¥ p 2= eaWSL (Windows
Subsystem for Linux) st i (74f i o %V A7 7 &8 % e #H1Y
FATREHFRT TR ERBR GRS AFRRARR o X KD U

‘f"K’ l’ ﬁ'_/u 7?11,\]%?? %’E’bﬁ ;"’F],, Fgm%,ﬂ’?";/é’:?ﬁ{— ‘}’;ﬁig‘f"]o
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NMAP 1 £ 4, 4 3P0
TP e )% NMAP 1 B4Rl P R BRI A 2 TEE K
o R B S Ao BT o
¢ § ol
Frde B AR [P Bl U2 7 AL S| it R &
® nmap -sV <targetIP>

B sV: 554 P s [P v atahnaduai o

nmap -sV 1406.112
Starting Nmap 7.95 ( https //vmap org ) at 2025-85-20 17:56 CST
Nmap scan report for camphorcat
Host is up (0.8020s latency).
Not shown: 991 closed tcp ports (reset)
PORT STATE SERVICE VERSION
/ open soap gSOAP 2.7
open ssl/tcpwrapped
open printer
631/tcp open soap gSOAP
2000/tcp open tcpwrapped
5060/tcp open tcpwrapped
8080/tcp open soap gSOAP
8291/tcp open unknown
open jetdirect?

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 27.10 seconds

® 6 Nmap 4 i£43 4 1

16



X E L E

Fogs b IP P AR u chie ¥

2, 4L
2
,J‘E Wbl

® nmap -0 <targetIP>
|

2R il O

0:5 % P #2148 IP ¥ 4355
1 .

v 2 27 M % L2 |: Y [N
eIT R % SLE R Ereaid
nmap -0 140.112
Starting Nmap 7 nmap.org
: § (rese
STATE
open
open https
open

printer
open )
open

open

sCO-SCCp
sip
open

http-proxy
open unknown
open jetdirect
)5 guesses: H
HP Ph mart C

network

remote management

Tripp Lite £
ub (91%), HP LaserJet CP
5 ] inter (96%)
3 congitions ide
ction perfo ¢ ]
Nmap done: 1 IP

14

non
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s FEv=
Fde PR [P VAR RS e 2 30F
® nmap -A <targetIP>
B A HFR PR IPFARERP2INFN

> 7.95 ( https://mmap.org ) at 2025-65

3578 17-54 S

server—-neagder
Virata-EaWeb/R6_2_1
’ “

open tcpwrapped

rver-neacer

a~Ened/R6_2_1)

vz HD
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241 KK

brother brother port:9100 net:192. 168.0.0/16
canon canon port:9100 net:192.168. 0. 0/16
dell dell port:9100 net:192.168.0.0/16
epson epson port:9100 net:192.168.0.0/16
Fuji Fuji port:9100 net:192.168.0.0/16
Xerox xerox port:9100 net:192.168.0.0/16
hp hp port:9100 net:192.168.0.0/16
konica konica port:9100 net:192.168.0.0/16
kyocera kyocera port:9100 net:192.168.0.0/16
lexmark lexmark port:9100 net:192.168.0.0/16
oki oki port:9100 net:192.168.0.0/16
ricoh ricoh port:9100 net:192.168.0.0/16
samsung samsung port:9100 net:192. 168.0.0/16
sharp sharp port:9100 net:192.168.0.0/16
toshiba toshiba port:9100 net:192.168.0.0/16

# 2 Shodan #7%& & £ $#3% /2

FR &R p 7R
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NTEGFRT SRR ROhp A TR F L L4
port:9100 4% (& 4 1% port & &46%F ) o
® w24 v: “hp” port 9100 net: 192.168.0.0/16

B EFET U I M T (40T BT ) 0 d 3 Shodan ¥ 2R

x\*\

FELATIRM 3 o L K * nmap 1T ERREGRAG AT ARG

SHODAN Explore Downloads Pricing & "hp" port:9100 net: 140

Access Granted: Want to get more o
140.
HP LaserJet M211dw
HP LaserJet MFP M426fdn
HP Color LaserJet MFP M281fdw

HP LaserJet 500 color MFP M575

* Taiwan, Taipei

B 9 & & 1 £ Shodan &=
f'j»/);?l El %Im

% Shodan ™ *= Fd > ¥ Bi73

N

KA FT s > d 30T 4
AL 5 JSON A% > HARZ 27 = I o Tt > % ASOC M35
B fi A o python #7258 » 7 12 8- JSON 4% % %73 = CSV 74 » » iIf & &

Hse 7™ 8 ol TP FE > (himdl 152 ) 355 i és o
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T - iE {7 Nmap S > 45 4 nmap <targetIP>¥tp %3 < port

A A BELS T RRE D R e B g

port » ¥ £ =X F&:% shodan *F #7&F Flehport £.F MRk & o B RE
Fos

B kali@asoc E—
update-alternatives: using fusr/lib/x86_6U-linux-gnu/blas/libblas
(libblas.so.3-x86_64-1linux—gnu) in auto mode
Setting up nmap-common (7.95+dfsg-1kalil) ...
Setting up liblua5.u4-0:amd6d (5.4.7-1+b2) ...
Setting up liblineard:amdé6d (2.3.8+dfsg-5+b2)
Setting up nmap (7.95+dfsg-1lkalil)
Setcap worked! Adding configuration to environment
Processing triggers for libe-bin (2.u48-3) ...

nmap 14
Starting Nmap 7.95 ( https://nmap.org ) at 2825-85-20 13:38 CST
Nmap scan report for o : : ‘mmedu. tw (1U0.1 )
Host is up (0.8019s latency).
Not shown: 991 closed tcp ports (reset)
PORT STATE SERVICE
80/tcp open http
yys/tcp open https
515/tcp open printer
631/tcp open ipp
2000/tcp open cisco-sccp
5060/tcp open sip
Bmaﬂftcp open http-proxy
8291/tcp open unknown
9100/tcp open jetdirect

Nmap done: 1 IP address (1 host up) scanned in 2.62 seconds

B 10 e & #p E Shodan &%

TR KR p FER
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TRAP R

TR A g et L loT R 2 - > SRBEFPEE S Bt

l

)

¥ B zia,ﬂﬁ'-ﬁ s TR LA BRRA (TP o
. WF A GRBETPTF IR EIBGEI BT EE R R B
B> BETHEE OB [PASEBHEFEBUBNTER A
B Gl RRL A PR R BB RET R G
R FET U SRR BE > EAAS T e
,?7%.\; OER e B epe R o
HOF 3T A g Gl AT AT
o avtech net:192.168.0.0/16
avtech = ¢ R MELE CH > HRIREER
o port:5b4 has_screenshot:true net:196.168.0.0/16
(1) has_screenshot:true # 5+ Shodan 7 2~ # B 3 3t o
(2) port:bb4 5 RTSP T p& @ i 82 ikt 2o

HOE % 4o BT
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Pricing 2

Product Spotlight: We've Launched a new AP for Fast Vulnerability Lookups. Check out

4

T —. . S ——
12825-@5-16 _@2:49:1 ~-

B 11 Shodan #& #1852

TR KR p AER

*" Taiwan, Taipei

Bl 12 Shodan #F %R 18 % i}

TR KR p FRER
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3G b A4 R Y% o 42017 & Hikvision 3 75 oA
SoFE BAEE iR 0 LEFARGRAE DT P RF F I 0
ho RERET RS R B DY RO PIRE T AR
FORBIA o PFU AR ERT R HE BRI 2R T
JU TP A WA SRR B A 0 AR ASOC B
PR F RaY REPNSSLE AP EIE o ¥ Lg

* B IoT % # % Shodan 4% 35 % 4T #7577 o
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WA P RRERA

Dahua( = #)

Hikvision(i* & =
)

DIT (=)
Foscam

Hisense (7% 1)

Huawei (&%)

Hytera (/% it :f)
Insta360 (B % £
30

Meizu (%)
MI (/) 3F)

Nubia (¥ ;)
OPPO
REALME (Z #%)

Tenda (*£iE)

TP-Link (% )

ZTE (¥ 2 zn)

+
T~

¥ 20 [0T 253

PREDE -SRI B-TE
PR E

NS S LR . E - N
TALEAS
AP ETE BT
PEARR L TRE L
FETHR S TEARE S TEZD

Bd B-HES#
I & Fdehub
A s mARE R A

T REL - FEEDP

N %f‘%?i\ N

EEA S TE TR
FEEW -FEIf-FBE
ANIEERE S TERS
FEEB -FETR

FEIB -FETL -FEDLH
TEEB-FETE -FER
W FETAR

Bed B~ AR E S LHE
Mesh %82 % 3t

Fod B~ Mesh fpe k3L~ HER
eI ERRE -~ RRERS

Bed FELH 06 CPE HE

FBR A

A KR p TR
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Dahua net:192.168.0.0/16

Hikvision
net:192.168.0.0/16

DJT net:192.168.0.0/16
Foscam net:192.168.0.0/16
Hisense
net:192.168.0.0/16

Huawei net:192.168.0.0/16

Hytera net:192.168.0.0/16
Insta360
net:192.168.0.0/16

Meizu net:192.168.0.0/16
xiaomi net:192.168.0.0/16

Nubia net:192.168.0.0/16
OPPO net:192.168.0.0/16
REALME net:192.168.0.0/16

Tenda net:192. 168.0.0/16
TP-Link

net:192.168.0.0/16
zte net:192.168.0.0/16

3 Shodan % » R F il & F-35 /%



2. %’}} Nmapi_}p*ﬂ F;.ﬁ)l%-ﬁ %‘F"’\: \:.E_ %])\_T]IJ 3\:;/ °

o Nmap -p 80 -sV <IP>
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FIP % #% » 1 4

* Tanonymous ; friZ & %45 & & %45 ) @427 FTP IR % 5 24

2 -nuTEFPR e »enik a2 TR AE !
I AEEBinGP I ER AL F L RPREINPIRE > £F P
PERETT FEBARE o RREEY AR THRT AR SR
B ig.t(?*—}_l.fv} B o
2. MR BiRF FLFTP PRE Lrid * §% &1 Bk - 2%

?é‘;ii‘élﬂ\giﬁ%‘g (‘QF’}P‘?,.%- \§£ ﬁ}\%ﬁ) zl ’. %’[@:-ﬁbﬁ

3. mERI*ehrve .3 LFTPV it kB PIREBNHH A AN E o
§omil B - H g - ZETA FIP il ene Soikif
(4o % ProFTPD 2 vsftpd 533 8L ) » B RIRE o ¥ it = 5 {
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FTP % 2% » crfg Bl = 3% » 10 % 3538 Nmap <4 B %"~ (Nmap nse)

H 4B (T R e T

b
}/
bo
il

1. #* Shodan#FFF:2HFHh = HFhEFE TN ERET L5
BB RN E DI FE T 2 T RIT o

® port:21 Anonymous net:192.168.0.0/16( & f& i)

Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using In

5

B 14 FTP ¥ &% » Shodan 3% % ;2

TAL KR p 7RI
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2. % * Nmap &% % »&FE

nmap -p 21 -Pn ——script=ftp-anon —-iL ftp_ip. txt -oN
scan_resul ts. txt

® -—p: dpT port e

® -Pn : no ping-

® ——script=ftp-anon : F > H &% L% A o

® : L [P i E o

® 5 JH;}%*(Output as Normal format) -

® scan_results. txt : 4p ?;ﬁi%] DEnfhk LA

® it ERF AN thE ool

._.v‘

e AR R

(. gnmap, .nmap, .xml) °

TR EEST RS S R A

i 7 FTP % ¢4 o § & L& = - 7 Shodan ™ §* {5 FLHH =

-

WRl R [PFE > 4@ o7 o [P FH guE 2 2 5N 4ent ¢ Shodan T

i
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T

1 140.112.

2 140.112. 1
i 140.112. 0
g 140.112.

3 140.112.

0 140.112. &
T 140.112.
i 140.112.
- 140.112.
10 140.112.
11 140.112.
12 140.112.
13 140.112.
14 140.112.
15 140.112.

10 L1

e I P T B

FEEBED AT i s o E P AR R LR B

map scan report for 140.11:
ost is up (0.00Uls latency).

PORT  STATE SERVICE
21/tcp open ftp

map scan report for 140.11
ost is up (0.0089s latency).

PORT  STATE SERVICE
21/tcp open ftp

map scan report for pc6U.farm.ntu.edu.tw (146.112
ost is up (0.0089s latency).

PORT  STATE SERVICE
21/tcp open ftp

map done: 39U IP addresses (394 hosts up) scanned in 30.03 seconds

~/Ftp_anonymous_scan

B 16 FTP % %% » Nmap &%

FAR kR p FRER
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BFLEBEFEEDEE > BB A FR e rE R txt R GE

é73i% & TFTP code 230, e % - AT ET T AR BT

\§

Afechip F AR~ REIeR AT Bk L 2 fEre s
nmap 4 = e % (bl4r:scan_results. txt) » +:Fiof2ic i B &
% LA txt (blde:ftp 230 hosts. txt) » 8 sez & (845 Wiz

oL RIS E R o

awk ’
/Nmap scan report for/ {
if (block ~ /FTP code 230/) print block

block = $0
next
}
{
block = block "\n" $0
}
END {

if (block ~ /FTP code 230/) print block

scan_results. txt > ftp_230_hosts. txt

M=

N

ko4 wA b b

FH kR p R
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~/ftp_anonymous_scan
awk '

/Nmap scan report for/ {
if (block ~ /FTP code 230/) print block
block = %0

next

block = block "\n" %0
}
END {

if (block ~ /FTP code 230/) print block
}

'|scan_results.txt| >| ftp_230_hosts.txt

~/ftp_anonymous_scan

B 17 FIP % &% » Nmap &:&.5% %

33



P~ 3 Bk
[P A3 B FRR » 0l 5 B PR RRE PP O

Bo3BE3E- 2B [PrnP Repsd - PAr3 BEaopef i

>
=1
G
T
(]
ot
—h
k]
T
e
F
)/
!
?
'H
-
T
(s
&
&
%T =
IR
P
juts]
.‘Fﬁ
TR
\\\ﬁr
e
B

Ao FFRAGHRED SR A B REERE
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. 2ELEHB.ZEFEESRE [P (4o http: /<O B
[P>:80) B GFFRAG - FiR*FFRED (4

¥ 13 T

N\

admin/admin) =233 R/ > ZEFTIESL F X o B r {8 0 B

¥

DNS% % (Hwdh )  Biagr @y (RBEMEXH ) &
MERP VT P o X R ER v S 4[PAr 3 B
2. ‘A IPAZBREF Ae 7 i et lIRF o doisabyrs
e (XSS) -~ Bk REE (CSRF)~ & 4 » - HEF I+ iR
FREELANE FEFIPLE BydlE 2% 280 5%
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 product: wireless net:192.168.0.0/16( & fx£)
(2)totolink - &+ 533
 http. title:"totolink" net:192.168.0.0/16( 5 & £)
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 "server: hydra" port:80 net:192.168.0.0/16( 5 &
)

(4)Vigor A& %

 http. title:"vigor" net:192.168.0. 0/16( & & £)
(5)d-link =3t fL3

« "d-link web server" net:192.168.0. 0/16( & £
(6)tp-link 3 25 B e

* "tp-link" net:192.168.0.0/16(5 &pk)
(MDMikrotik 5N R W S MR £ A5

*  "mikrotik" net:192.168.0.0/16(¥ tx 4 £ )
(8)Netgear o I3 gk 2L 5

*  "netgear" net:192.168.0.0/16(% #xi£)
(DR B - RRASF RS CAHEBAFF T LA 2T
oo LS A H A -

o "xxxx" net:192.168.0.0/16( & g i)
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v Report & Download Results
Product Spotlight: We've Launched a new AP for Fast Vulnerability Lookups. Check out

.61

* Taiwan, Taipsi
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RT-AC1200 V2

Sign in with your ASUS router account
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c 25 accountshodan.io/register

mages Moriitor

SHODAN  Account Billing Take a Tour Login Register

Create Account

Email
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Welcome to Shodan (38 6#E « (exclude SRM x

Shodan <no-reply

=i g

sdan.io=

You've successfully created an account on Shodan! Below you will find all important account information to log in, make sure 1o
keep this email in your archive for later.

Account Informatio.

URL: https:ifaccount.shodan.io
Username: |

Not sure where to get started? Check out the following to get familiar with Shodan:

Discover Shared Searches
Complete Guide to Shodan book
Short Videos for common tasks
Help Center

HELP CENTER /f SUPPORT {f PRIVACY POLICY #/ TERMS OF SERVICE

Shodan &
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Shodan § #& - v = A § Bhdlc > ¥ M FHF Z R DT o F
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= =2 {6 %7 & %1 1 academic@shodan. io €713 45 » Shodan 7% JR A
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Subject: Request for Academic Upgrade - Shodan Account

Dear Shodan Team,
My name is <¥# %> and I am currently conducting research in the
field of network security at <F &#>. [ am writing to kindly
request an academic upgrade for my Shodan account to support my
ongoing academic work.
Please find my account information below for your reference:
 Shodan Username: <& <tk 5L & >
* Registered Email: <& EMAIL>
Thank you very much for your time and assistance. I look forward to
your response.
Best regards,

ek &>

B 23 Shodan ¥ =tk 5LF & 4 b
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mailto:academic@shodan.io

5 i % 1 {5 #-4c ] Shodan % FRE éhw 2 » £ i€ Shodan 6 5L
8

Dear Shodan Team,

Iam - I am currently engaged in network security related research at National Taiwan University. | would like to request an academic upgrade of my Shodan account. Thank you.
Below are my account details for your reference:

Shodan Username: ||
Registered Email: | ntu.edu.tw

Thank you for your assistance. | look forward to your response

Best regards

Academic Support

= Z acadi -

Hello,

We've applied the free upgrade to your Shodan account which's linked to your academic email. & separate welcome email has been sent with several links to get started (induding a copy of the official Shodan book).
The free academic account includes:

« Download up to 10,000 results per month
* Scan up to 100 IPs per month
= Network monitoring for 16 IPs

The ability to use the "wuln” search filter on the website

Best,

-~ -

Sales Assistant

Shodan ", LLC.

"Make internet intelligence work for you!”
4:
Email: gcademic@shodan.io

e
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Account Overview

Account Level Academic membership

B 25 Shodan % =tk L= 74 7 & 2
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Nmap #2.;% % 2%

#up #-rt Windows Jk 5e 5 % X% H > 14T 4 5 Windows 9

Nmap. exe ¥ # 7 #£2 WSL (Windows Subsystem for Linux)= it

Pl o BN AABERT S AR RIS DR R

KRB DAL E AFREALR - F AR " mBtL X Nmap > 4p 4 &3

%/\ ]

7

H

2 FRE_- fheho

Windows =7 Nmap. exe ¥ 3% (7 4% :

.

2 Nmap ¥ % T ¥ £ {7 4 (nmap—x. xx-setup. exe) * F i

% ! https://nmap. org/download. html

Npcap.com Seclisis.org Seclools.org Insecure.org

NMAP.ORG ro—‘

Download eference Guide Book Docs Zenmap GUI In the Movies

E

’ 2

)

Downloading Nmap

Get the latest Nmap for your system:

Windows

macQ8

Linux (RPM)

Any other OS (source code)

Older versions (and sometimes newer test releases) are available from the Nmap release archive (and really old ones are in dist-old). For the
more security-paranoid (smart) users, GPG detached signatures and SHA-1 hashes for each release are available in the sigs directory

verification instructions). Before downloading, be sure to read the relevant sections for your platform from the Nmap Install Guide. The most
important changes (features, bugfixes. etc) in each Nmap version are described in the Changelog. Using Nmap is covered in the Reference
Guide, and don't forget to read the other available documentation particularly the official book Nmap Network Scanning!

Nmap users are encouraged to subscribe to the Nimap-hackers mailing list. It is a low volume (7 posts in 2015). moderated list for the most

important announcements about Nmap. Insecure org. and related projects. You can join the 128 953 current subscribers (as of September 2017)
by submitting your email address here:

H Subscribe to Nmap-hackers |
(or subscribe with custom options from the Nmap-hackers list info page)

You can also get updates by liking Nmap on Facebook or following us @nmap on Twitter

Nmap is distributed with source code under custom license terms similar to (and derived from) the GNU General Public License, as noted in the
copyright page.

Microsoft Windows binaries

Zenmap Please read the Windows section of the Install Guide for limitations and installation instructions for the
San Took profie bdp Windows version of Nmap. It's provided as an executable self-installer which includes Nmap's dependencies

Targek: | scanme.nmag.org -] Peiie and the Zenmap GUI We support Nmap on Windows 7 and newer, as well as Windows Server 2008 R2 and
Command: | map -T4 -A-F scanme.nmag.org newer. We also maintain a guide for users who must run Nmap on earlier Windows releases.

Homs | Seices | Meap Output Ports / Hosts
05 1 Howt nmap Ti4-Fsmmenmep | Latest stable release self-installer: nmap-7.97-setup.exe

B scanmenmepergi  Star

localbit (12700, .

or 50 We have written post-install usage instructions. Please notify us if you encounter any problems or have
o 5 Tote 5 5
smoms 7 cioses o suggestions for the mstaller.

Mot
PORT STATE  SERVI
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B 27 Nmap F = i & T &

7ok ok R - Nmap

PR ks IPFEEEFRI DR R % 7 AP

2 IPFE % Nnap Hds > 50 % 8 A% o ERA

N

‘¥

Hebrdt-p 7 A HAREIRE(FFEFHERFS S E [P

T LB )

nmap_scan

NoHE Y = BR -

ip.bt
—# ®2E =#AEH LIEE B
: E2E SHER LEMRT = &gE

BREI:
EEGES I BEQ)..

UE: I CA\Users\User\Desktopnmap_scan I

Fi: 89 B (89 {UTE)

BEER: 0 fE i

2025%F7H23H, £5 08:30:13
2025%7H23H, L5 08:31:12

2025%7H23H, £ 08:31:12

OrEr D E=H ER(D)..
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3. T K= %4 0 Tnmap-x. xx-setup. exe ;> £ & + &€ 7 H_
J& o F iR A2 f Windows R 453E 38 40F Nmap o 47 B Nmap
T A2t 08 o pRdp 4 5 "nmap -T4 -A v, -T4 ZF & @
B~-AGRZAERKE - vVaidteofis AR R EFFFhH o
1222 ¥ 12 A Command =i i+ wtﬁi%] INEVERIE B 4 ip £ % 4 Enter °

B nmap -Pn -iL "C:\\Your\\Path\\FileName. txt" -oN

"C:\\Your\\Path\\scan_resul ts. txt"

B nmap -Pn 192.168.1.1 (#F#& E B [P)

[REVEY

FRFRALLE ) BALFTEH A BFARAON) > Nnap &
AR A T RS DS o FIMA AN F T "\ SR T

XFP P

o R EE N AR T i e AR B AR

S

TR Log Mo T\ T E R ST\
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Command: nmap -Pn -iL['CY\Users\\User\Desktoptinmap_scan'ip.tet"| -oM| "C\\Users\User\\ Desktop\nmap_scany\scan_results.txt"

cisco-sccp Starting Nmap 7.97 ( https://nmap.crg ) at 2025-07-23 08:39 +0800
domain

http
https
https-alt
ident

sip

Bl 29 Nmap 4p %4 7 & 1

49




4. e

“x
=

Zenmap

Scan T

Targ

domain

http
https
https-alt
ident

sip

Nmap

nmap -iL "Cx4 U

Starting Nmap 7.97 { https://nmap.crg ) at 2025-07-23 08:39 +0800
Nmap scan report for denl€sdf8-in-f4.le100.net (142.250.72.36)
Host is up (0.017s latency).

Not shown: 995 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp open  http

113/tcp closed ident

443/tcp open  https

2000/tcp open  cilsco-sccp

3060/tcp open sip

Nmap scan report for 3fo03s2l-in-f14.lel00.net (142.250.72.206)
Host is up (0.01%s latency).
Not shown: 955 filtered tcp ports (no-response)

FORT STATE SERVICE
80/tcp open  http
113/tcp closed ident
443/tcp open  hitps
2000/tcp open cisco-sccp
3060/tcp open sip

Nmap scan report for 20.81.111.85

Host 1s up (0.00333 latency).

Not shown: %57 filtered tcp ports (no-response)
PORT STATE SERVICE

113/tcp closed ident

2000/tcp open cisco-sccp

5060/tcp open sip

Nmap scan report for 176.32.103.205

Host 1s up (0.00173 latency).

Not shown: %57 filtered tcp ports (no-response)
PORT STATE SERVICE

113/tcp closed ident

2000/tcp open cisco-sccp

5060/tcp open sip

Nmap scan report for dns.google (8.8.8.8)

Host is up (0.0019s latency).

Not shown: %55 filtered tcp ports (no-response)
SERVICE

POBT STATE

53/tcp open  domain
113/tcp closed ident
443/tcp open  https
2000/tcp open  cisco-sccp
5060/tcp open sip

B 30Nmap 4p # &E % * 1

FR&R:p FER
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g 2 B SS etk R 0 gnmap "
RN R EES TR SRR DR
B nmap Pn -1iL "C:\\Your\\Path\\FileName. txt"

"C:\\Your\\Path\\scan_resul ts"

n . nmap "oy

Y454

-0A

Command:

nmap -Pn -iL "C\\Users\\Usery\Desktop\inmap_scaniip.txt"| -0l "C\\Usersy\User\\Desktop\\nmap_scan\\scan_results”

Starting Nmap 7.97
HNmap scan report for denlés03-in-f4.lel00.net (142.250.72.36)

( https://nmap.org ) at 2025-07-23 08:47 +0800

domain Host is up (0.010s latency).

http Not shown: 995 filtered tcp ports (no-response)
PORT STATE SERVICE

https 80/tcp open http

_ 113/tcp closed ident

Eitpealt 443/tcp open htips

ident 2000/tcp open cisco-sccp
5060/tcp open  sip

sip

Nmap scan report for sfel3s2l-in-fl4.1el00.net (142.250.72.206)
Host is up (0.0072s latency).

Not shown: 995 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp open http

113/tcp closed ident

443/tcp open htips

2000/tcp open cisco-sccp

5060/tcp open  sip

Nmap scan report for 20.81.111.85

Host is up (0.0012s latency).

Not shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE

113/tcp closed ident

2000/tcp open cisco-sccp

5060/tcp open sip

Nmap scan report for 176.32.103.205
Host is up (0.0020s latency).

Not shown: 9497 filtered tcp ports (no-response)
PORT STATE SERVICE
113/tcp closed ident

2000/tcp open
5060/tcp open

cisco-sccp
sip

B 31Nmap 4p 4 E 5 * 2
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F ¥ oA g o B F T 1Z 48 Open Scan % iy B 2 e

$o %% (.xml) > Command ## =88+ "\\\\" 2 & ¥ % > & * pt >

FF A A A G KRR W R edk o

FZenmap
Scan  Tools Profile  Help

MNew Window

Open Scan in This Window Jesktopyinmap_scantiip b’ -of "CA\Usersy\User\\Desktop\\nmap_scan\scan_results”

Save Scan

Save All Scans to Directory Ctrl Ports / Hosts Topology Host Details Scans

Print rs\iUser\\Desktopi\nmap_scani\ip.txt" -0A "C\\Users\User\\Desktopy\nmap_scan\\scan_results" -Pn

Close Window

.87 { https://nmap.org ) at 2025-07-23 08:47 +0800

Quit Cils0 b for denlés03-in-f£4.1e100.net (142.250.72.36)
e ==~103 latency) .
http Not shown: 995 filtered tcp ports (no-response)
PORT STATE SERVICE
https 80/tcp open http
113/tcp clossd ident
https-alt 443/tcp open https
ident 2000/tcp open cisco-scop

5060/tcp open sip
sip
Nmap scan report for sfol3s2l-in-f14.1e100.net (142.250.72.206)
Host is up (0.0072s5 latency).
Not shown: 995 filtered tcp ports (no-response)
PORT STATE SERVICE
80/tcp open http
113/tcp clossd ident
443/tcp  open https

Bl 32 Nmap 4p % % % 3
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B Zenmap
Scan Tools Profle Help

Target: v | Profile:

Command: | nmg

[ Open Scan X

Hosts Seg

Recent 4 | B User (B Deskiop = nmapscan | b

Home

=
L]
|4 Deskiop
B

domain
http Documents
https
https-alt [] Downloads
ident -
. [ Music
[ Picturss
[ Vvideos
L] FEEEC)
B DVDRW EiE# D)
B
B
B
] Nmap

~+ Other Locations

Nmap XML files (*xml) »

Cancel Open Directory Open

lmap scan report for dns9.quadd.net (9.9.9.9)
Host is up (0.0014s latency).

Bl 33 Nmap 4p # &% % 4
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Command: nmap -iL "C sersiiUseri Desktopii s nmap_scan\\\hip.bd" oA "CAy W Users\ i User\ Desktopi\\\nmap_scan'\\\scan_results" -Pn

L-R-R-R-R-1-L]

Hosts

dns.google (8.8.8.8)

dns8.quad9.net (

20.81.111.85

den16s08-in-f4.1e100.net (142.250.72.36)
sfo03s21-in-f14.1e100.net (142.250.72.206)
dns hinet.net (168.95.1.1)

176.32.103.205

33
113
443
2000
5060
8443

tcp
tcp
tcp
tcp
tcp
tcp

open

closed
open
open
open

open

domain
ident
https
CisCO-5CCp
sip
https-alt

® 34 Nmap 4 £ %
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WSL(Windows Subsystem for Linux)% % :
l. Bk CMD % % kali (linux) » 4% XRtc g 7 R EF o
B wsl —install -d kali-linux

[E2 - Z R H

Microsoft Windows [fiEZ 10.0.22631.4751] N
(c) Microsoft Corporation. EfF#FA » WHEE—IER -

C:\Users\User>wsl —install —d kali-linux
IF# F#: Kali Linux Rolling
27 Hall L:Lnux Rolllng

Fwsl.exe —d kali-linuxs EIZ)

2. #7421 kali Linux ¥ 3% % 2/ -

B ywsl -d kali-linux

C:\Users\User>wsl -d kali-linux

Waiting for systemd to start...

running

Please create a default Kali WSL user. The username does not need to match your
For more information visit: https://aka.ms/wslusers

Enter new UNIX username: kali

New password:

Retype new password:

passwd: password updated successfully

This is a minimal installation of Kali Linux, you likely
want to install supplementary tools. Learn how:
= https://www.kali.org/docs/troubleshooting/common-minimum-setup/

C )
/mnt/c)
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Bl 36 WSL % £1 & 2

FA kR p AR

E Kali Linux

HAR®E

| WSL kaliZFs

B Kali-2022.2-shodan-nmap-test

&= kali-linux-2023.3-virtualbox-
amd64

Kali Linux - Assuring Security by
Penetration Testing.pdf2 ¢

Kali Linux - Assuring Security by
Penetration Testing.pdf1 = -

Kali-Linux-2022.2-virtualbox:
amd64-disk001.vdi

TR R p TR
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7. &> kali Linux 2t » # ML FE 2 {

kali@asoc]

whoami
kali

nmap 14e.112.
Could not find command-not—found database. Run 'sudo apt update' to populate it.
nmap: command not found

~

sudo apt update
[sudo] password for kali:

:1 http://free.nchc.org.tw/kali kali-last-snapshot InRelease [U1.5 kB]
http://free.nchc.org.tw/kali kali-last-snapshot/main amdél Packages [20.5 MB]
http://free.nchec.org.tw/kali kali-last-snapshot/main amdél Contents (deb) [U9.0 MB]
http://free.nchc.org.tw/kali kali-last-snapshot/contrib amd6d Packages [115 kB]
http://free.nchc.org.tw/kali kali-last-snapshot/contrib amdéu Contents (deb) [266 kB]
http://free.nchec.org.tw/kali kali-last-snapshot/non—free amdél Packages [196 kB]
http://free.nchc.org.tw/kali kali-last-snapshot/non—free amdél Contents (deb) [878 kB]
http://free.nchc.org.tw/kali kali-last-snapshot/non—free—firmware amd64 Packages [10.6 kB]
http://free.nchc.org.tw/kali kali-last-snapshot/non—free-firmware amdéll Contents (deb) [2u.2 kB]

Fetched 71.1 MB in 8s (9,385 kB/s)
All packages are up to date.

Bl 38 WSL % it7 & 4
AL KR p 7T
8. t#kali Linux * ﬁiﬁ?*#ﬁ £ % % nmap °

B Sudo apt install nmap
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kali@ASOC ;

Command 'nmap' not found, but can be installed with:
sudo apt install nmap

-~

sudo apt install nmap
Installing:

Installing dependencies:

Suggested packages:
liblinear-tools 1liblinear-dev ncat ndiff zenmap

Summary :
Upgrading: ©, Installing: 5, Removing: @, Not Upgrag
Download size: 6,685 kB
Space needed: 28.8 MB / 1,825 GB available

Continue? [Y/n] y

Get:1 http://kali.download/kali kali-last-snapshot/ma
Get:3 http://http.kali.org/kali kali-last-snapshot/ma
Get:5 http://http.kali.org/kali kali-last-snapshot/no

Bl 39 WSL 3% i*71 & 5

TR KR p (7R
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9. v #iE Windows ¥ 4§ 04 o K A73 T4 % (Linux B /S @ &5
kali-linux/home/kali(3k @_shig * * LH)) o

Linux » kali-inux * home

OF -+ . S &N W N o#E -

i =5

=R

@ config

il java

B local

Bl bash_logout
B .bashrc

B bashrcoriginal
B profie

OneDrive

sudo_as_admin_successful

A REFE IPFEPE - §TOORLER
TLF N H l‘;}*fﬁ%,,?f“’ AR = _ﬁ&)ﬁz ?> Ld:?i—’»%; ft«‘}ﬁ’f%ﬂi: , ;g
BAST AT TR & o TR P 65 © % & Windows i

ku? A7H ftp_anonymous_scan Fit & > B FZE R AP E
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Linux *» kali-linux * home

B 41 WSL ik iTw & 7
TR KR p (TR
EAE N By Vil £

pwd : & P omERS

@)
[oR
(s
Y
ik
)
%‘iﬁ\
AN
20
3
E r
P
v=l
S
f=
4
=
<
(@)
(@R
=
D
lé
H3
@)
—
o,
D
=

cd ~+ w3 /home/kali (i * & &AF) ikt

mkdir : 2 2 F# % > EX : mkdir new_folder

nano : f§ % v FHIEE O WSLIEH T i ¥ K - X K 4
sudo apt install nano

nano < F $miE Bk it > 3\

EX :nano test_ ip. txt

ctrito( 3 4%), enter(/x33), ctri+x(3mE)
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Shodan T 4 % #

Shodan © %1 € * email % 3 i 4r¥ = Fople KT Rz LT *

)

FER ALY > e BT

Your Shodan search data is ready for download @& &4& «

® Shodan <no-reply@shodan.io>

Download Finished

Your recent download request for the search query ""Dahua” country:TW org:"Ministry of Education Computer Center™ has finished

Please download it from the following location

Be sure to check out these link if you need any help

« All your recent downloads: https //beta shodan io/download

* How to work with Shodan data files: https./help shodan io/mastery/working-with-shodan-data-files

» How to convert to Excel: https://help shodan io/guides/how-to-convert-to-excel

» Downloading data directly using the command-line interface: hitps://help.shodan. io/guides/how-to-download-data-with-api

Shodan Team
support@shodan.io
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) Welcome X

Visual Studio Code

Walkthroughs

* Get started with VS Code

Customze your edstor, leam the basic

® Learn the Fundamentals
&
» e? Get Started with Python Development |Updated

Recent
@& Get Started with C++ Development Updated

@ Meet Cline, your new coding partner |Updated
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] Open Folder
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) File Edit Selection View Go
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shodan.py
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BEREZY oAU T AR -

import json
import pandas as pd

# # P JSON Lines #h%
rows = [ ]
with open(’ netgear. json’, 'r’, encoding= utf-8 ) as file:
for line in file:
try:
¥ E AR 5 b e JSON # %
item = json. loads(line. strip())
row = {
"IP: item. get( ip_str’, '),
"Product’” : item. get(’ product’, '’ ),
"Timestamp’ : item. get(’ timestamp’, '),
"ISP’ : item.get( isp’, ),
"Hostnames’ : ", . join(item. get(’ hostnames’, [])),
"Port’ : item. get( port’, ),
"CPE’ : item. get( cpe’, )
}
rows. append(row)
except json. JSONDecodeError as e:
print(f"Skipping invalid JSON line: {e}")
continue

# # % DataFrame
df = pd.DataFrame(rows)

¥ e s CSV %
df. to_csv(’ shodan_results. csv’', index=False, encoding="utf-8-sig )
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