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AddHandler cgi-script .php
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SetHandler application/x-httpd-php-cgi
</FilesMatch>

Action application/x-httpd-php-cgi "/php-cgi/php-cgi.exe”
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a. #- php.exe £ php-cgi.exe 4§ ® 3| /cgi-bin/ P &7 -
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ScriptAlias /php-cgi/ "C:/xampp/php/"
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».[1CO] Name Last modified Size Description

l#[PARENTDIR] Parent Directory, -

e [TXT] READ _ME9.html |2024-06-08/20:40 1.4K

e [TXT] mdex html.locked |2024-06-08|20:40 160

#[TXT] modules.php.locked|2024-06-08|20:40 3.5K
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1 FXE4F PHP B3 ENER 7 (CVE-2024-4577) - PHP CGI #-#cix
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https://devco.re/blog/2024/06/06/security-alert-cve-2024-4577-php-cgi-argume
nt-injection-vulnerability/

2. BleepingComputer #: 3%
https://www.bleepingcomputer.com/forums/t/798060/tellyouthepass-ransomware
-locked;-read-me9html-support-topic/

3. TellYouThePass ransomware exploits recent PHP RCE flaw to breach

servers
https://www.bleepingcomputer.com/news/security/tellyouthepass-ransomware-ex

ploits-recent-php-rce-flaw-to-breach-servers/
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4. June 10, 2024: PHP-CGI Argument Injection Vulnerability Could Lead to
Remote Code Execution
https://censys.com/cve-2024-4577/
5. Update: CVE-2024-4577 quickly weaponized to distribute
“TellYouThePass” Ransomware
https://www.imperva.com/blog/update-cve-2024-4577-quickly-weaponized-to

-distribute-tellyouthepass-ransomware/



