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Distribution of Malware Families Delivered by HijackLoader

Rhadamanthys

Remcos RAT
Racoon Stealer v2

Meta Stealer
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Danger 1

Drops the cutable file immediately after the start

I Other 3

Creates files or folders in the user directory

T101

Reads the computer name
Checks supported languages

Reads the computer name
Checks supported languages

3. VCDDaemon.exe $ 7 {5 ¢ § = 7]{7 4 :
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Warning 1

T1059.003 Windows Command Shell (1)

Starts CMD.EXE for commands execution

I Other 4

Create files in a temporary directory

T1012 Query Registry (2)
Reads the computer name

Checks supported languages

T1082 System Information Dis

Reads the computer name
Checks supported languages

T1204.002 Malicious File (1)

Manual execution by a user
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Danger 1

HIJACKLOADER has been detected (YARA)
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Connects to the CnC server

PHONK has been detected (SURICATA)

\ Waming 1

Connects to the server without a host name

IOther4

Creates files or folders in the user directory

T1012( Jistry (5
Checks proxy server information
Reads Environment values
Reads the machine GUID from the registry
Reads the computer name
Checks supported languages

T1082 Syste

Reads Environment values

Reads the machine GUID from the registry
Reads the computer name

Checks supported languages

Creates files in the program directory
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Danger 2

MINER has been detected (SURICATA)

T1071 Application Layer Protocol (1)

Connects to the CnC server

i Warning 1

T1571 Non-Standard Port (1)

Connects to unusual port

Other 2

T1012 Query Registry (2)

Checks supported languages
Reads the computer name

T1082 System Information Discovery (2)

Checks supported languages
Reads the computer name
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Timeshift Protocol Rep PID Process name Domain
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TCP
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Timeshift Class PID Process name Message
1 A Network Trojan was detected 40 M . AR

A Network Trojan was detected
Malware Command and Control Activity
Misc activity

Timeshift Class PID Process name Message
s Crypto Currency Mining Activity Detected T A

Potential Corporate Privacy Violation

Potential Corporate Privacy Violation



A 1 s ek f 58 ¢ o (TACERT)
‘r TANet Computer Emergency Response Team

8. 1 MITRE ATT&CK Matrix 4 17 HijackLoader » % JL:% # & #7118 * B jiF
# ¥ Execution ~ Discovery 22 C&C % 3 BIf g » H ¥ & 7 539 % &A%
N E o~ i A C & CServer ©

Execution Discovery C&C

Scripting ort

Command and |Eery Registry tn-manda rd
P
Interpreter (1/6) [

1

System
Information Application
Discovery Layer Protocol

(0/4)
3

10

User Execution
(1/2)

Malicious File

ol R A eI §F 4 1 HijackLoader e (7 5 4o T Bl ATom 0§ 21 E 518
B4 A ATHE HijackLoader 5> - £ X 2 3 X B 4 g T L orippean
E R4z 124 ¢da C2 Servere HijackLoader §* » 42:4 41 * CMD #{
Fhlf R ER AWM PITE2LT o KR vEd MSBuild 255 > %

25 T 5347 Phonk v A T 42 AhARS o HijackLoader & T G i
a0 p BN A AR L L > M RRIT

1.7 A4 EatmHijackLoader

SE :  http[://189.208.107.12/BEBRIK.php
2.#14THijackLoader (hﬁa)
@'}; 66055eb5779265037160e80546c6de3d.exe :

2. 11RBTEUEIMERES -
21.2EFREBRPELEARE FlERaRRK - ..

@% VCDDaemon.exe

22,1878 CMD.EXE $1715=
22 EEEERPRYEE - .. ;
cmd.exe
2311818 PHONK C2 Server
23 1B FICAC R - ..
ngen.exe
24 LBEBICAC FRE - 24 1iE4 MINER C2 Server K
................................................................ 11105 s 1003
GEE)



A i 5 e i b 5 h0D ¢ (TACERT)
‘r' TANet Computer Emergency Response Team

- rg:'—.
7~ F8

@
-rsn\

=3

1. %4 AnyRun ) 4 ¥ 50> HijackLoader % 18 #5249 4 B 4 X T 4 #8175 >

3N

TR A & L e A AT HAe 2 PHONK
Bovs EHhima B C2Servere d 2 pPEp L {8 AT RAR Y B

BAF A ERFER S VR FHUDEL M g7 ]

N

2. AP RBES G o v @A AR T FIEAGET LB L A
oot g T CIA Y - i3 S ek
3. ¥R %4 HijackLoader i #3 T 7| AUl R EE R 4T o
(D) d v ¢ TRELHFMNIT AP kv AR Y A iy
XTAifpeiFHFE o
(2) & * prd@RE 1 2 (4o TCPView 2 Currports &) » %k & 5 4
7 & C2 Server » 1 #¢%] 3 8 F B 4 HijackLoader £ #5 ¢
HoarT g i T 2 e
AR AREXFAFNER  § TGP HERETREY
(1) 2 L& 3 -
BB AT G A A 0 NG R B2 % 2 o
@ F*B LA
FI# B XA E AR el » foi e RO E o m fF VR
FOESAIEAL B o
(3) PRI B2 THBY -
HijackLoader i% i 4 i ) & 4Tdh o $30j8T + 22 g2 g T
Bk o R E o
(4) IR T et o

B ET R g I B2 A BT 5k dedh HijackLoader o



A ¢ i 5 AL ¢ o (TACERT)
N7 TANet Computer Emergency Response Team

R TR E PR D RER G IR T

=
¢
Pl

1. HijackLoader Expands Techniques to Improve Defense Evasion
https://www.crowdstrike.com/blog/hijackloader-expands-techniques/

2. Hijackloader
https://any.run/malware-trends/hijackloader

3. HijackLoader Targets Hotels: A Technical Analysis
https://alpine-sec.medium.com/hijackloader-targets-hotels-a-technical-analysis
-c2795fc4f3a3

4. HijackLoader Updates
https://www.zscaler.com/blogs/security-research/hijackloader-updates#indicators
-of-compromise--iocs-



