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Danger 1

Drops the executable file immediately after the start

I Other 3

Creates files or folders in the user directory

Reads the computer name
Checks supported languages

»m Information C
Reads the computer name
Checks supported languages
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Warning 1

T1059.003 Windows Command Shell (1)

Starts CMD.EXE for commands execution

I Other 4

Create files in a temporary directory

T1012 Query Registry (2)
Reads the computer name

Checks supported languages

T1082 System Information Discovery (2)

Reads the computer name
Checks supported languages

T1204.002 Malicious File (1)

Manual execution by a user
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Danger 1

HIJACKLOADER has been detected (YARA)
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Connects to the CnC server

PHONK has been detected (SURICATA)

\ Waming 1

Connects to the server without a host name

IOther4

Creates files or folders in the user directory

T1012( Jistry (5
Checks proxy server information
Reads Environment values
Reads the machine GUID from the registry
Reads the computer name
Checks supported languages

T1082 Syste

Reads Environment values

Reads the machine GUID from the registry
Reads the computer name

Checks supported languages

Creates files in the program directory
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Timeshift Class PID Process name Message

13365 Crypto Currency Mining Activity Detected
/s Potential Corporate Privacy Violation

10 s Potential Corporate Privacy Violation



