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ϚȳṶԈ Ю 

1. ֯ ד2023 7ѣ HijackLoader װ Ȳױ∟ ӣὑ ֢ ᴩ

ɎҔ╗ ἇ ɏᾼḃ Мȴһ ṿӣ֢ ᴩ ה ᾃϤế

ᴩȲ ╥Єֵ Ϥ Лẓ ᾼғ ȲẔ о ╥һắ Ὸᾼ

֪ ПϚȴ 

2. HijackLoader ἇḃ П Ẃ 

ḃ ῏ І Ԉ ἇ ѿ Ἢ Ȳṳѿ ᾬ Ɫ Ѐ

ᵶצ ᾼϯ ȴ ṷ ╓֣‒ ṏֻᾼ

ὢ ӂүɎẂֽ:dropbox.comȳdrive.google.com ɏẃ ẁ ϯ

 ȴḃ ῏Ϸ  Booking ἇ Ȳṳṿӣ‍ ᴿᾼѠהȷ һ

ᵫ῀ ἇ ᴕ ᾼ█ṷ ᶲ ᾭȲѿ ᵍἬ  ѠМ ᾼ█

ṷ ȴϱ ᾼᴩⱢꞋ֯ ᾼЏᵂϢ‒ן ϯ ҔᵶẔ

ᾼ ȴϚӎӉ Ȳ ╬ Ȳ ֯ắ ῏ᾼ

ϱׄ  HijackLoaderȴ 

3. HijackLoaderɎϭ  IDAT Loaderɏ╥Ϛ Ϥ Ȳẓצ Є

ᾼ ϩȲҠѿ ѻ☼ׄԓ ╟ȲҠ֯ắ ╬Ṇ ϱ Л֝

₤ ȴ Ȳһ Ϡ ֵ═ϵἤ ṆԝȲẂֽ 

DanaBot ế RedLine ậ  ȴה

4. HijackLoader ￼∟ᾼḃ ῏ ᾼ Ѡᾎ╥ ḃ Ȳ Ӝ

иІ ᵂכᴿẃᴞ֥ᾎẃ ᾼ І ԈȲᶦ Ԉ῏Ӊן

 ԈἨ ắ ╬ᾼ (ֽ ἇḃ )ȴ 

5. HijackLoader ӣ ᾼᶾ ẃ Ẕ ἤế о

ϩȴ 

דцה (1) ЏẓҒϤ Microsoft DefenderᾼӪ֤ ȴ 

(2) ṿӣ῏ ạɎUACɏȴ 



 

2 
 

֚ Мї(TACERT)  

 

 

TANet Computer Emergency Response Team  

(3) ӣ ᶧ┤ῈɎProcess Hollowingɏњᾎȴ 

(4) Ṯ ṿӣᾼв API ᴩ ȴ 

ד2024 .6 3ѣ ThreatLabz ׁשṅϢ иέϠּ50 פ HijackLoader ӐȲ

ẃ ứ HijackLoaderӭ› ᾼ╥ ṷ ȲẔМѿ Amadey

ᾼѩẂ ȴ

 

( ẃ :https://www.zscaler.com/blogs/security-research/hijackloader 

-updates#indicators-of-compromise--iocs-) 

HijackLoader ᾼ ֽϯ: 

(1) Amadey: Ѥ ן צ ắ ῏Ṇ ᾼ ṳ ϯ Ẕ҃

ȴAmadeyⱢ HijackLoader Ἤ ẁᾼ ắ ῸП

Ȳᴾ ẞᾼ Ẃᾼ 52.9%ȲὙ ὑẔ҃ ȴ 

(2) Lumma Stealer (aka LummaC2 Stealer): ậ Ȳה Ғ

ҔȳSteam љȳKeePassȳFileZilla ế ҉ғ ӭМ

ậ ȴ 

(3) Racoon Stealer v2: ậ Ȳה ậБ ᾼ׀ ȳcookieȳᴞ

Ϥ ếҒ Ҕ ȴ 

(4) Remcos: ậѤ׀  (RAT) ӣὑậ ắ ῏Ṇ ᾼ∟ ׀ậ

ȴ 

(5) Meta Stealerȸ ȳҒ Ҕȳ Ҕ ҉ғ ế Steam 
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љᾼ ậ Ȳה Redline Stealerצ ᴿПדֵ ȴ 

(6) RhadamanthysȸⱢ Ҕȳ І Ԉȳ Ṷ ӣ ếה ṕ

ᾼ ậ  ȴה

 

ϡȳ ṶԈ  

1. ֯ AnyRunḘ ϯȲ ᴩ Ӑ 66055eb5779265037160e80546c6 

de3d.exe(MD5:66055eb5779265037160e80546c6de3d)ȴױ Ӑ ֥

hijackloaderȳloaderȳminer phonk ἤȴһ Virustotal Ẕ

ѩẂⱢ 57/73ȴ֯һ ᴩ∟ ẻҪ VCDDaemon.exeȲᴖ

VCDDaemon.exe ẻҪ cmd.exeẃ ᴩ conhost.exe MSBuild.exeȴ

∟ MSBuild.exe ᴩ∟ ẻҪ ngen.exeẃ ᴩȴ 

 

2. 66055eb5779265037160e80546c6de3d.exe ᴩ∟   :ϯԝᴩⱢצ

(1) Ở ᴩ∟Ӵᵛᵔ ᴞАȴ 

(2) ֯ṿӣ῏ӭ М Ӣ֝ד Ӑ Ἠ ᶈȴ 

(3) ậ ֤ ȴ 

(4) ▲ќ ᾼ ṕȴ 
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3. VCDDaemon.exe ᴩ∟  :ϯԝᴩⱢצ

(1)  CMD.EXE ᴩ╓҆ȴ 

(2) ֯ ӭ׀ М∂Ӵ ȴ 

(3) ậ ֤ ȴ 

(4) ▲ќ ᾼ ṕȴ 

(5) Ӧṿӣ῏њ ᴩһȴ 

 

4. cmd.exe ᴩ∟ :ϯԝᴩⱢצ ẞⱢ HijackLoaderȴ
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5. MSBuild.exe ᴩ∟  :ϯԝᴩⱢצ

(1) ẞ CnC ᴻὢ ȴ(ӭᾼ IP:89.208.107.12:80) 

(2) ẞⱢ PHONK ȴ 

(3) ẞḥצѻ ֤ ᾼᴻὢ ȴ(http[://]89.208.107.12/BEBRIK.php) 

(4) ֯ṿӣ῏ӭ М∂Ӵ Ἠ ᶈȴ 

(5) ▲҅ ᴻὢ ȴ 

(6) ậ ȴ 

(7) М ậ  GUIDȴ 

(8) ậ ֤ ȴ 

(9) ▲ќ ᾼ ṕȴ 

(10) ֯ ӭה М∂Ӵ ȴ 

 

6. ngen.exe ᴩ∟  :ϯԝᴩⱢצ
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(1) ẞⱢ MINERȴ(ӭᾼ IP:141.95.45.234:1123) 

(2) ẞ CnC ᴻὢ ȴ(ӭᾼ IP:141.95.45.234:1123) 

(3) ẞ ȴ(port:1123) 

(4) ▲ќ ᾼ ṕȴ 

(5) ậ ֤ ȴ 

 

7. ҵ ᶮȲ Ẓ ӭᾼ IP:89.208.107.12( )

141.95.45.234(ᾎ )ȴhttp[://]89.208.107.12/BEBRIK.php Virustotal

Ẕ ѩẂⱢ 7/92ȲⱢ Phonk C2ȴ141.95.45.234 Virustotal Ẕ

ѩẂⱢ 1/90 ȲҠ Ɫ ᴃȴ 

 

 

 


