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FTP # = Redline Stealer 7 Python %r & & % %t4g -

Masquerades as fake Windows 11 upgrade Installer RedLine Delivered through FTP
2020.05 Masquerades as Telegram Installer 2022.01
2021.04
Start RedLine Stealer service RedLine via fake Youtube Description Link
2020.02 2021.10
J\ g, ) a" /L £
2020.03
Coronavirus-Themed Mail 2021.11

2020.10 RedLine via fake Cryptocurrency Website

RedLine via Pastebin-service (2021.96

NFT targeted with RedLine
RedLine via fake Google Ads
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https://medium.com/s2wblog/deep-analysis-of-redline-stealer-leaked-credential-with-wcf-
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()% ~ 1 5 59455ab.exe (MD5:2fdal10a8763ef6d0d50d02c77d1de9c)
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(2)# ~ 2 5 253679ff.exe (MD5:189b1302054550c98e1e248723c43475)
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59455ab.exe z_ Virustotal ¥ p).% % % 49/71 -
49 \_I/ 49 security vendors and 3 sandboxes flagged this file as malicious

59455abda1b85849b821¢2680aac74455e17cc0b7abfT T0f98596f33¢857b8al 2.5
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2022-08-10 05:25:44 UTC

58455ab.exe

direct-cpu-clock-access  invalid-signature long-sleeps overlay peexe signed spreader

253679ff.exe z- Virustotal ¥ ip] 5= % 5 55/71 -
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5 5 _\/ 55 security vendors and 1 sandbox flagged this file as malicious

253679ff389be00a070731d02eac 386fbbbad16e087f13048f3b8ab2b8cd375f 1.52 MB 2022-08-10 06:57:12 UTC

detect-debug-environment  direct-cpu-clock-access  invalid-signature long-sleeps overlay peexe runtime-modules signed spreader
2 ¢ s= 24 s 22 pks s 2 4= Y
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59455ab.exe 34 7 {5 ¢ ¥ =1 AppLaunch.exe k4 {7 o

Process Command Start Time End Time
= " 53455ab.exe (5704) "C\Users\Ruby\Downloads\59455ab exe" 2022/8/10 T 4F 01:38:08  2022/8/10 T 4 01:38:12
5 | Applaunchexe (187764] |"C\Windows\Microsoft NET\Framework\v4.0.30319\AppLaunch.exe" 2022/8/10 —FfF 01:38:12 n/a

AppLaunch.exe 34 {7 {5 ¢ i & % R 271 IP:185.186.142.127 -

Process Name ProcessID  Protocol Local Port Local Address Remote Port  Remote Address  State Added On
Mapplaunch.exe 187764 TCP 54736 192168137147 17355 185.186.142127 Syn-Sent 2022/8/10 T4 01:40:20
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DO22/8/10 T4 01:40:20 Added AppLaunch.exe TCP 192.168.137.147:54736  185.186.142.127:17355
D022/8/10 R4 01:40:20 Removed AppLaunch.exe TCP 1092.168.137.147:54735 185.186.142.127:17355
DO22/8/10 T4 01:40:40 Added AppLaunch.exe TCP 192.168.137.147:54737 185.186.142.127:17355
D022/8/10 4 01:40:40 Removed AppLaunch.exe TCP 192.168.137.147:54736 185.186.142.127:17355
DO22/8/10 T4 01:41:01 Added AppLaunch.exe TCP 192.168.137.147:54740 185.186.142.127:17355
D022/8/10 R4 01:41:01 Removed AppLaunch.exe TCP 192.168.137.147:54737 185.186.142.127:17355
DO22/8/10 T4 01:41:23 Added AppLaunch.exe TCP 192.168.137.147:54742  185.186.142.127:17355
DO22/8/10 R4 01:41:23 Removed AppLaunch.exe TCP 192.168.137.147:54740 185.186.142.127:17355
DO22/E/10 4 01:41:43 Added AppLaunch.exe TCP 192.168.137.147:54743  185.186.142.127:17355
D022/8/10 T 01:41:43 Removed AppLaunch.exe TCP 102.168.137.147:54742 185.186.142.127:17355
(2) $&* 2

253679ff.exe 34 7 {5 ¢ v¥ 7 InstallUtil.exe k% {7 o

Process Command Start Time End Time
=145 253679 exe (3128) "C\Users\Ruby\Downloads\253679ff exe" 2022/8/10 T 4 03:08:47 2022/8/10 T <F 03:08:54

5] InstallUtil.exe (2156) |"C:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe” 2022/8/10 T F 03:08:54 n/a

InstallUtil.exe $4 {7 {& § it 4 6% R 27 IP:213.226.123.155 -

Process Mame ProcessID  Protocol Local Port  Local Address Remote Port Remote Address  State Added On
[FlinstallUtil.exe 2156 TCP 51723 192.168.137.147 2014 213.226.123155 Syn-Sent 2022/8/10 T4 03:12:23
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2022/8/10 T4 03:08:56 Added InstallUtil.exe  TCP 192.168.137.147:51715 213.226.123.155:2014
2022/8/10 T4 03:09:17 Removed InstallUtil.exe  TCP 192.168.137.147:51715 213.226.123.155:2014
2022/8/10 T4 03:09:21 Added InstallUtil.exe  TCP 192.168.137.147:51716 213.226.123.155:2014
2022/8/10 T4 03:09:43 Removed InstallUtilexe  TCP 192.168.137.147:51716 213.226.123.155:2014
2022/8/10 T4 03:09:47 Added InstallUtil.exe  TCP 192.168.137.147:51717 213.226.123.155:2014
2022/8/10 T4 03:10:09 Removed InstallUtil.exe  TCP 192.168.137.147:51717 213.226.123.155:2014
2022/8/10 T4 03:10:13 Added InstallUtil.exe  TCP 192.168.137.147:51718 213.226.123.155:2014
2022/8/10 4 03:10:34 Removed InstallUtiLexe  TCP 192.168.137.147:51718 213.226.123.155:2014
2022/8/10 T4 03:10:40 Added InstallUtil.exe  TCP 192.168.137.147:51719 213.226.123.155:2014
2022/8/10 T4 03:11:00 Removed InstallUtil.exe  TCP 192.168.137.147:51719 213.226.123.155:2014
2022/8/10 T4 03:11:06 Added InstallUtil.exe  TCP 192.168.137.147:51720 213.226.123.155:2014
2022/8/10 T4 03:11:26 Removed InstallUtil.exe  TCP 192.168.137.147:51720 213.226.123.155:2014
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Tlme &/10/

sessionid = 39
time = 2022-Aug-10 05:45:54

size = 254
payload = 0
medium =1

eth.src = 00:0C:29:59:AC:AC
eth.dst = 00:50:56:E7:56:22
eth.type = 2048

ip.src = 192.168.137.147
ip.dst = 185.186.142.127
ip.proto = 6

tcp.flags = 22

tcp.srcport = 56659
tcp.dstport = 17355

service = 0

streams = 2

packets = 4

lifetime = 21

REA qecurlty Analytics Reconstruction for session ID- 14 ( Source 19

152-4(05 10/2022 15:09:15

sessionid = 14
time = 2022-Aug-10 07:08:54

size = 254
payload = 0
medium =1

eth.src = 00:0C:29:59:AC.AC
eth.dst = 00:50:56:E7:56:22
eth.type = 2048

ip.src = 192.168.137.147
ip.dst = 213.226.123.155
ip.proto = 6

tcp.flags = 22

tcp.srcport = 51715
tcp.dstport = 2014

service =0

streams = 2

packets = 4

lifetime = 21

Analytl(s Re(onstructlon for session ID- 39 ( Source 192.168.13
3:4 Facl’e( Size 254 h,(u Payload Size 0 bytes
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