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l v EfE » EHEEEE (D) ¢ File Doc

- MAZEZIE ~ HEHS ~ =552 FEE Rl
Eli:| Excellxlsx 201 10 KB
@) NETWORKpptx 2017/ 34 KB
You.tct 2017/10/19 £ 1024 X=MH 1KB
OIS iaE.docx 1 Microsoft Word 374 12 KB
Q5 E#lElaccdb 32 KB
4y % T

3 7iKzWQC.HLJkNskOq 2022/7/10 T4 07:53 HLIKNSKOGQ
HLJkNskOq.README.txt 2022/7/10 T4 07:53 NN 11 KB

3 nsSnQPe.HLIkNskOq 2022/7/10 T4 07:53 HLJKNSK( 34 K

3 PelwajAHLIkNskOq 2022/7/10 T4 07:53 2

3 R2vfrKS.HLJkNskOq 2022/7/10 T4 07:53 HLJK 43

3 YEDTXdu.HLIkNskOqg 2022/7/10 T4 07:53 HLIKNSK( 10 KB
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Firefox Start Tor
Browser

LockBit Black

gle

i All your important files are stolen and encrypted!
You must find HLJkNskOq.README.txt file
and follow the instruction!

Tor Browser

d6laf.exe (PID:2420)#4 {7 15 » ¢ 4 % FALAT A S ~ R {Ah L ~ A2 B %

WATf o A2 BB e TR

P
Process Command Start Time End Time
+ ' d6laf.exe (2420 "C:\Users\Ruby\Downloads\d61af.exe" 2022/7/10 T4 07:52:56 2022/7/10 T4 07:52:57
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5. d6laf.exe (PID:2420)# {71 » € ke PRAFF (7 ¥ - BAZA
d6laf.exe(P1D:3148) - %42 & ¢ t C:\ProgramData # # 1376.tmp * 7 35 ## °

B fé € $4 {7 cmd.exe #*% 1376.tmp -

Process Command Start Time End Time
=] ® 7 wininit.exe (408) wininit.exe 2022/7/10 T4 07:34:55 n/a
—| ® ' services.exe (500) C:\Windows\system32\services.exe 2022/7/10 T4 07:34:55 n/a
—| ® Tsvchost.exe (644) C:\Windows\system32\svchost.exe -k DcomLaunch 2022/7/10 T4 07:34:56 n/a
—| = DlIHost.exe (3620) C:\Windows\system32\DIIHost.exe /Processid:{3ESFC7F9-9A51-4367-9063-A120... 2022/7/10 F4 07:52:57 2022/7/10 T4 07:53:02
—|= d6lafexe (3148) "C:\Users\Ruby\Downloads\d61af.exe" 2022/7/10 T4 07:52:57 2022/7/10 T4 07:53:20
|#11376.tmp (632)  ["C:\ProgramData\1376.tmp" 2022/7/10 T4 07:53:20 2022/7/10 T4 07:55:15
i cmd.exe (2564) |"C:\Windows\System32\cmd.exe" /C DEL /F /Q C:\PROGRA~2\1376.tmp >> NUL  2022/7/10 F4 07:55:15 2022/7/10 T4 07:55:15
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All your important files are stolen and encrypted!
You must find HLJKkNskOq.README.txt file
and follow the instruction!
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HEF) KEE) BFH(O) BFN HEH)
~~ LockBit 3.0 the world's fastest and most stable ransomware from 2010w~

»>=>>> Your data ig stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data
appears on our leak site, it could be bought by your competitors at any second, so don't hesitate for a long time.
The sooner you pay the ransom, the sooner your company will be safe.

Tor Browser Links:

/fTockbi tapt2d 73kl bewev27tqul j gxr33xbwwepbrkyietoTudncead. onion
o/ flockbitapt2yfbt 7] chxe jugd 7knavgqxvy j pakmevvd [ 2az 1 2gyopyd. onion
//lockbi tapt34kvripbxoj vl ohhzrwevpzdffgsSzdpbbsywnzsbdgugd. onion
-/ /lockbi tapt Sxdzkj beqnzéf rdhecqggadevy iwgxukksspnl idyvd7qd . onion
/1 /lockbi taptévxs7t3eeqjofwecelnut r3a3snyevokjasSuuceipdvkyd. onion
+//lockbi tapt 72iw55n] gngpymgeskeSyp7ory7rirtdgdm7i42artsbgd. onion
{flockbitaptaw] | 6udhpd323uehekivati6ftcmmkwedsezadfaepjpid.onion
//lockbitaptbdiajqtplerigzed] prmugkkuté3nbvy2dSrdw2agyekad. onion
{/lockbitaptc2igdatewz2iseb2qb3nfktyrl4qtwuksqax262kgtzjgd. onion
for normal browser:
{1 lockbitapt2d73krlbewev27tqul j gxr33xbwwsptrkyietoTudncead. onion. 1y
//lockbi tapt 2yfht 71 chzejugd Tkmgqugquvy j pgkmevvd 1 3az 1 3gyopyd. onion. 1y
+/flockbi tapt3dkvripaxoj vl ohhxrwavpzdf fgaSz4phbsywnzsbdgugd. onion. 1y
//lockbi taptSxdeki beqnzéfrdhecqgeadevy iwgrukksspnl idyvd7qd. onion. 1y
/1 Tockbi taptévxS7tl3eeqjofwecg lnut r3a3snygvokjasuuceipdykyd. onion. 1y
{/lockbitapt72iwssn] gngpymgeskeSyp7oryTrirtdgdm7i42artsbad. onion. Iy
//lockhitaptawj l6udhpd323uehekivatjoftcemkwe5sezsd fqgpjpid.onion. Iy
o/ /lockbitaptbdiajgtplerigzed) prmugkkuta3nbvy2dSrdw2agyekad. onion. 1y
://lockbitaptc2igdatewz2iset2qb3nfktyrldgtwukSgax2o2kgtzjqd. onion. 1y
. 2, 27 ~ b v
8. 4% % B LockBit BLOG i % » i % B fa™ 114 T35 5 p T ipf £
<

1) LockBit BLOG

‘ <« C'  © lockbitapt2d73kribewgv27tquljgxr33xbwwspérkyieto7udncead.onion 67% - % O ¥ ':Q F
B W TWITTER > B HOW TOBUY BITCOIN > @ CONTACTUS
LOCKELER LEAKED D A e PRESS ABOUT US > @ AFFILIATE RULES > &% MIRRORS

engdiit.com

printing solutions tailored to address each client's
unique needs

as=c.com

Top 100 Fitness and Wellness Clubs in America.

|as=mme =male.fr

operator (mobile, landling, Internet and TV via the
SFR box) with more than 1.5 million customers.

Can élema.com.au

= = s s @ privately-owned
boutique Wealth and Investment Advisory group

with a proud 50-vear history of providina financial

U
f [4.7 TB Files] Empamt provides document and 1is one of the wa is a quadruple play Telecom

calfmyei=c.com

operates as a cabbage
producer. The Company offers a variety of
cabbage and organic products including spring
mix. spinach, red, areen, napa. and savoy cabbaae.

alyes b=m.com

=, a leather tanning company, was founded in
1957 in Milan thanks to the foresight of Mr.
Gualtiero Gualtieri. The company still maintains
the family connotation throuah Gloria, Mr.

amelubum.com

is a Consulting Firm specialised in
Transaction Advisory Services, Financial

£ & in the Infras
Industry (PPP/PFI project arranaements):

shes il Bas.com

Created by accomplished entrepreneurs with more
than 20 years of experience in real estate, the

1 aims to reposition obsolete
tertiary assets in Paris and the lle-de-France region.

plrassars. fr

| o e 5 e wow By n€.COM

falggiisp.com

bssas svmrats.com

The days when the lawyer looked down on his - I'pargne is a family-owned and L is an inter-bar law firm resulting g
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3 LockBit BLOG X s

C | @ lockbitapt2d73krlbewgv27tquljgxr33xbwwsp6rkyieto7udncead.onion/post/Wp0DTtp0ZKxjljiGE 67% LLUI o 4

B LEAKED DATA W TWITTER > {& HOW TO BUY BITCOIN > @ conTAcTUs
LOCK[TLET] ad PRESSABOUTUS > [ AFFILATERULES > 4% MIRRORS

UNTIL FILES

1D14H57M22S

PUBLICATION

Deadline: 12 Jul. 2022 06:01:14 UTC

el ut.com

u [4.7 TB Files] Emmint provides document and printing solutions tailored to address each client's unique needs
|| I ALL AVAILABLE DATA WILL BE PUBLISHED !
UPLORDED: o5 i, 2072 SO TS UPoATED: G2 s, 2577 6= T

10.LockBit 3.0 # % % sk = BF/ > % 4 B 5 Bu R 24 | p¥($10,000) ~
B ArG TR ($490,000) 8 B 1 M RIT U4 2 7 AL g ($490,000) -

2

Br Rl HEFEFALT R I A L8 -

£} LockBit BLOG X _ —

C  ® lockbitapt2d73kribewgv27tquligxr33xbwwspérkyieto7udncead.onion/post/Wp0DTtp0ZKxjljiG 67% e ¥

EXTEND TIMER FOR 24 HOURS DESTROY ALL INFORMATION DOWNLOAD DATA AT ANY MOMENT

| $ 10000 | | $ 450000 | $ 490000

1-4 0f 6

Budget F
Budget Reveiws
Sy - _— Census Survey
B Combined Cash and LOC
Cyber insurance
e Desktop Paul
z Discount codes in PACE

1D 14h 56m 40s

CHRLAG-FEE O VEERLUEL 24

Please send ($10000 USD) to address: =]

s s Bitcoin (BTC) wallet:
Ob'tco'm belq9 i S NN 503 Txv (B

Monero (XMR) wallet:

ABXyFEb Do 5 g g om0 i | gl i i o g e itrsgZGON (B

(%! moNERO

The timer will be extended for another 24 hours

After payment, write to the support in the TOX messanger (Download)

3085BBOANS = o i s e o e n i 5CIAEBT (B
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Please send ($ 490000 USD) to address: IE
H # = Bitcoin (BTC) wallet:
ODbiItcoin ..\ e e bsisiliticmsetistins 70 [B

Monero (XMR) wallet:
@MONERO 17 V2 7 U SN S OSUS-Spea——— e L =

All information about the company will be destroyed and removed from the blog

After payment, write to the support in the TOX messanger (Download)

3085581 A E e S . PO e B S 4 AE 067 [

S 3L HAOFE & EEBET ) 20 TR

Please send (§ 490000 USD) to address: B

ObitCOiﬂ Eitlc:i:mﬂ”:“m_ i) w37y [B

m Monero (XMR) wallet:
*MONEROWY[- =u R e el e e et e St § ol .-'rngGEINrE

Get access to exclusive download all company data

After payment, write to the support in the TOX messanger (Download)

3085B8 ] [ B ] | = m mm = wCaneoe7 (B

General Sharng Securty Previous Versions  Customize

commmt

File folder

EN
Size 4.70 T8 (5.172,518.636,678 bytes)
Size ondisk: 4.70 TB (5.176,212.701,184 bytes)
Contains 2.196.854 Fles. 320.631 Folders

Created: Tuesday, Judy 5, 2022, 5:59:31 PM

Attrbutes [®] Read-only Only applies to fies in folder)
[ Hidden Advanced .
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Twitter + = 3731
LockBit CHAT =g 228

Personal ID ¥7 5 75 #5 =Fr

BEF) R[EE) #30) wRV) JAH)

=»>»»» What guarantee is there that we won't cheat you?

We are the oldest ransomware affiliate program on the planet, nothing is more
not a politically motivated group and we want nothing more than money. If you
decryption zoftware and destroy the ztolen data. After you pay the ransom, vou
Treat this situation simply as a paid training for your system adm1n1strators

you pay the salaries of your system administrators. Get over it and pay for it.

Musk's Twitter https://twitter.com/hashtag/lockbit?f=1ive

>>»>>» You need to contact us and decrypt one file for free on TOR darknet gite

important than our reputation. We are
pay, we will provide vou with

will quickly make even more money.
becauge it is due to your corporate

network not being properly configured that we were able to attack you. Qur pentest services should be paid just like

If we don't give you a decryptor or

delete your data after vou pay, no one will pay us in the future. You can get more information about us on Ilon

s with your personal ID

Download and install Tor Browser https://www. torprOJ ect.org/

Write to the chat room and wait for an answer, we'll guarantee a response from you.

If you need a unique ID for

correspondence with us that no one will know about

tell it in the chat,

we will generate a secret chat for you and

give you his ID via private one-time memos service, no one can find out this ID but you. Semetimes vyou will have to
wait some time for our reply, this is because we have a lot of work and we attack hundreds of companies around the

world.

Tor Browser Links for chat:

http:// lockbitsupaZe3bdpkndmgkeoj rlsiqex24clbzcdan7iéjeetaiadqd. onion
http:// lockbitsupdwon7énzykzbleplixwtsdndzoecugzibrabtapgvnzgqd . onion
http://lockbitsupn2hébeZengpvncyhjdrgnnwnd4633hnzzmtxdvjogl p?yd.onion
http://lockbitsupoTvvSvcl3jxpsdviopwvas! jqostymtefhhéoze7ooxjad. onion
http://lockbitsupgle62dni 2T 236snrdbdnSqzqvovbtktSef fwld raxkégwqd .onion
http:// lockbitsupgfyacidroupténhhyipujvaablubvevejtxy3frihvriyd.onion
http:// lockbitsupt Inr3fateTxyb731kebwtreneghoyblni iabj 4uwvzapgd. onion
http://lockbitsupuhswhdizvoucoxsbnotknggbdurg7kficgbul3zfva3oyd. onion
http://lockbitsupxcintihbmatdrrh7ktowips2qzywhézerSr3xzafhviyhqgd.onion

PRRRR R PRI PR PR R PR PR R R R R R R R R R R R R R R R R R R PR R R R PR R R PR R R R PR PR
=»=»>>> Your pergonal ID: B30CE IFBO ccaas
PEPEPIIIIIIIIIII RIS IR IDIID IR IIIIIDIIDIDIIIIIIIIID

»»»»» Warning! Do not delete or modify encrypted files, it will

lead to problems with decryption of files!

1l

;-9 LOCK

DECRYPTION ID

'2DBS3F JBF2FB9

afa5b7

O

ENTER CAPTCHA

afaSb7
13.;{_%%%?,5’2%‘/‘@3%?& ’ 5’2%@—%%3’1%%—%@’3
i A% R TRL T FEIET T AR

y Il X Q
R Ry
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LockBit CHAT X _ w

C | @® 25 lockbitsupa7e3b4pkn4mgkgojri5iqgx24clbzc4xm7i6jeetsia3qd.onion 67% - v O

Q) BLOG WITH YOUR DATA > W wiTTER > @) PRESS ABOUTUS > &% MIRRORS > G How TO BUY BITCOIN >

YOUR FILES
ARE ENCRYPTED
BY LOCKBIT

Decryptor will be automatically deleted after: 29.07.2022 06:20:23 UTC [ 18 Days 14 Hours 49 minutes 41 seconds 1

What happened? How to recover my files?
Many of your documents, databases, videos and other important We guarantee that you can recover all your files safely and easily.
files are no longer accessible because they have been encrypted. You can decrypt a single file for warranty - we can do it. But if you
Maybe you are busy looking for a way to recover your files, but do want to decrypt all your files, you need to pay.
not waste your time. Nobody can recover your files without our
decryption service, Write to support if you want to buy decryptor.

LockBit Ransomware uses AES and ECC cryptography algorithms.

LockBit CHAT X L =
| e 3 P = : B
C | ® 25 lockbitsupa7e3b4pkndmgkgojriSiqgx24clbzc4xm7i6jeetsia3qd.onion 67% v 0O #

USE TRIAL DECRYPT
FOR UPLOAD ANY ENCRYPTED
FILE TO GET DECRYPTER

TRIAL DECRYPT CHAT WITH SUPPORT

You can decrypt one file as a
guarantee that we can do it. It is very |
important to take the file for the ol
trialdecrypt from the same folder [Chat started] b
where you got the decryption ID for 1007202 TC .
this chat.

ATTENTIONI

Decryption is available
once for you

max. 50 kb
Message...

14,4 %2 w8 4 £ §15 » ¥4 12 PUBLISHED(® # ) #77 %

LockBit BLOG } -
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vim.nl F emgp==t.com L amac.com Cirwim®a.com.au
Flexible partitioning specialist W F has specialised [4.7 TB Files] Exgat provides document and [part 1] 2= — ae il is one of arvesa A e i uri i
since 1982 in bespoke “flexible partitioning” for a printing solutions tailored to address each client's the Top 100 Fitness and Wellness Clubs in America. is a privately-owned
wide variety of sectors, with products including: unique needs boutique Wealth and Investment Advisory group
industrial curtains, strip curtains, weldina curtains. with a proud 50-vear history of providing financial
CEmm———C.COM ajpasrsam.com amedy'mm.com SHpllkStss.com
PUBLISHED PUBLISHED PUBLISHED PUBLISHED
- - operates as a cabbage a leather tanning company, was founded in is a Consulting Firm specialised in Created by accomplished entrepreneurs with more
producer. The Company offers a variety of cabbage 1957 in Milan thanks to the foresight of Mr Transaction Advisory Services, Financial Engineering ~ than 20 years of experience in real estate, the S
and organic products including spring mix, spinach, s st The company still maintains the & Regulation in the Infrastructure Industry (PPP/PFL E # aims to reposition obsolete
red, areen. napa. and savov cabbaae. as well as familv connotation throuah Gloria, Mr. Gualtieri's proiect arranaements): Transport. Environment. tertiary assets in Paris and the lle-de-France reaion.
v
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15. # LockBit BLOG * i f &

_%
B

BT 5 PUBLISHED » 33037 esf b oo BgF AT B cn oot
© lockbitapt6vx57t3eeqjofwgeglmutr3a3SnygvokjaSuuccipdykyd.onion/post/7)gYawrl2LRAH1NE62bOfcbe. B 67% ¥
L‘B W TWITTER > B HOW TO BUY BITCOIN > & conTAcTUS >
LocKm EAKED D -_" PRESS ABOUT US 3 E AFFILIATE RULES > &% MIRRORS 3
L I
Deadline: 11 Jul, 2022 18:53:42 UTC
lessail.com

lockbitapt6vx57t3eegjofwgeglmutr3a3snygvokjaSuuccipdykyd.onion/post/7)gYawr2LRAHINE62bOfch6. B 67% ¥
|mmml.com
[ —— e . SR
" = . .
. i .
" .
S T —— . - I
o . . PP [
e
o e = ' o
= [ . . - -
ALL AVAILABLE DATA PUBLISHED !
UPLoADED: 7 ur, 20
| 10000 | | $ 200000 | £ 200000 |
1303
bl Pending Forms E e o—
2w surnce REACH ORMDB &
D INGAP RS ARSHOW Incurance Scans . sze: 29,0 GB (31,234,642,561 bytes)
g narlars LA Incurance Travel 6 Szeondsk: 29,28 (31,381,870,944bytes)
i Website HTML Codes 8-2-21 6
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16. & LockBit BLOG _F i Mirrors 167 5 B A & = BIvA dip F 0 AW G
BLOG MIRRORS ~ SERVERS WITH BACKUPS AND DIRECT LINKS £

CHATS RESERVE MIRRORS -

© lockbitaptcigdatewz2ise62q63wiktyrl4qtwuksqax262kgtziqd.onion/mirrors 80% 7

02. SERVERS WITH BACKUPS AND DIRECT LINKS

17. % 02. SERVERS WITH BACKUPS AND DIRECT LINKS p % » 53 - B
Mirror BE:iEE ~ {8 > g g B F * o F FRRIEE XD Ef#« G R

FTHHF G R I R R B R T S5 R

G ® lockbit7z2jweskxpbokpemdxmltipntwlkmidell2girbu7ykg46eyd.onion o g
LO CK[:1h feX0]

Instant search x Company name:

File Name + File Size + Date +

i abssen.com = July 14, 2022
E amEr.com = July 13, 2022
[l ad.be=s s=is com.au - July 14, 2022
L ad.jarms arEcson.com - July 14, 2022
[ on-beEsm———wg net - July 14, 2022
I slosing.com - July 14, 2022
Il alhis=y.comkw - July 14, 2022
B ariete arg.hu - July 14, 2022

s

R BETRR G T RIS RPN AR TR £ T

10



G ® lockbit7z2jweskxpbokpemdxmitipntwlkmidcll2girbu7ykg46eyd.onion/a

3

—
LOCK[LEN] _
Instant search x | Company name: a«sc.com
File Name + File Size + Date +
- Parent Directory - -
ul MZYP77 3213 GiB July 7, 2022
IMZYP7z_file_tree.txt 91.3 MiB July 13, 2022

YW TWITTER > i HOw TO BUY BITCOIN >
@ CONTACTUS > e¢ PRESS ABOUTUS >
] AFFILIATE RULES > &% MIRRORS >

P
ks
N
=
A
T

3
{
-

HLJKNskOq.README.txt ¢ » 5% % &2 < 2 -*Ff *EE R

FBI §[|= » ¥ 2 & £ 2% iF @ 4 = £ 3| LockBit sz # -

BEF) HBE) HAO) BRAV) REAH)

P Don't go to the police or the FBI for help and don't tell anyone that we attacked vou. -
They won't help and will only nake things worse for yon. In 3 years not a single member of our group has been canght
by the police, we are top notch hackers and we never leave a trail of crime. The police will try to prohibit you

from paying the ransom in any way. The first thing they will tell vou is that there is no pguarantee to decrypt your
fileg and remove stolen files, this is not true, we can do a test decryption before paving and your data will be
guaranieed to be removed becatse it is a malter of our reputation, we make hundreds of millions of dollars and are
not going to loze our revenue because of your files. It ig very beneficial for the police and FBI to let everyone on
the planet know about your data leak because then your state will get the fines budgeted for you due to GDPR and
other similar laws. The fines will be used to fund the police and the FBI, they will eat more sweet coffee donuts
and get fatter and fatter. The police and the FBI don't care what losses you suffer as a result of our attack, and
we will help you get rid of all your problems for a modest sum of money. Along with this you should know that it is
not neceszarily your company that has to pay the ransom and not necesgarily from vyour bank account, it can be done
by an unidentified person, such as any philanthropist who loves vour company, for example, Elon Musk, so the police
will not do anything to you if someons pays the ranzom for you. If you're worried that someone will trace your bank
transfers, vou can easily buy cryptocurrency for cash, thus leaving no digital trail that someone from your company
paid our ransom. The police and FBI will not be able to stop lawsuits from your customers for leaking personal and
private information. The police and FBI will not protect you from repeated attacks. Paying the ransom to us is much
cheaper and more profitable than paving fines and lepal fees.
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»»»>> What are the dangers of leaking your companv's data.
First of all, vou will receive fines Trom the government such as the GDRP and many others, vou can be sued by
customers of your firm for leaking information that was confidential. Your leaked data will be used by all the
hackers on the planet for various unpleasant things. For exanple, social engineering, vour employees' perzonal data
can be used to re-infiltrate your company. Bank details and passports can be used to create bank accounts and online
wallets through which criminal money will be laundered. On another vacation trip, you will have to explain to the

I where you got millions of dollars worth of stolen cryptocurrency transferred through your accounts on
cryptocurrency exchanges. Your personal information could be used to make loans or buy appliances. You would later
have to prove in court that it wasn't you who took out the loan and pay off someocne else's loan. Your competitors
nay use the stolen information to steal technology or to improve their processes, your working methods, suppliers,

investors, sponsors, employees, it will all be in the public domain. You won't be happy if your competitors lure
your employees to other fims offering better wages, will wou? Your competitors will use your information against
you. For example, look for tax violations in the financial documents or any other violationsz, so you have to close

your fimm. Accordlng to statistics, two thirds of small and medium-sized companies close within half a year after a
data breach. You will have to find and fix the vulnerabilities in your network, work with the customers affected by
data leaks. 4ll of these are very costly procedures that can exceed the cost of a ransomware buyout by a factor of
hundreds. I1t's much easier, cheaper and fagter to pay us the ransom. Well and most importantly, you will suffer a
reputational loss, you have besn building your company for many vears, and now your reputation will be destroved.

Read more about the GDRP legislation::
hittps://en.wikipedia.org/wiki/General Data Protection_Regulation

https://gdpr.eu/what-is-pdpr/
https://gdpr-info.eu/
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»»»»> Don't po to recovery companies, they are essentially just middlemen who will make money off you and cheat vou.
We are well aware of cases where recovery companies tell you that the ransom price iz S million dolTars, but in fact
they secretly negotiate with us for 1 million dollars, so they earn 4 million dollars from you. If you approached us
directly without intermediaries you would pay 5 times less, that is 1 million dollars.

>»»> Very important! For those who have cyber insurance againzt ransomware attacks

[nsurance companies require you to keep your insurance information secret, this 18 to never pay the maximum amount
specified in the contract or to pay nothing at all, disrupting negotiations. The insurance company will try to
derail negotiations in any way they can so that they can later argue that vou will be denied coverage because your
insurance does not cover the ransom amount. For example vour company is insured for 10 million dollars, while
negotiating with your insurance agent about the ransom he will offer ug the lowest possible amount, for example 100
thousand dollars, we will refuse the paltry amount and ask for example the amount of 15 million dollars, the
insurance agent will never offer us the top threshold of your insurance of 10 million dollars. He will do anything
to derail negotiations and refuse to pav us out completely and leave you alone with your problem. If you told us
anonymously that your company was insured for $10 million and other important details regarding insnrance coverage,
we would not demand more than $10 million in correspondence with the insurance agent. That way you would have
avoided a leak and decrypted your information. But since the sneaky insurance agent purposely negotiates so as not
to pay for the insurance claim, only the insurance company wing in this situation. To avoid all this and get the
noney on the insurance, be sure to inform us anonymously about the availability and terms of insurance coverage, it
benefits both you and us but it does not benefit the insurance company. Poor multimillionaire insurers will not —
starve and will not become poorer from the pavment of the maximum amount specified in the contract, because evervone
knows that the contract is more expensive than money, so let them fulfill the conditions prescr1bed in your
insurance contract, thanks to our interaction.

1

>»>>> [f you do not pay the ransom, we will attack vour company again in the future.
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O This ransomware has no known way of decrypting
data at this time.

It is recommended to backup your encrypted files, and
hope for a solution in the future.
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