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Allyour files have been encrypted due to a security problem with your PC.
If you want to restore them, please send an email |jesushelp01@techmail.info

You have to pay for decryption in Bitcoin. The price depends on how fast you contact us.
After payment we will send you the decryption tool

You have to 48 hours(2 Days) To contact or paying us After that, you have to Pay Double.

In case of no answer in 24 hours (1 Day) write to this email jesushelp02@mailfence.com
Your unique ID is : |8C8F9005

You only have LIMITED time to get back your files!
« If timer runs out and you dont pay us , all of files will be DELETED and you hard disk will be seriously DAMAGED
+ You will lose some of your data on day 2 in the timer.
* You can buy more time for pay. Just email us
= THIS IS NOT A JOKE! you can wait for the timer to run out ,and watch deletion of your files :)

What is our decryption guarantee?

+ Before paying you can send us up to 3 test files for free decryption. The total size of files must be less than 2Mb (non archived),
and files should not contain valuable information. (databases,backups, large excel sheets, efc.)

Attention!
+ DO NOT pay any money before decrypting the test files
+ DO NOT trust any intermediary. they wont help you and you may be victim of scam. just email us , we help you in any steps.
= DO NOT reply to other emails. ONLY this two emails can help you.
» Do not rename encrypted files
« Do not try to decrypt your data using third party software, it may cause permanent data loss
» Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become a
victim of a scam
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Process

=l % 15d7342.exe (3828)
- 5% cmd.exe (3684)

# “schtasks.exe (3368)

Command
‘"C:\Users\Ruby\Downloads\15d7342.exe"
"C:\Windows\System32\cmd.exe" /C schtasks /CREATE /SC ONLOGON /TN Loki /TR C:\Users\Ruby\AppData\Roaming\winlogon.exe /RU SYSTEM /RL HIGHEST /F
schtasks /CREATE /SC ONLOGON /TN Loki /TR C:\Users\Ruby\AppData\Roaming\winlogon.exe /RU SYSTEM /RL HIGHEST /F

(5% fescexe (1132)

# " cvtres.exe (3888)

"C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe” /noconfig /fullpaths @"C:\Users\Ruby\AppData\Loca!\Temp\yqiudgft.cmdline"
C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\Ruby\AppData\Local\Temp\RESS457 tmp" "c:\ProgramData\CSCDCE7D0B7D8644D58881313D6187D5521.TMP']

5d7342.exe (1708)

[5] % csc.exe (3508)

/- ¢ fcvtres.exe (2904)

[ 8% cmd.exe (1828)
¢ “vssadmin.exe (1964)
[ 5 cmd.exe (1028)
# “whadmin.exe (2032)
[ 8 cmd.exe (2400)
EWMIC exe (3876)
[ 8 cmd.exe (3280)
¢ “wbadmin.exe (3216)
[ 8 cmd.exe (3784)
# “hededit.exe (1560)
[ 58 cmd.exe (956)
# “bededit.exe (2220)
(88 cmd.exe (1104)
* netsh.exe (2004)
[ cmd.exe (1148)
! “netsh.exe (3772)
[Fmshta.exe (984)
¥ mshta.exe (2460)
ﬁmshta.exe (3000)

™ mshta.exe (2036)
mshta.exe (3444)

"C:\Users\Ruby\Downloads\15d7342 exe"
"C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\Ruby\AppData\Local\Temp\ka2wid3i\ka2wid3i.cmdline"
C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\Ruby\AppData\Local\Temp\RESA277.tmp" "c:\ProgramData\CSC1COCBCI52263446EBBA6CE12DEADIDTMP"
"C:\Windows\System32\cmd.exe" /C vssadmin delete shadows /all /quiet

vssadmin delete shadows /all /quiet

"C\Windows\System32\cmd.exe" /C whadmin DELETE SYSTEMSTATEBACKUP

whadmin DELETE SYSTEMSTATEBACKUP

"C:\Windows\System32\cmd.exe" /C wmic shadowcopy delete

wmic shadowcopy delete

"C:\Windows\System32\cmd.exe" /C whadmin delete catalog -quiet

whadmin delete catalog -quiet

"C:\Windows\System32\cmd.exe" /C bededit /set {default} bootstatuspolicy ignorealifailures
bededit /set {default} bootstatuspolicy ignoreallfailures

"C:\Windows\System32\cmd.exe" /C bededit /set {default} recoveryenabled no

bededit /set {default} recoveryenabled no

"C:\Windows\System32\cmd.exe" /C netsh advfirewall set currentprofile state off

netsh advfirewall set currentprofile state off

"C:\Windows\System32\cmd.exe" /C netsh firewal| set opmode mode=disable

netsh firewall set opmode mode=disable

"C:\Windows\System32\mshta.exe" "C:\Users\Ruby\Downloads\info.hta"
"C:\Windows\System32\mshta.exe" "C:\Users\Ruby\Downloads\info.nta"
"C:\Windows\System32\mshta.exe" "C:\Users\Ruby\Downloads\info.hta"
"C:\Windows\System32\mshta.exe" "C:\Users\Ruby\Downloads\info.hta"
"C:\Windows\System32\mshta.exe" "C:\Users\Ruby\Downloads\info.hta"

15d7342.exe 3 7 14
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Timestamp
@" HKCU\SOFI'WARE\Mlcmsoﬂ\W\ndows\Current\u’ersion\Run 2021/11A17 T 0257
/ « [MchadlGilespe ]~ svchost  Microsoft ¢ fata'winlogon exe 1940/5/8 £ 09:11
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Encrypted by Loki locker

All your files have been encrypted due to a security problem with your computer
u want to restore them, write us to the e-mail: jesushelp01@techmail.info
Write D in the title yur message: 8C8FG005
In case of no answer.in 24 hours write us to this e-mail:jesushelp02@mailfence.com
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(1) 25 security vendors flagged this file as malicious
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assembly  detect-debug-environment

direct-cpu-clock-access
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