TLP:WHITE

$1#* ProxyShell & iF ¢
# % 74 LockFile & 4747 4

AT AR S B2 o B (TACERT) %
2021 # 09



A ¢ i 5 AL ¢ o (TACERT)
N7 TANet Computer Emergency Response Team

- ~E 2 FE? A

1. ProxyShell ¢ % %% ># % B Orange Tsai *7# W > v &= B 74 k%
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ProxyOracle £ ProxyShell) » @ p = 4] * ProxyShell i& i e 2 #48
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3. 1345 The Record by Recorded Future 3¢ #:7 2,000 ~ Microsoft
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1. 4 £ & Win10 s 5t 3447 8 % %48 Lockfile % ~ autoupdate.exe (MD5:

52elfed4c521294c5de95bba958909cl)i¢ » A # LOCKFILE R £ =7 hta

Fh% > B s autoupdate.exe € & A R oo FHP|F paEp APPE G o
F

¥+ =8 T v O EETE
.
2% L=k el x
[aE autoupdate.exe  2021/9/2 T5 03180 EHER 268 KB
¥ > x> T v b EET= P
zi a A il *
E LOCKFILE-README-DESKTOP-96JCKMH-1630998963 hta 2021/9/7 T 03:16 HTML EEHES 27 KB

k'

2. autoupdate.exe % Virustotal 4 |2 & & +¢ &) 5 53/67 > § 11 747 & 4ty

1 LOCKFILE & & v -

\1/ 53 security vendors flagged this file as malicious

53

£215c9c064b887ee327621342d43637d8C0e06726094
DIISCYC069h8B1003770019420380370800e064 260996 26750 KB 2021-09-07 06:13:18 UTC oL
db45942f39b970d7ce 0%

EX
autoupdate.exe
64bits  calls-wmi  detect-debug-environment  direct-cpu-clock-access

invalid-rich-pe-linker-version  long-sleeps peexe
Community runtime-modules

Acronis (Static ML)

Ad-Aware (@ Trojan.GenericKD.37457318
AhnLab-V3 ware/Win LOCKFILE.C 4607022 Alibaba (@ Ransom:Win32/LockFile.6eada94f
AlYac som.Filecoder Antiy-AVL (D TrojaniGeneric. ASMahw$.348497F
SecureAge APEX O Malicious Arcabit (@ Trojan.Generic.D
Avast (O Winé4:MalwareX-gen [Trj] AVG (1) Winéa:Malwar 1 [T
Avira (no cloud) (D HEURIAGEN.1140227 BitDefender (@ Trojan.GenericKD.37457318
CAT-QuickHeal @ TrojanWin32 Comodo (O Malware@#nndx3tcp74vo
CrowdStrike Falcon (@ Winimalicious_confidence_1009 Cylance (D Unsafe
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Cynet Cyren

DrWeb eGambit

Emsisoft 18 (B) eScan

ESET-NOD32 @ AVariant Of Winé4/Filecoder.LockFile.A FireEye

Fortinet (D Wé4lLockfile.D65F!trransom GData (D Trojen.Generic
Gridinsoft (D RansomWiné4 Ransom.oa Ikarus @ Trojer

Jiangmin @ Trojan.Generic K7AntiVirus @ Trojan )
K7GW (@ Trojan (005814c51) Kaspersky

Kingsoft (O Win32.Tro] Undef.(keloud) Lionic ) Troja ne
Malwarebytes T om.LockFile MAX

MaxSecure McAfee l'\l) Ransom-lockfile.a
McAfee-GW-Edition Microsoft (\l) Trojar IL/Cryptor
NANO-Antivirus Palo Alto Networks @ Genericml

Panda Sangfor Engine Zero @ Suspiciou

Sophos Symantec () Ransom.Lockfile
Tencent TrendMicro mM.Winé4 LOCKFILE.A
TrendMicro-HouseCall VBA32 Cryptor
ViRobot OR Webroot (@ wa32.Ransom.Lockfile
Yandex (1) Trojan.AgentCryptor!Ut Baidu () Undetected

Po 7 Y 2

3. /4 15 autoupdate.exe p % » 85U % 2021/8/21 = & compiler > i X FTih

R TN

=12 chusers\ruby\downloads\autoupdate.exe property ey
4 indicators (3/23) signature 0x00004550
»] virustotal (53/67 - 07.00.2021) )
. .| machine Amdb4
O dos-stub (!This program cannot be runin -
sections 3
m] Dptional-hedr (suspicious) compiler-stamp OxG611FECDD (Sat Aug 21 01:56:45 2021)
O directories (5) pointer-symbol-table 000000000

4. Autoupdate.exe #, {7 {4 € =* *¥ cmd.exe %3 7 WMIC.exe » 304§ & 2
FETF DR ARS €7 UTIL(T o 2 12 € 34 7 BB mshta.exe H%r A
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5. Autoupdate.exe # {7 {8 -

Process

(=58 cmd exe (5380)
= 58 cmd.exe (3712)
= & cmd.exe (320)

(=) 58 cmd exe (3208)
=) cmd.exe (3936)
(= 5% cmd.exe (4772)
=5 cmd exe (3880)
(= 58 cmd.exe (3552)

=158 cmd.exe (900)

mshta.exe (5368)
™ mshta exe (5580)
mshta.exe (5996)
[Fmshta.exe (5316)
¥ mshta exe (5900)
mshta.exe (3000)
% mshta.exe (3104)
mshta.exe (380)

mshta.exe (5340)
(=1 §8% cmd.exe [4556)

5! autoupdate exe [3320)

4 WMIC.exe (2008)
S WMIC.exe {1458)
S WMIC.exe (375)

4 WMIC.exe (5072)
45 WMIC.exe (3980)
S WMIC.exe (5444)
4HWMIC.exe (4756)
S5 WMIC.exe (5264)

S WMIC.exe (3280)
T P mshta.exe 14032)

{5 conhost.exe (728)
% | PING.EXE (3488)

Description
Console Window Host

WMI Commandline Utility
Windows 85 % BEHETE 7,

WMI Commandline Utility
Windows &7 % E TR

WMI Commandline Utility
Windows i % IEFTTE 7,

WMI Commandline Utility
Windows 85 % B HETE 7,

WMI Commandline Utility
Windows &7 % E TR

WMI Commandline Utility
Windows i7 % I FETE

WMI Commandline Utility
Windows 85 % B HETE 2,

WMI Commandline Utility
Windows &7 % EHTE

WMI Commandline Utility

~ TRiicrosoft (R) HTML F TEFITE 2
Microsoft (R HTML E fE FITE =,
Microsoft (R) HTML = [ FH T2 =,
Microsoft (R) HTML = fE FITE 2,
Microsoft (R] HTML E fE FITE =,
Microsoft (R) HTML = [ FH T2 =,
Microsoft (R] HTML E fE FITE =,
Microsoft (R] HTML E fE FITE =4,
Microsoft (R} HTML = [ FH T2 =,
Microsoft (R] HTML E fE FATE =,
Windows &7 % EITE
Consale Window Host

TCP/IP Ping T

Command
"C:\Users\AMY\Downloads\autoupdate.exe”
\?2\CAWindows\system32\conhost exe OxfFEFFFH -ForceVl
CA\Windows\system32\cmd.exe /c wmic process where

wmic process where "name like '%vmwp%" call terminate .
: " " ke 'S . Oracle VM Virtual
CAWindows\system32\cmd.exe /c wmic process where "name like ‘%virtualbox®%" call terminate

— Box manager

wmic process where "name like ‘%virtualbox%" call terminate
C\Windows\system32\cmd.exe /c wmic process where "name like '%vbox%" call terminate Qracle VM Virtual Box service

i
wric process where "name like "%vbox3™ call terminate ) 1
Microsoft SQL Server, also usedi
by SharePaint, Exchange H

C\Windows\system32\cmd.exe /c wmic process where "name like '%sqlservr%™ call terminate

wmic process where "name like '%sqglservr%” call terminate

CA\Windows\system32\cmd.exe /c wmic process where "name like ‘%mysqld%"™ call terminate MySQL database

wmic process where "name like '%mysqld%" call terminate

CAWindows\system32\cmd.exe /c wmic process where "name like '%omtsreco%™ call terminate Qracle MTS Recovery Service

wmic process where "name like '‘%omtsreco%™ call terminate

CA\Windows\system32\cmd exe /c wmic process where "name like '%oracless” call terminate .2l RDBMS Kernel

wmic process where "name like '%oracle%" call terminate

like '%tnslsnr™ call terminate Oracle THS Listener

C:\Windows\system32\cmd.exe /c wmic process where "name !
call terminate |
|
|
|

wmic process where "name like '‘%tnslsnré

C\Windows\system32\cmd_exe /c wmic process where "name like '%vmware%" call terminate ypware virtual machines
wmic process where “name like %vmware%” call terminate

"C:\Users\Public\LOCKFILE-README.hta" {1E460BD7-F1C3-4B2E-88BF-4E770A288 AFS | 1EAG0BD7-F1C3-4B2E-B8BF-4E7 70A2ZBBAFS}
\Users\Public\LOCKFILE-README hta” {1E460BD7-F1C3-4B2E-BBBF-4E770A288AFS}{1E460BD7-F1C3-4B2E-BEBF-4E770A28BAF 5}
mshta "C:\Users\Public\LOCKFILE-README hta" {1E460BD7-F1C3-4B2E-88BF-4E770A288AFS]{1EA60BD7-F1C3-4B2E-BEBF-4E770A2BBAFS}
\Users\Public\LOCKFILE-README hta" {1E460BD7-F1C3-4B2E-88BF-4E770A288AFS}{1EA60BD7-F1C3-4B2E-BEBF-4E770A2BBAFS}
\Users\Public\LOCKFILE-README hta” {1E460BD7-F1C3-4B2E-B8BF-4E770A288AFS}{1E460BD7-F1C3-4B2E-BBBF-4E770A28BAF 5}
"C:\Users\Public\LOCKFILE-README.hta" {1E460BD7-F1C3-4B2E-88BF-4E770A288AFS | 1EAG0BD7-F1C3-4B2E-B8BF-4E7 70A2ZBBAFS}
\Users\Public\LOCKFILE-README hta" {1E460BD7-F1C3-4B2E-88BF-4E770A288AFS}{1EA60BD7-F1C3-4B2E-BEBF-4E7 70A2BBAFS}
mshta "C:\Users\Public\LOCKFILE-README hta” {1E460BD7-F1C3-4B2E-B8BF-4E770A288AF5}{1E460BD7-F1C3-4B2E-B8BF-4E770A28BAF 5}
mshta "C:\Users\Public\LOCKFILE-README hta" {1E460BD7-F1C3-4B2E-88BF-4E770A288AFS}{1EA60BD7-F1C3-4B2E-BEBF-4E770A2BBAFS}
cmd /c ping 127.0.0.1 -n 5 && del "C:\Users\AMY\Downloads\autoupdate exe” && exit

\2A\C:\Windows\system32\conhost exe OxfFifffff -ForceVl

ping 127.001-n5
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* Follow th

ALL YOUR LISl 9r AN I935] ARE ENCRYPTED!

Any attempts to restore your files with the thrid-party software will be fatal for your files'

Restore you data posible only buying private key from us

There is only one way to get your files back:

contact us

.

Do not ry to recover fles yoursef. ihis process can damage your data and recovery will become impossibie

-

Do not rename encrypted fes.

Do not waste time trying to find the solution on the Intemet. The longer you wa, the higher wil become the
decryption key price

.

-

Decrypion of your fles with the help of third parties may cause increased price (hey add thelrfe¢ to our)

Tor Browser may be blocked in your country of corporate network. Use it 70 use

Tor Browser over VPN

.

B

Thanks to the waming walpaper provided by lockDE, s easy 10 use
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contact us
B UTox ®XEmail

qTox ID: B2F873769EB6BS08EBC2103DDEB7366CEFB7B09AB8314DAD0C4346169072686690489B47EAEB

@
https://tox.chat/download.html|

’I Email: contact@contipauper.com]

‘ Domain Information \

Name: CONTIPAUPER.COM

Registry Domain ID: 2634168640_DOMAIN_COM-VRSN

Domain Status:
clientTransferProhibited

Nameservers:

NS1.DNSOWL.COM
NS2.DNSOWL.COM
NS3.DNSOWL.COM

Dates

Registry Expiration: 2022-08-16 15:32:29 UTC

| Created: 2021-08-16 15:32:29 UTC |

7. * Tor F 0 % B s % rdk e nb 8 > 5 $J42 Ransom note 4p f= p %

' 2

HIE | o

ﬁl

€ = € [ @ zaafintyShyziovsigqi2mSeSrséopabSizolccivnsuZjohad.onion| |0 & =

Any attempts to restore your files with the thrid-party software will be fatal for your files!

Restore you data posible only buying private key from us.

There is only one way to get your files back:

contact us
o1.
. Do not try to recover files yourself. this process can damage your data and recovery will
become impossible
+ Do not rename encrypted fiies.
+ Email  contact@contipauper.com
o Donot waste time trying to find the solution on the Infemet. The longer you wai, the
higher will become the decryption key price
o Decryption of your fiies with the heip of third parties may cause increased price (they add
Through a @ Tor Browser - recommended their fee to our)
+ Downioad Tor Browser - and install it o+ Tor Browser may be blocked in your country or corporate network. Use
hitps://bridges torproject org or use Tor Browser over VPN
Open link in Tor Browser -
This link only works in Tor B *  Thanks to the waming wailpaper provided by lockbit, it's easy o use
02. :

+ Foliow the instructions on this page

. Autou .ex 7 {5 € »¥ v mshta.ex 7% 7 public FAL & p e
8. Autoupdate.exe # {7 & ¢ = =¥ mshta.exe 4 7 3 & public F L & p

LOCKFILE-README.hta -

Process (PU PrvateBytes | Woring et P Descrption Company Name Command Line VirusTotal
DOnshtacee | 1SIK 48K 5316 Microsot (R HTML B, Microoft Corpration it *C\User Public L OCKRLE-README " {1 460807-FAC3-4B05-88BFAETI0ADBBAFSF60BDT-FLC3-4BLE-SABFAETTOADBRARS] 0/
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9. Autoupdate.exe #, {7 {& € 12 ¥ B &Af 0 #-
LOCKFILE-README-[hostname]-[id].hta 2% %3 & = B 4 gc#s o

(i

=

% 20 B B 14 4T )

@ Everything % Logon 'J Explorer ‘Q Internet Explorer ﬁ Scheduled Tasks % Services Drivers @ Codes 7] BootBxecute [ Image Hiacks \‘\Z] Applnit

Autorun Ertry Image Path Timestamp
Q HKC U\ Software'\Microsoft\Windows \Curent Version' Bxplorer\Shell Folders\\Startup 2020727 F M:02

(£ B 48 {5 gx#> mshta.exe #25% k34 7 hta %74 4o )

[ mshta.exe:d712 Properties - O X
Image Performance Performance Graph Disk and Network GPU Graph Threads TCP/IP  Security Environment Strings

Image File

Microsoft (R) HTML T REFRTZ
"CAWindows\SysWOWEd\mshta.exe" "Chllserss AMYNAppData\RoamingiMicrosoft\Windows\5tart
Version:  11.0.10240.16334 MenutPrograms\StartupiLOCKFILE-README-DESKTOP-S6JCKMH-1630528563,hta"
Build Time: Fri Jul 10 11:31:33 2015 / {1E4G0BD7-FLC3-4B2E-88BF-4E770A288AF5 {1E460BD7 -F1C3-4B2E-88BF-4E770A288AF5]
Path:

| C:\Windows\SysWOW&e4\mshta exe / | Explore

Command line:

CUrrent airectory:

| Ci\Windows\System32}, |
Autostart Location:

| nfa | Explore

104G AR A Ak BT FRZH AHME HP NI RS EF T
Bldendocx ~ Xt~ .pptx o EEA R BcAE A € s JPG B e i o e

o Akt Btk £ 0 B & 5 lockfile -
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ZiE
MNotes

BzT Office 8

[= LOCKFILE-README-DESKTOP-36JCKIH- 1630998963 hta HTRL 2T 27 KB

flawerjpg IPGER 15 KB
[ personal. docxlackfile LOCKFILE B 156 KB
[ =i o lockfile LOCKFILE 2% i KB
[ 5%1.pptelackfile LOCKFILE 52 110 KB
0 EfE1.accdb Microsoft Access EHE 376 KB
B ERE=E=HRETE «sx Microsoft Excel T 20 KB
2] £HE42 pub Microsoft Publisher 326 2,692 KB
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AnyDesk
Common Files
[ ] EEEEE.adb
[ NTUSER DAT
[ GGG.hdb

[ dfsdfeitdb

[E] Tulipsjpg

[ dsfedfjson

[ ] GGGHHLjson

[ FRkdb

[ chrysanthemum i
[ Koalalib

[ hkhklh.4dllackfile

[ hydrangeas.hislockfile
[] penguins.4dd lackfile
[ ¢ Hydaaaaa.accde

& Lighthouse

B¢ Hyd.acedb

[ cceecopt

[ ] eeBEBErod

[] pbDDDDDDD sis

[ AnasAsql

|J Desertsys

el py.exe

|J twain_32.dll

[ LOCKFILE-README-DESKTOP-96JCKMH-1630998963 hta

A

16
16
10:03
1:32
10:20
16
11:30
1:32
10:44
10:04
1:32
1:32 LIE 8
16 LOCKFILE
16 LOCKFILE
16 LOCKFILE #
0 1:32 Microsaft Access Sig...
0 1:32 Microsoft Access Sto...
00S 1:32 Microsoft Access 2.
2020/12/10 £ 10:03
2020/12/10 £ 10:02
2020/12/10 £ 10:03
2020/12/10 L5 10:02
20 F01:32 E
201 TF05:27 =
201 T 05:10 =

0 KB
758 KB
OKE
27 KB
0 KB

OKE
OKB

0 KB
859 KB
763 KB
582 KB
582 KB
761 KB
763 KB
548 KB
758 KB
KB
OKB
OKB

O KB
827 KB
269 KB
64 KB
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06BOh 1%
06CON 1% i

06BOh KNI
06COh Il 1%

124 4c % 4% % ¥ LOCKFILE-README-[hostname]-[id].hta % 1D
Ransomware ¥+ -z fic 8 shw] b2 5 LockFile # % #icd8 > p 3% ¥
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LockFile

@ This ransomware is still under analysis.

Please refer to the appropriate topic for more information.
Samples of encrypted files and suspicious files may be needed for
continued investigation.

Identified by

* ransomnote_url: http://zqaflhtyShyziovsxgqvj2mrz5e5rs6ogxzb54zolccfnvtn5w2johad.onion
» sample_extension: .lockfile

Not enough information is public about LockFile. Please check back later.

A Would you like to be notified if there is any development regarding this ransomware? Click here.
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1. F|AProxyShelli®mE5 A £

..................................................................

BE E=EEL :
: WMIC.exe .

g 3. PHSABERTNERER ;

autoupdate.exe |— | mshta.exe :

- g 4 #$iTmshta.cxeWEBERNBEESE |

2. #ifTautoupdate.exe; Ransom note !

: cmd.exe ,

§ 5. #TIESRRBRESES §

.55 E A ProxyShell i 2% » £ 2 148 o
w48 ¢ # {7 autoupdate.exe o
Eed WMICexe kP 77 5 #F 2% F g * 25 o

.34 {7 mshta.exe %"~ 25 % 4 % ¥ & 4 Ransom note -
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1.8 % % 504 LockFile 5 - #7334 > v 22 @ B A Halb < hi B
EH R R A B ORI

2.LockBit 2.0 ~ DarkSide - BlackMatter % H i ¥+ % gic# @ * 7 R4 4¢
%o WA F OB EE S8 0 2 LockFile (3 2 2 o T R 4o
BAENOTOREB A 3 EE RN F o ERUR ST S BB AR(F R
R AEAR) 0 T x HoFn T RIR S AT R RIE AR BB F 40 § B
3 1o A

3.¢4l* Windows ¥ =% 6 (WMI) #ds & # #7622 £50 % 425 4p b
E R AL o (¢ 45 Hyper-V s #4% ~ Oracle VM Virtual Box ¢ 22 % ~
Oracle VM Virtual Box fR#% ~ Microsoft SQL Server ~ MySQL 7 # & ~
Oracle MTS &4 FR#% ~ Oracle RDBMS p +% ~ Oracle TNS i F ®4r
VMware & #1% )

A AR A D HEHE TR BRI S T BT AR R DL f
fhEtaiEe A U PR HMT LA RT P WEIY WMI
FeRM AR AELE L A A Ed BEFHMY R AH/EE L o LY

- BRI 4 o AR TF R

(s

5. M ¥t IE 1 #4 % H 4l LockFile st eh i & b 4 6 T R E TR

& > eb > F i34 ProxyShell iGiF » i ak v A EIRF ~ EAES o

1. ProxyShell vulnerabilities actively exploited to deliver web shells and
ransomware

https://www.helpnetsecurity.com/2021/08/23/proxyshell-vulnerabilities-ex

10
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ploited/
2. Almost 2,000 Exchange servers hacked using ProxyShell exploit
https://therecord.media/almost-2000-exchange-servers-hacked-using-prox

yshell-exploit
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