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DarkSide Ransom Payments
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B A 64 =~ Windows 10 1T ¥ & st b 44 {7 DarkSite # & 6931b.exe
(MD5: 9009593ebf5ea20407ab19bff045dc9d) -
# 718 L A4 LOG3b8chcd3.txty # ¥ 2 4 README.3b8cbc43.txt *+ DarkSite

AT ETHR AP o 24 LOG3b8ched3.txt chi7 5 ¥ Lk & :}P‘ai A A

¥ Tz > T
EEE . +
jmm A
[55] 5931b.exe 7 KB
j LOG.3b8ched3 TXT 7 KB
j README.3b8ckhed3. TXT 3 KB

AR LOG.3b8ched3.txt » # v & 4 417 7 5 chlog ke &k, - i_log A 17 v

EERARGL RO e RAE S 2§ TR BRI P
Bd Bl SRR 0 5 i B R e AR o St BB s 0 4
WEa o B RRBEESN SR E(RREAT) .

1| LOG 3bBcbcd3 TXT - =% sa——

EBEFR |EE) BRO) #REV) R#EH)

INF]| Start Encrypting 411 Files
INF ]| Emptying Becycle Bin

INF]| Uningtalling Services
INF]| Deleting Shadow Copies
INF]| Terminating Procezses
INF]| Encrypt Mode - FAST

INF ]| Encrypting Local Digka
INFllStarted 4 140 Torkers
INF] Start Encrypt [Handle 640] WWPAC: \Tzers\AMTY . zenmap'zcan_profile. uap

INF] File Encrypted Succezzful [Handle 640]

INF] Start Encrypt [Handle 6241 WWPAC:\Uzers\AMYY . zenmap\zenmap.conf

INF] File Encrypted Succeaaful [Handle 624]

INF] Start Encrypt [Handle 6241 WHAC W Tzers\AMYY  zennaphzennap. db

INF] File Encrypted Succezssful [Handle 624]

INF] Start Encrypt [Handle 40] WAL\ Izera\aMV\Docunents'\f lover. jpz

INF] File Encrypted Succezsful [Handle 40]

INF] Start Encrypt [Handle 5521 WWHAC:\Izers\AMT'\Documents\personal.docx

INF] File Encrypted Succeaaful [Handle 552]

INF] Start Encrypt [Handle 5921 WAPAC:\Uzers\AMT'\Documents'\ [HEF¥2. pu[ INF] Start Encrypt [Handle 5161 4\24C:\Uzers
AMTWDocunenta' HEEEZH S TEINF] File Encrypted Succezsfnl [Handle 518]

INF] Start Encrypt [Handle 516] WWPAC:\Tzers\AMT\Documents\E§#E] . pptx[INF] File Encrypted Succesgful [Handle 592]
INF] Start Encrypt [Handle 624] WD \Tsers\&HT \Docunents\ E¥LE]. accd[INF] File Encrypted Successful [Handle 624]
INF] File Encrypted Succeaaful [Handle 516]

INF] Start Encrypt [Handle 5241 WO \TzersVAMYWFaverites\Bing.url

INF] File Encrypted Succezssful [Handle 524]

INF] Start Encrypt [Handle 516] AWPAC:\Izerz\AMY\Searcheg\Evervwhere.gearch-nz

INF] Start Encrypt [Handle 524] WHC:\Tzers\AMT'\Searches\Indexed Locationz.search-ms

INF] File Encrypted Succeaaful [Handle 516]

INF] File Encrypted Succesaful [Handle 524]

INF] Start Encrypt [Handle 5321 WAL \TzersVAMT\Searcheai\winrt--{5-1-5-21-2615168952-3524 134545 - 394821367 1 -
1001} - zgearchconnector-ng

[INF] File Encrypted Successful [Handle 532]

[INF] Encrypted 13 file(g)
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INF] Encrypting Network Shares ~
INF] Started 4 [/0 Torkers

INF] Start Encrypt [Handle 5761 \APAUNCADAVID-PCAFile DochChryzanthemun.1ib

INF] File Encrypted Successful [Handle 576]

INF] Start Encrypt [Handle 632] \\?\UNC\DAVID PCVFile DochCommen Files\Chryzanthemun. lib
INF] File Encrypted Successful [Handle 632]

INF] Start Encrypt [Handle 576] \\?\UNC\DAVID PCVFile Doch\Commen Files\HEHELH.4d!l

INF] File Encrypted Successful [Handle 576]

INF] Start Encrypt [Handle 576] \\?\UNC\DAVID PCVFile DochCommon Files\Hyd.accdb

INF] File Encrypted Succeszful [Handle 576]

INF] Start Encrypt [Handle 452] \\7\UNC\DAVID PCYFile DochComnon Files\Hydaaaaa.accde
INF] File Encrypted Succezaful [Handle 452]

INF] Start Encrypt [Handle 5281 WPAUNCADAVID-PCAFile DochCommon Filez\Hydrangeas.his
INF] File Encrypted Succezsful [Handle

INF] Start Encrypt [Handle 528] \APAUNCADAVID-PCAFile Doc\Common Files\Koala.lib

INF] File Encrypted Succezsful [Handle 528]

INF] Start Encrypt [Handle 632] \WPAINCADAVID-PCAFile Doc\Common Files\Lighthouse.nas
INF] File Encrypted Succezsful [Handle 632]

INF] Start Encrypt [Handle 632] \WPAONCADAVID-PCAFile Doc\Common Files\Penguins.4dd
INF] File Encrypted Succezsful [Handle

INF] Start Encrypt [Handle 632] \WPAUNCADAVID-PCAFile Doc\Common Files\Tulipz.jpez

INF] File Encrypted Successful [Handle 632]

INF] Start Encrypt [Handle 6081 \\PAUNCADAVID-PCAFile Doc‘\HEHELH.4dl

INF] File Encrypted Successful [Handle 608]

INF] Start Encrypt [Handle 608] \\?\UNC\DAVID PCVFile DochHyd.accdb

INF] File Encrypted Successful [Handle 603]

INF] Start Encrypt [Handle 548] \\?\UNC\DAVID PCVFile Doci\Hydaaaaa.accdc

INF] File Encrypted Successful [Handle 548]

INF] Start Encrypt [Handle 632] \\?\UNC\DAVID PCVFile Doci\Hydrangeasz.his

INF] File Encrypted Successful [Handle 632]

INF] Start Encrypt [Handle 452] \\?\UNC\DAVID PCVFile DociEoala.lib

INF] File Encrypted Succeszful [Handle 452]

INF] Start Encrypt [Handle 452] \\7\UNC\DAVID PCYFile Docilighthouse.nas

INF] File Encrypted Succezaful [Handle

INF] Start Encrypt [Handle 5761 WYAUNCADAVID-PCAFile DochPengning.4dd

INF] File Encrypted Succezsful [Handle 576]

INF] Start Encrypt [Handle 5761 A\AWPAINCADAVID-PCAFile Doch\Tulips.jpg

INF] File Encrypted Succezsful [Handle 576]

INF] Encrypted 18 file(s)

INF] Started 4 [/0 Workers

INF] Encrypted 0 file(s)

INF] Started 4 [/0 Vorkers

INF] Encrypted 0 file(g)

4. 6931b.exe # {71 - § {7 16 & 4] %48 0 powershell %rA %4 FERE AL

"(0..61)| %{$s+-[char][byte]('Ox'+'47 65742D576D694F626A6563742057696E33325F536861
646F?7636F7079 207C20466F72456163682 DAF626A656374207B245F2E44656C657465282

Process Command
= ¥ DllHost.exe (876) C:\Windows\SysWOW64\DlIHost.exe essid:{3ESFC7F9-9A51-4367-9063-A120244FBECT}
1 #16931b.exe (3920) "C:\Users\AMY\Downloads\6931b.exe"

£ powershell.exe (1180) |powershell -ep bypass -c "(0..61) | %{$s+=[char][byte]{'0x'+'4765742D576D694F626A6563 742053
¢ conhost.exe (1212) \??\C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
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data.
But vou can restore evervthing by purchazing a special program from usg - universal decryptor. This program will restore all

vour network.
Follow our ingtructions belew and you will recover all your data.
Data leak

First of all ve have wploaded nore then 100 GB data, 1+

Exanple of data:

- Accounting data

- Executive data

- Sales data

- Customer Support data

- Marketing data

- Quality data

- knd more other... 2.

Tour perzonal leak page: http://darksidedxcftmga.onion/bloglarticle/id/6/dQDc]B_BKg-c

61 JeaONyHoaKhOB118) OWkw2 inG8072 jWaOcKbrxMWbP fErUbHC

The data iz preloaded and will be automatically published If wou do net pay.

Lfter publication, vour data will be available for at least 6 monthg on our tor cdn servers.

Ve are ready:

- To provide you the evidence of sztolen data

- To give you univerzal decrypting tool for all encrypted files.
- To delete all the stolen data.

That guarantees?

Te walue our reputation. [T we do not do our work and liabilities, nobody will pay uwe. This iz not in onr interests.
A1l onr decryption moftware is perfectly tested and will decrypt vour data. We will alzo provide support in caze of problems.
Te guarantee to decrypt one file for free. Go to the site and contact us,

How to zet access on webzite?

Using a TOR browser: 3.

1) Download and install TOR browser from this zite: https://torproject.org/

2) Open our webgite: http://darksidfqzcuhtk2. cnloanT1D6P88YTXU4R3ISCJZHMDSIYV55V9247QHJYOHJYUXX68H2PUSXPRIRSSP2U68

When you open our vebzite, put the follewing data in the input form: 4
e .

pr9zEndz6qEvr6ovMT0ch 1 d9yT 56Nt fOZGT VWL eoOME2EQpATv2ucGOBL rOT jnoSELPwCN 1 ITFfn IFHad2u5n] xoeR5k SEU2QAC IMCOLED j 4T00AT v iB TR
HOSUM3 pzGoEPRY0zESZ8Y ok T yFLOTDFE b aBEQDIS 09G2KE o VROUE D 02F 52 e TPRTA qZZ5 TSQ6PBE I TGPS gGe 2kCyunwp 1DmRS ] INnHessMHZHVhEzyZotx 1BY
el fungFESIN] 5nrtRPp3bMACSOEddxf IV 16026T 1Xe9 87 pd0yv43ELI6 1 i LJATBkmeBB 3G qv0Tut yDVSPnnxE INzAEbLFEwJHOL 23eREnnwdevzcZlxrqD 1
xRexgyel taalSyql vvleMdnr 1 2000 qkHVYI{BI z jOSBE vBZdn jHanZEST jdDAh j aDll g fLO1 7cCrl r 1nwVROE j 51T Ee8BIKHd3dF r=70Ca 1 XFAh icOsB 1Fz1In
dallchZXvL3Fe lavI0cuERGRIE 3 8 bATABON4D rbl I d iF JECo8yCAYprveqiXatunl 1ob IWFZaloL ¥ 2P

!l DANGER !!
DO NOT MODIFY or try to EECOVER any files yourself. We WILL NOT be able to RESTORE them.
11 DANGER !!

6. 6931lb.exe 4 {716 - f - BEFIAFTH AL FUHEHFIUT 4% 0 6
4:C:\windows £2 C:\program files F# & » = F i~ & Sifh & 4250 FoFRH e o
TR AR AR R 2 4 W Rl & (40 3BBCBC43) & % F A 5 guid 53 4 # crc32

'ﬂ-

P35

N+
(4&:‘

%

A& 2 ehchecksum o &5 - B F 4L i

o v T;m»),f 2

7/

README.3b8chc43.TXT -

E3] Office &

|| flowerjpg.3b8cbc4d3
personal.docx.3b8cbc43
README.3b8cbcd3.TXT
| | LAR492.pub.3b8cbc43
EREEEEETE1.xIsx3b8cbc43

S HRTEIA

| | EZ#E1.accdb.3b8cbc4d3
| | B3R 1.pptx.3b8cbcd3

i
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7. 6931b.exe i Virustotal #ip|H & & +* &) 5 57/68-57 B 4 f#l® W5 5Bk

4 482 DarkSide & % v o

' 57 @ 57 security vendors flagged this file as malicious
/68
6931b124d38d52bd7cdef 481211dad57d407bé3b59bb4ebeaddceba8f4bbbe 1700 KB 2021-06-10 05:50:42 UTC
9cee.bin Size Tminute ago
e— calls-wmi  peexe  upx

ALYac (1) Trojan.Ransom.DarkSide

ClamAV (D Win.Packed.DarkSide-9262656-0

ESET-NOD32 (1) Win32/FilecoderDarkSide.A

|karus @ Trojan-Ransom.DarkSide

TACHYON (D Ransom/W32.DarkSide.40960

8. v % ID Ransomware #* % i §8 2 v 4 =k

v

(https://id-ransomware.malwarehunterteam.com) &% % % DarkSide- p #+ &

Ty yry

DarkSide

© This ransomware has no known way of decrypting
data at this time.

It is recommended to backup your encrypted files, and
hope for a solution in the future.

Identified by

* ransomnote_url: http://darksidfgzcuhtk2.onion/
s custom_rule: CRC32 of encrypted key
+ sample_extension: .3b8cbc43

Click here for mare information about DarkSide

A& Would you like to be notified if there is any development regarding this ransomware? Click
here.
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(4) * 4% B B Riqenty 2 &gid o

(5) THEFHBRKRRATTER (FH PR NELEBIIEL T )0

(6) ¥ AT TR EF oo R (dok TR T » @iz ¥)o

(7) # fezFgessgpep b i % % 3389 port -
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(10) #1%f Ak s 7 AP ¥ iEL G P £230

(11) fe* 3 x P B EEFRE - Uk R LT I EE P E L

(12) F 5% 3 dos A ) SRR iR E -
(13) Eippr g g L& wER IP Gulm @7 % URL H4 ¢
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i
iy
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SME(E 2 + DDoS W& BTk )+ (B
NEIER) 53 REHRTE
BMEE . or
- ZEfl: - EHl: EREGHPL
Maze Avaddon REEEE)
SunCrypt -
7 Ragnarlocker - ZEBIClop
4 4

PSS KRR

https.//blog.trendmicro.com.tw/?p:68204
https://blog.trendmicro.com.tw/?p=68319

Magze:
https://research.checkpoint.com/2020/ransomware-evolved-double-extorti
on/

Avaddon ~ SunCrypt ~ RagnarL ocker :
https://www.bleepingcomputer.com/news/security/another-ransomware-no
w-uses-ddos-attacks-to-force-victims-to-pay/

ClOp:
https://krebsonsecurity.com/2021/04/ransom-gangs-emailing-victim-custo
mers-for-leverage/

2.RANSOMWARE AS A SERVICE (RAAS)

(1) #3} Raas?

PR TIRGs (RaaS) &9 A M B R - AR EH
o B PREFRRRHEN O A L2 nBMFFF AT SaaS
A& N4k c RaaS @& B A 0 d 3 HG 5 F HEama
A ;’Kih 93 I PRIF KR P AR 2 Ik F o
(2) Raas e:& it 1@

PR EH4e RaaS ~ v b oz bk e s L%ﬁﬁfﬂ‘g’x’ﬁ%}

%]

rFMEPFFE PR EHEA gt eE L REEFRR

Flo®Tv o« TRET EFE Lk SaaS A &3 R K Tk e
Ay B s (3T cE # A RaaS E Y FHRE A T ek

R P RET AR AR WA e g B2
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https://www.crowdstrike.com/cybersecurity-101/ransomware/ransom
ware-as-a-service-raas/

3.5 ¥ zen#r % #0l PRF(RaaS) 2 ¥ % ikl % RfAeT Lo o Hs g #

RaaS =¥+ % #14:E 3 DarkSide ~ Dharma ~ Thanos... °

PR L o
TER GRS AR RE OB R EHEEL - o B
Ryuk 52019 #4973 = A2 - hErE AR 4 Ed Ryuk i@
Rehe FEB RGBT G oeR FIRPEL HH AR
Fo 32020 F 1% S b ipte BT 15 ®mE S~ o
Lockbit p 2019 & 9 ? k- ® 35 & e v 2020 & 4
L ockbit i~ RaaS 4 o U BTN PaE e L A .E'_T?‘« 5% kLo
BRSO D g b S L RR B L
FH s &
REvil & Ryuk #% » S Z A gl o g il ¥ - ©
REVI | s & 2 geal s & 46 0 @4 - Toss % 400 REVIl st &
Sodinokibi 741 * K34 Rk <0 Citrix {- Pulse Secure VPN % g
A ko
Maze #* %2 iR /Al % - B3l ~ THEB 2 | Sf
Egregor/ {0 B e BT PR ol e e X
RE e LA EDERT BT A . 8% Maze © %
Maze ﬁiﬁ’% o e 4p B endk R 8 ¥ 48 (4o Egregor) v BiE
& RaaS 't TEF -
T 5T kiR

https://www.checkpoint.com/cyber-hub/threat-prevention/ransomware/ran
somware-as-a-service-raas/

A ZFipsp 9 5 M E £ 43
https://www.ithome.com.tw/news/144869
https://assets.documentcloud.org/documents/20796933/memo-what-we-ur
ge-you-to-do-to-protect-against-the-threat-of-ransomwarel7.pdf

5. Under Attack: Protecting Against Conti, DarkSide, REvil and Other

11
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Ransomware
https://www.crowdstrike.com/blog/how-to-defend-against-conti-darkside-r
evil-and-other-ransomware/

. Twitter + Darktracer gk~
https://twitter.com/darktracer_int/status/1391744217513304067

. DarkSide ¥+ % %+ & % B § 5 F 2 (L #9)
https://blog.trendmicro.com.tw/?p=68204

. Shining a Light on DARKSIDE Ransomware Operations
https://www.fireeye.com/blog/threat-research/2021/05/shining-a-light-on-d
arkside-ransomware-operations.htmi

. A Closer Look at the DarkSide Ransomware Gang
https://krebsonsecurity.com/2021/05/a-closer-look-at-the-darkside-ransom

ware-gang/

10.DarkSide Ransomware has Netted Over $90 million in Bitcoin

https://www.elliptic.co/blog/darkside-ransomware-has-netted-over-90-mill

ion-in-bitcoin

12



