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- SHaFEEE2021F50350205E Fwd Your package could not be delivered on 02.03.2021.msg 20
A EHSREEE0215035026EE Fwd Your package could not be delivered on 02.03.2021 ID51009RANDRAND.msg 20
A Fwd - EMEFEEEEE 30.03.2021 Omsg
S TEER-THERETEEmg

A Fwd - TRIEREEEEE msg

S FHEREEEE 04192021 023954 am.msg

~ ¥ R
1§42 Z2REEREFFHEEXAESHES 1~65 40T -
Sy | fciz p e #2554
2021/3/2 Chunghwa Post | ¢ #F#k5c 7
T = (01:56 | <support9104186180429756842@mm.Syria.press>
2021/3/2 Chunghwa Post | ¥ ##k5c 7
2 T = 04:53 | <supportOa2e2fa045bfl5ab1372272chde69d95@andre

a-weigel.de>
2021/3/26 P OEER 5T

1

3 T = 05:39 | <iniu54905652@web-worker-linux.whservidor.com>
4 2021/3/30 | Chunghwa Post | # ##Rjc

+ £ 10:00 | <support4c2x8j2v967pgmg0l@hustlersedition.com>
5 2021/4/8 ¢ ##R 5z <dev54395186@mundialcc.com.br>

+ = 08:46

2021/4/19 ¢ EER T 7 <support@elmhandball.de>
6 _+ £ 08:40
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o RRE ANFEHAR 2hEE o
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Jcert.tanet.edu.tw

NETATAME SR TEE.

PRI,
RSN EETIRTTe TS eSS TR -

AR SR EITA T 19.04.2021 B A2 EHEITE ( 369 NT Dollars)

RE - PR

*TEBERE : 00275029

EEEES © 369 W4E:

sHEIRS 21.04.2021-22.04.2021 Z 58

+  HEEIERATIER BNENETE

EEREEFREEINT - IFER-HETEEE(E - MU HIE - T 8§ TAREENS B - 1L - AT ERMIERID-
«  UIFEEES - BEEL T AR AT RE T 2ERE T

THETEHEE

B2
R EEE PR -

3. %6 AR ToFigi | g e Fipk > BFLE AR K
"http://quantum-dental.de/wp.php o 2 {5 § x5 2% + HE&F &
(https://fmbpda.com/kio/Twa/internet/Group/f42cb/SSLAuthULhtml ) » % 3% &4z

BHrG A 369 2R E e

B - R

FTEEHS - 00275029

R - 369 WG

B 21.04.2021-22.04, http://quantum-dental de/wp.php
' TRliBkiEs

«  TEDESAIEN BEHEY
EIRREHEE LT - IHRE R - ETE TR - WA HHE - EHEE 8 TSN B - 1RAE - R EERINEHRID -

AE - HER
FIERSEHS 1 00275029
BB - 369 ITaEs
SR 21.04.2021-22.04.2021 R (=51
https://fmbpda.com/kio/Twa/internet/
¢ TERERAEN SR Group/f42cb/SSLAuthULhtml

ERRERMEAAA - FHTUEE S ET RIS - WAA B - hitpy//quantum-dental.de/wp.php g - REREBRITIEMID -
& TLUskES

o WIRFESNES - BRI TSI ERTRETE) BEEE .
FR RIS -




3 F TR B IZ Y < (TACERT)
TANet Computer Emergency Response Team

@ EEEfinEm x |+

< = C & fmbpda.com/kio/Twa/internet/Group/48752/SSLAuthULhtml * 6

H

PESEERIT Vi @) 852
CTBC BANK EFESVISA * MasterCard * JCBZ
=

ERERE!
ENRRERRITISLENE © Postal Stamps Mall
IBIREELT SSL PLUS BB SREEHIT |

ATERS 00275029

Order Number

HEE3:] 369 e

Purchase Amount NT Dollars

s,
ERAFH® XXXX XXXX XXXX XXXX
Credit Card Number

SEEER BEE4ZBREEQ
3-digital Card Validation Code

ERERSAIE W vl vy
Expire Date [Month/Year]

B To Pay

Bt ERE o RmRaRE D o mF e NIRRT TP NET RE%

HES 00275029

Order Number

HE+3: 369 et

Purchase Amount NT Dollars

EREH® 1234567891234567

Credit Card Number

=HHER 678 BEHESEREEQ

3-digital Card Validation Code

R PR

: / 2026 v
Expire Date [Month/Year]

BEEI3R To Pay

@ PEHH 2 IXRE M

Chunghwa Post Co., Ltd.

Order Number iTS5E358 - 00275029
Purchase Amount T8 - 369 #7252 NT Dollars
21.04.2021

Please do not close this window before
completing this step. The process may take a
few seconds. Thank you for your patience

SERILSRIE  EAERRLED - ZBiE
OIRERELTE - BATHTLES
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6.

3 (5)0 ) BN

,:'./ P#IFL?» Jhl/?

,.q:r_{;?—:\;%g—ﬁ:i;é o

FHREL IS NRBREA AL TR L

TS GRS

PEIH RIS

&

Chunghwa Post Co., Ltd.
Order Numb 00275029
Purchase Amou 369 325 NT Dollars
21.04.2021

Please confirm the following payment
iaEs L/(F{—IFA

The unique password has been sent to the
mobile number below. If you need to change
your mobile number, please contact your bank
or change it through the available channels
(ATM, web)

2= To Pay

&)

PEH B IKAEME

Chunghwa Post Co., Ltd.

00275029
369 27222 NT Dollars
21.04.2021

Order Number T
Purchase Amount T

Please confirm the following payment
AR TER

The unique password has been sent to the
mobile number below. If you need to change
your mobile number, please contact your bank
or change it through the available channels
(ATM web)

SMS is wrong or expired! After (3) errors when
entering the code received via SMS, the current
transaction is canceled and the credit card is
blocked.

BEESDCEN | BABESMSEUIINRESY
B (3) ERe ENZERNE  EAFHES -

212 To Pay

&
2

% 6 #1132 5 i1 & 4 nt (http://quantum-dental.de/wp.php) % 2021/4/21 &
Virustotal ¥ B/ 2 & & +* &) 5 0/87 % 2021/5/3 £ =tz ip|PFE B B
20873 % R F HFHOP P 3 FR A Z RN AP A LB ey
=
2 Q) 2 security vendors flagged this URL as malicious
N’ http:/iquantum-dental.de/wp.php 404 text/html; charset=iso-8859-1 2021-05-03 06:13:37 UTC
5 quantum-dental.de :
Fortinet (1) Prishing CUMWARE.org (1) Malware

#& 1t 4 i (https://fmbpda.com/kio/Twa/internet/Group/f42cb/SSLAuthUILhtml) %5

Virustotal # Bl 2 & &+ &) 5 11/87 -
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@ 11 security vendors flagged this URL as malicious

e https://fmbpda.com/kio/Twalinternet/Group/f42cb/SSLAuthULhtml 200 text/html 2021-04-2116:32:47 UTC

fmbpda.com

AegisLab WebGuard T Phishing Avira (no cloud) Q) Phishing
BitDefender 1) Malware CRDF (1) Malicious
CyRadar 1) Malicious Emsisoft Q) Phishing
ESET (1) Phishing Fortinet @ Phishing
Netcraft 1) Malicious SCUMWARE.org Q) Malware
Sophos 1) Phishing ADMINUSLabs () Clean

A AA 31> N 24 T pay = L Y e 4 I N =
bd OHEZREN FEEs FAT R G- 3o 8¢ R DHL =

& X ogTy e = =T A= Y 22 A W R Sren § o4 =
P RITH G = FEREN FE A e FFE’FW"‘: R fp o B ERERA LA

et 14 p g A 109 R A kB F e R0 - Bk BT
(https://administrativos.cl/wp.php) 4 i€ * & 8k:E © B S o F e &2 B s

®T o

2021/4/19 (3B—) £ 08:40
hEHE « <support@elmhandball.de>
TR EEEFEE 04/19/2021 02:39:54 am
WifFE  service@certtanetedutw

O NEEEASNERAEABNE  BE—TEE  EEEISHTEE -

Dear Customer.

Your package 1s waiting for delivery, Flease confirm the payment
(1,99EUR) on the link below the online verification needs to be done 1n
the next 14 days before it expires:

https://administrativos.cl/wp.php
##—TFElBkRES

Follow my package|

This il is provided for informational porposes only and does not guarantee delivery of the shipment,
Unahle to reply 0 this email, Your e-mail addwess will ondy be nsed for the announcemaent of the paree] of
the above shiproent and will not be saved for advertising porposes, I yon no longer wish to meeive the
package anncnnermaent, please click here: DHL Motification Secvice

Website Contact Impressum

—@ 2020 DHL
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@ 404 Not Found x ar

C @ administrativos.cl/wp.php

D OEEET ™M Gmail B YouTube BF #E

Not Found

The requested URL /wp.php was not found on this server.

administrativos.cl

3% 4 1+ (https://administrativos.cl/wp.php) %5 Virustotal ¥ ip) {8 3 2 & & +* b &

-

7187 -

7~ (D) 7 security vendors flagged this URL as malicious
‘\/ https://administrativos.cliwp.php 404 text/html 2021-05-04 07:59:03 UTC
% administrativos.cl
Avira (no cloud) (L) Phishing BitDefender (O Malware
ESET (1) Phishing Fortinet (D) Phishing
Kaspersky (1) Phishing Sophos (D) Phishing
Webroot (D Malicious ADMINUSLabs () Clean

8. ¥AL% 64+ 2 Mail Header p % » #3132 2 — B 40 B &

rightby.store.dOm.de(IP:192.168.44.84) cr#R i+ iR pR B & 1 o &

g

!
He
L
o
[
o

MV O E A

o
[
T
=8
-

o

Subject (THISFREERIE 04/19/2021 02:39:54 am
Message Id  <13fa9886738b301e57b606dd7e0d4e22@elmhandball.de>
Creation time Mon, 19 Apr 2021 02:39:54 +0200 (Delivered after 2 minutes 13 seconds)
From EZI 0 <support@elmhandbali.de>
To service@cert.tanet.edutw

== Received headers

Hopl ’ Submitting host ‘ Receiving host ‘ Time ‘ Delay ‘ Type =
1 |rightby.store.dOm.de 4/19/2021
(Postfix, from userid 100) 8:39:54 AM
2 rightby.store.dOm.de ([192.168.44.84]) chrootmail.store.dOm.de 4/19/2021 0 seconds ESMTPA
(RZmta 47.24.3 OK) 8:39:54 AM
3 cg6-p04-ob.smtp.rzone.de (cg6-p04- cert.tanetedu.tw (Postfix) 4/19/2021 2 minutes 13 seconds |ESMTP
ob.smtp.rzone.de [IPv6:2a01:238:400:d00::4]) 8:42:07 AM
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Ne#” TANet Computer Emergency Response Team

== QOther headers

Return-Path <support@elmhandball.de>
X-Original-To service@cert.tanet.edu.tw
Delivered-To service@cert.tanet.edu.tw

v=1; a=rsa-sha256; c=relaxed/relaxed; t=1618792795; s=strato-dkim-0002; d=elmhandball.de; h=Message-ID:Fro
m:Date:Subject:To:Cc:Date:From:Subject:Sender; bh=N3r8+8ksSqHixTAyFj1AOocyZ96gmwL8jt3PCgRUzqw=; b=A9I
GtoOh52k+ebC+d+560sy4VimNOPBKMJIksXMxMGngTxqbu/qNedx5L8HjyBas2BN ZHHzk4QWDWTAPepRkpt3Qob
tXyn/iGftxOFluo5dq+uBwFgFcGoAbDxueyZ3X8cmQk33 hks1Qr7WWO0dDgpyxbP8b8/gqDvZZd7oAPELNXICHa/b7B
XbcvbT7esztHsSHMCxFCbSXq rQ1Z/5uKQvE4Wrc7AJ6DVUYUh+F8I12LnXvat5bBDNYLVDINX3003RduCOLhaX4rISKYc
BggCcenQiV+QracZWcMh1BgVkhLAymxxugWONn2Q5Spifmqdb/kK/zfICcZm1Q9/tv4S4 TCWA==

©
i
H
l
($)]
e
i
o

fi F\ ? —Q‘-:v—f o

(1) % 14 3% & 4 2021/3/2 7 = 01:56 #F 4@ ¥ i p 2% 64t
FERNERE LN AEF IHERFEEYRF LG 2

2,

1+ (http://pre.asocs.info/wp-maill.php) i Virustotal #& ]2 & 2 v ] 5 0 i

" https://www.afraso.org/sites/all/new.php?id=64406665 | 4 =k o

2021/3/2 (B2 T+ 01:96
Chunghwa Post | PEE 0 <support9104186180429756842@mm.syria.press>
EMasEEEE20215F03H028E:E | Fwd: Your package could not be delivered on 02.03.2021 ID51009[RAND][RAND]

service@cert tanet edutw

REHETETARE SR—TEE SERUES

5

Hello ,
Last Reminder: This Email informs you that your shipment is still pending.
Your package could not be delivered on 02.03.2021 because no customs duty was paid { 369 NT Dollars)

Merchant  : Chunghwa Post
Order Number : 00275029
Purchase Amount :369 NT Dollars
Delivery scheduled between : 03.03.2021 - 04.03.2021 | http://pre.asocs.info/wp-maill php
B—ThBRES
» To confirm the shipment of your package Click here .

Youwill ____receive ___an___email ____or__ SMS___ when____you___ arrive inyour ___home ___ address. You will ___have 8 days,
from ___ thedate _ of _ availability, to ___ withdraw the package. _ Upon withdrawal, ___ you will be ____asked for ID.

»  For more services, find the follow-up of your shipment by Clicking here .
Thank you for your trust,

Sincerely,
Your Chunghwa Post customer service.

Compensation
Chunghwa Post Co., Ltd. (hereinafter the "Company") is committed in respecting all users' persanal privacy,

being in accord with the Personal Information Protection Act of Republic of China and Company's personal information protection policy.
The Company hereby declaring the following statements in regards with the collection, processing,

iy ek T https://www.afraso.org/sites/all/new.php?id=64406665 | 5
Virustotal &R/ 2 & & v &) 5 2/87 » A 73 il 2 7 chlr 3 Ml 1k

Bl H A b
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() 2 security vendors flagged this URL as malicious

https:/Mww.afraso.orglsites/allinew.php?id=64406665 404 text/html; charset=utf-8 2021-05-03 06:51:55 UTC

www.afraso.org 2 S AYE 3 moment ag:

Comodo Valkyrie Verdict (1) Phishing Fortinet (D) Phishing

¥ AL % 1 411 e MailHeader 3% 13 i

ﬂel»ef
e
-k
S|
FTRS

% 4 H
IP:46.4.227.78 -

Subject
Message Id
Creation time Tue‘ 2 Mar LOLJ. 05:55:
From Chunghwa Post |

o service@cert.tanet.edu.tw

== Received headers

Hopl ‘ Submitting host Receiving host ‘ Time ‘ Delay Type =
1 al3al hostyalagroup.net  {3/2/2021 ocal (Exim 4.93) (envelope-from
1:55:39 <support9104186180429756842@mm.syria.press>)
PM
2 static.78.227.4.46.clients.your- cert.tanetedu.tw 3/2/2021 -4 minute ESMTP
server.de (Postfix) 1:51:25
(static.78.227 4 46.clients.your- PM
server.de [46.4.227.78])

gty 14 HE

Chunghwa Post| PERE o <support0a2e2fa045bf15ab1372272cbde69d95@andrea-weigel.de>
EHIESEZE20215035028E | Fwd: Your package could not be delivered on 02.03.2021
service@cert.tanst.edutw

IRENETETARE  ER -

El

Helle

Last Reminder: This Email informs you that your shipment is still pending.
Your package could not be delivered on 02.03.2021 because no customs duty was paid ( 369 NT Dollars)

Merchant : Chunghwa Post
Order Number :00275029
Purchase Amount :369 NT Dollars
Delivery scheduled between : 03.03.2021 - 04.03.20 http://pre asocs. info/wp-maill php
#—TERES
s To confirm the shipment of your package Click here .

Youwill —_receive __an_ email __or_SMS___when____you____arriveinyour ____heme __ address. You will_____have 8 days, from _____the date
- —availability, to _____withdraw the package. _____Upon withdrawal, ____you will be ____asked for ID.

«  For more services, find the follow-up of your shipment by Clicking here .
Thank you for your trust,

Sincerely,
Your Chunghwa Post customer service.

Compensation

Chunghwa Post Co., Ltd. (hereinafter the "Company”) is committed in respecting all users’ personal privacy,

being in accord with the Personal Act of Republic of China and Company's personal information protection policy.
The Company hereby declaring the following statements in regards with the collection, processing,

e MailHeader 3 3% 13 2 & i —‘gf IP & % p1H IP:

81.169.211.109 -
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Creation time
From
To

== Received headers

ZRaR 2021503 802HE3E | Fwd: Your package could not be delivered on 02.03.2021
<681c7b27dbB47c2d19¢1cd3e35fe T70d @andrea-weigel de>

Tue, 2 Mar 2021 08:53:05 <0000 (Delivered after -4 minutes 1 second)

0 <supportla?e2faldSbfl5abl372272cbde69d95 @andrea-weigel.de >

Chunghwa Post | F =
service@cert.tanet.edutw

h2644144 stratoserver.net (Postfix, from f272021
userid 10028) 4:53:05 PM
2 andrea-weigel.de (nrwdo.de cert.tanet.edu.tw (Postfix) 37242021 -4 minutes 1 second  |[ESMTP
[81.160.2117108]) 2:49.04 PM
(3) % 341321 * A4.2021/3/26 7 = 05:39 44 F M H B 2 % 1 3G

#1 g gy

L o) s 1/87

e
1 Q} 1 security vendor flagged this URL as malicious
S’ https:/icursedanarchy.com/new.php 404 text/html 2021-05-03 03:09:34 UTC
cursedanarchy.com
?
SCUMWARE.org (D) Malware Fortinet
2021, ) 4 05:39

senvice@certtanet.edutw

EERENEATEINUEE  ;

it

BT R P -

B - PETIEENTENE

R EIEA T 26.03.2021 HRAIZHBIANR ( 369 NT Dollars)

B - PR
STEEEEHE - 00275029
FRREEEE - 369 IS
SHEIE 27.03.2021-28.03.203 hitps://cursedanarchy.com/new.php
B—TFLlskEs
v EEITEEAES BEREIY .

FEEBEFFREANT « GRS —HEFETIEE - WTRZEE - (E 8 RO 08 - 19506 0 AT BRI Do
. WEESIE - ERBLLT S AT RIS TR E B
SR -

B
s E FIRTS o

Com pensation

Post Ca., Ltd. (|
helng in accord with the Bersonal T
The Company haraby ing the

the " Comparw ) is committed in respecting all users' personal privacy,
Act of ic of China and Company's personal information protaction policy.
in ragards with the collection, procassing,
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¥ AR % 3 313 ¢h MailHeader % 33% 3 2 & ‘»J‘ﬂ‘ IP 2 %kp A B4 IP:

195.225.209.16 ~ 195.158.54.3 -

Subject
Message Id 202 3839.202AD2D5752@c3.confixx.webjanssen.de>
+0100 (CET) (Delivered after 0 seconds)

52@web-worker-linux.whservidor.com>

Creation time
From
To

service@cert.tanet.edu.tw

== Received headers

Submitting host Receiving host
1 c3.confixx.webjanssen.de (Postfix, from userid 3/26/2021 5:38:39
664) PM
2 [(195.225.209.16)] wjoutfilter 3/26/2021 5:38:26 -13 seconds  |Xeams
PM SMTP
3 wjoutfilter.webjanssen.de (wjoutfilter.webjanssen.de cert.tanet.edu.tw (Postfix) 13 seconds  |ESMTP
[195.158.54.3]) E—

i & 2021/3/30 F = 10:00 A% % FERNEEY 34t

o

—N

N
ﬂ.‘\,

4) % 4 4t

S

i
vv

2 i g 4 g g (hitp://pixIfeed.com/wp-admin/user/wp.php) &

= 12l

Virustotal # p|H & & +* 5] 5 0/87 -

2021/3/30 (B2 £510:00
Chunghwa Post | RZEEE <support4c2x8j2v967pgmg01@hustlersedition.com>
Fwd : ERERSEERE 30.03.20210

W#E  service@certtanetedutw

O nscEFENETEIAEE 25 TEE TEELES

ME | | ATOO0O1 bt

i35
RERE . FETHHENDTNESORERTEED -
EEEREET 30.03.2021 HAZHMER ( 360 NT Dollars)

R - i
sTHE5EE - 00275029
R - 360 Uitk http://pixlfeed.com/wp-admin/user/wp.
sHE1E 31.03.2021-01.04.2021 php
B—ThERES

v HEEERINE RN .
EERERFEINT - SR S ETENESUER o (T HZHE - ISR o RANSRIE BR - 1230 AMeERGM D -

v WRESERTE  EERLTH BN TATE AT RE{TE S .

HEITEEE
B
T EbEE FARTS -
Compensation
Chunghwa Post Co., Ltd. (heremaﬂerthe '‘Company’ ) is i in ing all users' privacy,
being in accord with the I Information P Act of Republic of China and Company's personal information protection policy.
The € heraby dedaring the following in regards with the collection, processing,
) No security vendors flagged this URL as malicious

http://pixifeed.comiwp-admin/user/wp.php 504 text/html 2021-05-03 06:00:58 UTC

. pixifeed.com o

10
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¥ AR % 4 315 o0 MailHeader % 3% 13 2 & 2 Jﬁ IP 5 %kp 2R IP:
74.208.58.198 &7 4¢, & IP: 82.165.159.134 -

Subject Fwd : #E5EFREEEE 3003.2021 0
Messageld <29232a38811258716babf0f2f362e79f@hustlersadition.com>
Creation time Mon, 29 Mar 2021 21:59:52 -0400 (Deliverad after 3 seconds)
From Chunghwa Post| = El <supportdc2x8j2veeTpgmg0l@hustlersedition.com>
To service@certtanet.edutw

== Received headers

localhost ([74.208.58.198]) mrelay.perfora.net 3/30/2021 ESMTPSA
(mreueus003 [74.208.5.2]) 9:5%:53 AM (MNemesis)
2 mout-xforward.perfora.net (mout- cert.tanet.edu.tw (Postfix) 3/30/2021 2 seconds |ESMTP
xforward.perfora.net [82.165.159.134]) 9:5%:56 AM

(5) § 545 51 % 4 2021/4/8 + = 08:46 #F - @ ¥ BN FEE 34

o
ra

N

q

N

e

s

a0

S
)

R?
o

3 i@ 5 e b (https://www.jonkeinteriors.co.za/web.php)
& Virustotal # B2 & & v- &) 5 3/87 > e £ BLEZ (s ¢ Hn T
" https://www.matchandshare.nl/home/Twa/internet/Group/?id=87854917 |

b o

2021/4/8 (M) 5 084
hEEFR 4dev54395186@mund|a}cc com.br>
THaEEFES

£E  senvice@certtanetedutw

EEAENETEINEE - ER—TEE  EERHEETER -

A2 [ =eaurE 00022 bd

i
REREE - PETEHENEINRSMEEEERED -
TRTEREETIM 08.04.2021 HAZHRIARNE ( 369 NT Dollars)

I 1 PRI
ETE3EE - 00275029
LR - 369 PGk
EHEI5% 00.04.2021-10.04.2021 https:/fwww jonkeinteriors.co.za/web php
B—TLiERES
o EEIDEATES BRERERY .

EITEREFR AT - DR - ETENEIER - A ZEE  EEE s RSN 2R - 1850 RN ERHE®ID.
o WIRELRTE - FERLTHAEHRTATRITRETE SRS .
HEDHEE

B,
BRI eREE R -

Compensation

Chunghwa Post Co., Ltd. (I inafter the "Company™) is i ing all users' personal privacy,

being in accord with the Personal Information Prutechon Act of Ilepuhllc o{ China and Company's personal information protection policy.
The Company hereby declaring the following statements in regards with the collection, processing,

11



\l, 3 security vendors flagged this URL as malicious

https:/iwww.jonkeinteriors.co.za/web.php 404 text/html; charset=UTF-8 2021-05-03 05:40:32UTC
www jonkeinteriors.co.za
Fortinet (D Phishing SCUMWARE.org () Malware
Sophos (1) Phishing ADMINUSLabs Clean

" https://www.matchandshare.nl/home/Twa/internet/Group/?id=87854917 | &
Virustotal &Rl 2 E 3 5 5 2/87 » 58 3 F HH P IF 3 HHY %

i

BIAVH L £ A et o

(1) 2 security vendors flagged this URL as malicious

https:/iwww.matchandshare.nl/home/Twalinternet/Group/?id=87854917 404 text/ntml; charset=UTF-8 2021-05-03 05:37:01UTC
www.matchandshare.n
Fortinet (D) Phishing Webroot (D Malicious

REHEER6HGNGEN GRS KR EREERAT PRI
$ 53R R G 24 [ BN IR SR E T E 4
824 ] PRRITE S AR o )B4 K- BB

(https/linkscm.com) - fe F) 4yt el sV 45 28 m 2 B ET R | o

2021,/4/8 (M) 5 08:46
hEME <dev54395186@mundialcc.com.br>

THas:

Hello, we received a lot of r
if YO https/linkscm.com for 24 he
B—TLlEkRES

Hello, we recei a lot of request to access your bonuscard account Please confirm your billing information,
ifyoudo eact for 24 hours, your account will be closed.

this email is for informational purposes. you cannot reply to this email.
Bonuscard.ch

&

ﬁﬁ¥5ﬁ$ﬁMwmwm%m§%ﬁ%&ﬁP§%éwﬁP:
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201.76.147.11 -

Subject ({THIEEEESE

Messageld  <ELIUInx-000IxL-M4@srv-cpanel hybridde.com.br>
Creation time W pr 2021 21:45:533 -0300 (Delivered after 3 seconds)
<devi4395186@mundialcc.com.br
ert.tanet.edutw

From =
To serv

= Received headers

rrrrrrrr 4/8/2021 local (Exim £.94) (e
:Janelh /briddc.combr | 8:45:59 AM <mundialc cami"‘sr (pan Ih br ddec.com.br)
2 srv-cpanelhybriddc.com.br (snv- cert.tanet.edu.tw 4/8/2021 3 seconds |ESMTP
cpanelhybriddc.com.br [201.76.147.11]) (Postfix) 8:46:02 AM L

10.d # st fhplis % 7 Bariz 6 415 Heph F 2R 0 BY  F Y R LT 5
BHAT DL RHEOHE LT EF PR R FTalT4 d 4
PENATER R G ROF E P AFRRA AR A TP AT il g el 4R

PE e F o BRRER AERE N NRDF YL R Rt b

% o
= Fexp 2L Ry Virustotal $ 4 e Virustotal
5 P
46.4.227.78 http[://]pre[.]asocs[ https[://[Jwww][.]af
(1L ®|) .Jinfo/wp-maill.php 0 raso[.]Jorg/sites/all 2/87
/new.php?id=6440
6665
81.169.211.109 | http[://]pre[.]asocs[ https[://Jwww[.]af
(1L ®|) .Jinfo/wp-maill.php 0 raso[.]org/sites/all 2/87
/new.php?id=3847
6680
195.225.209.16 | https[://Jcursedanar
(1L ®) chy[.]Jcom/new.php 1/87
195.158.54.3
(1€ &)
74.208.58.198 | http[://]pixIfeed[.]c
4 (% W) om/wp-admin/user/ 0
82.165.159.134 | wp.php
(1€ &)
201.76.147.11 | https[://Jlwww[.]jon https[://Jwww][.]Jm
(F &) keinteriors[.]Jco[.]za atchandshare[.]nl/
/web.php 3/87 home/Twa/interne 2/87
t/Group/?id=3734
5812
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= s Fexp B eyl Virustotal 9 5k e ph Virustotal
L R
rightby.store.dO | http[://]quantum-de 2/87 https[://]fmbpda][.]
m.de(192.168.4 | ntal[.]Jde/wp.php com/kio/Twa/inter 11/87
4.84)(1%. &) https[://Jadministrat 217 net/Group/f42ch/S
ivos[.]cl/wp.php SLAuthULhtml

- / = Y - =

ERNd N )
AEAEUF OGHGEORPIG AL R FT LT BRI E 6 3G
ITHFEREBEFRP o

2 EEST
1. BEHES W chEE ) FFRELM
o
. 3WE%% 5 4 s T

RS0 #
‘ e ﬂw- ERENRER
BE {2} > SE—

BSR4 http://quantum-dental.de/wp.php EEEMNFER

https://fmbpda.com/kio
FTELEBNEREBRRE WiEE /Twa/internet/Group

/f42cb/SSLAuthULhtml
6.RENBNEENERFRRAGSHFEN

x' jﬁﬁf 00275029

——— 369 Fex
e @ emsanans =4 -

i 1234567891234567

—mnEs 76 me=EREEQ

e confirm the following payment

firm the following payment
4

1 . .
BWRIIH To Pay

SEEBABCHERR
RREEARERRSN
36971

R s

o AR EE GG
P2ty e e mﬁffgm TSR R Y SRR

WHUH ~ ER TS RRGE

Lo g Fapc L xF N g 5 TEehe REFEE ) PF) 42802 o
2fcf F I B4 4200 o

Bz FAAFBF 0 R e o

4@ 2L 4 F—,ﬁ_ﬁ i é

o o
Rt F HAF G o

B
Bfciz & AT afrp ez F 5 + Faktd 369

p

iy
B
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K AETEE AE PN T > d - BaedE 2 PN b

FTRN

PR R F BN F AR RERRF S TRAY 2 F AT

T A F N - BT SRR n §RFF L ELE B LS P

dlents 2 B F A oo Bl BRI Ry € b R R K

KR+ GHE o k7 8 amE ”ESFU‘P:I dﬁ ERCE N A
—+ ?"P‘% A R e fe — AL R A e BB 3 _%z i i

Telp F afyr G r + F5ie R r & FRLBE TAA S fald BT

A E AR LR E S Y EER T LT s
A

ﬂ*i%°?‘iﬁ%%%*ﬂ’4?§%%%?méi%%ﬁﬁﬁ’ﬂ

KA ARG EhEF NG L IPT @ ripl 24 Ad LRGN PR
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7oA 2R avc BT TSR AR S RESY
(1) 22 B PRI & o
(2) 7 FREBE(BE)A P K Rehpen (BF) o
(3) &% P FRABERY B HHPF 0 FEUERE & F P S E R
+ ey nd F o
(4) FHE#ET + FREEF P RRBEELIP AL BRBY R

+ o LG F AT R 2R koo

16



