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(genesishelp@mail.ee # genesishelp@cock.li) o ¥ % i 4o B 831/ 3% X 2
+ ¢nPersonal ID > 3% Personal ID 5 — e j 7% 3 s 7 - e dic s

" 47352c3f62d27b248f881a2c52h94680973aee9f394983817078336d630d956b |

) HELPLbet - BEE =
BER J/EE BHO) BRV) HEH
Hello. gt

[f wou are reading this, it means wvour data iz encrypted and your private senzivitive information was stolen
Read carefully the whole inegtructionsg to aveid problems with your data.
Tou have to contact ug immediately to resolwve thizg issue and nake a deal

VUIWARNING! !

DO NOT modifw, rename, copy or move any tile. You can DAMAGE thew and decryption will be inpozzible
DO NOT use any third-party or public decryption software, it also nmay DAMAGE files.

There iz OHLY ONE poszible way to get back your files
Do not waste vour time, contact ng and pay for speclal DECEYPTION TOOL. The tool iz all vou need.
For wour gnarantee we can decrypt 2 of vour text or image files for free, as a proof that it works.

Tour network wag fully COMPECMISED! We can dizcuss how to secure it as a bonug.

The data that we gathered conld be published in MASS MEDIA for BREALKING NEWS!

[T we make a deal everything would be kept in mecret and all your data will be restored.
[ could make them public them if wou decide not to payv.

Contact uz inmediately:

genesishelp@nail.ee
genes izhe lp@cock. 1

Tour Personal ID: SLSGjxzE1tRSqcESEZnyBedtt5dGavDrfaE4 7T pE86MOALGC i f 6o /BOATHT+V 8/ ol iUMmBOHw j r /FVnd tVephq IF 1]
HInvESteTPETATS [3H2N1 j+/UT05iKCICT9% 00z { 6EZeHbbaP f ceknk
+7eZRnonHhHhE  xEGg qelali=: 47352¢3f62d 270248188 1a2c52b946809732ee91384983817075336d6304956D
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+7eZRmonHhHRE j xEGeqalal=

%5 lock XXX__enfgida i & — B -



ﬁg&?%mﬁwfﬁaﬂﬂ~ﬂMEmﬁ

¥ TANet Computer Emergency Response Team

_lock XxXx__ - A& g-‘
—4 |t | saEE | LeeRE |
_lock XXX
HEIER R
izEo _lock EEE
e C T sers R ubyDeskinp WiSEfE 3
Fool 177 BT AR (177 (e TEEH)

WA 4.00KE (4,006 iTEH)

@ HHER: 2020%F12R28, EF 1211010
& EHER:  2020%F12R828, EF 12:11:10
FHIEHER:  2020%F12R20, BT 06:3753

Bt CusaEE | DiSE ERE D).

4, #IHELPLtxt 22 lock XXX__*' #& % ID Ransomware ¥ % f}?}% Elel I
(https://id-ransomware.malwarehunterteam.com) - 5 # if| 2| Z_% LeakThemAll >

—

- ¥

34
=
S
Iﬁp

pA PR AR A4 o B A FTEA 0 a2 AT RHE
A

LeakThemAll

@ This ransomware is still under analysis.

|

Please refer to the appropriate topic for more information.
Samples of encrypted files and suspicious files may be needed for
continued investigation.

Identified by

* ransomnote_filename: !HELP!.txt

Not enough information is public about LeakThemAll. Please check back later.

A& Would you like to be notified if there is any development regarding this ransomware? Click here.
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80b89435122f960c2e1cebP5981d07de50d344bd930c318bPc3ec73835d2c918 558.01KB 2020-12-07 02:47:26 UTC %
p~ genesis_en.exe AlZE ! b EXE
- invalid-rich-pe-linker-version overlay peexe upx
b v
Ad-Aware AhnLab-V3 Win32.Generic.C3493871
AlYac Antiy-AVL @® Trojan/
SecureAge APEX Arcabit \D Trojan.Ransom.Hermes.140
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MAX McAfee
McAfee-GW-Edition Microsoft
NANO-Antivirus Panda
Qihoo-360 Sophos
Symantec ’JD ML.Attrit Tencent ! n.FilecoderWpj
TrendMicro @ Ransom.Win32.HERI TrendMicro-HouseCall @ Ransom.Win32.HERMES.SA
VBA32 VIPRE @® Trojan
Yandex Zillya
ZoneAlarm by Check Point Acronis (v) Undetected
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7. & —’F% IHELPLIxt p 7 » 3 & 5 74 it alHELPLIXt p % 4p FF > 1% Personal
ID € *€* =t 44 {7 genesis_en.exe @ # ¢ o i¢ i Personal ID * =x 3% § 7 T4/
| en- feap e i T 47352¢3f62d270248f881a2¢52h94680973ae€9f39498381

7078336d630d956b | -

| HELPL bt - £E S o —
BER SEE #HAO) BBV BHEHH
Hello. -

If you are reading this, it neans wour data iz encrypted and your private zengivitive information waz stolen
Read carefully the whole instructions to avold problems with veur data.
Tou have to contact ug immediately to resolve thig izzue and nake a deal

VUUTARNING! !

DO NOT modifw, rename, copy or move any file. Tou can DAMAGE them and decryption will be imposzible!
DO NOT vse any third-party or public decryption software, it also may DAMAGE files.

There ig ONLY ONE poszible way to get back your files
Do not wagte vour time, contact ug and pay for speclal LECEYPTICON TOCL. The tool iz all you nead.
For wour guarantee we can decrypt 2 of wour text or image files for free, az a proof that it works.

Tour network wag fully COMPROMISED! We can discuse how to secure it ag a bonuns.

The data that we gathered could be publighed in MASS MEDIA for BREAKING NEWS!

If we make a deal everything wonld be kept in secret and all wour data will be restored.
I could make them public them if wou decide not to pay.

Contact ue imuediately:

gzenesishelp@mail.ee
genezizhe lp@cock. 1

Tour Pergonal ID: gSPVaTfe(/=ihT5n2HRDZuMd 3w 1vnP 7P 18WFFESOLL 5 Thnldé 1H+dfSh
+UywLOVbAgEbalzht wiGO] oW bP IVnpPcThtqhwf 1w 3 1TFET rALfO0UeSni ntm0Fs i 5E 16SZ0y 1oT 11 eLCTwBT /ZR6uC 1 Tk bgEP 8L p 7e0VGAR
T0=:47352c3f62d270248F581a2c52b9468097 3222913949833 1707833646304956h
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CA\PragramData i g #0172 Bfusei

ﬁﬁﬁﬁs@uc oA 0 B IAT T A A %mﬁ,ﬁ—gfs g ut W ) .genesis g 4

%0 @ A% genesis_en.exe % i (A R & p e A4 - BIHELPLIxt -

- » i » THEEE (D) » FileType

(] HELPLxt

|_| ABC.txt.genesis

|| Docl.docx.genesis
|| Koalajpg.genesis
|| Maid with the Flaxen Hair.mp3.genesis
|| wildlife.wmv.genesis
|| EREL accdb.genesis
|| #EEE1 xlsx.genesis

|| %1 pptx.genesis

., & Feoocnoamrom]

E v =5 HRERRK

g

(1]
by

[ HELPLxt

|| Excell.xlsx.genesis

|| NETWORK pptx.genesis
|| You.txt.genesis

|| I docx.genesis

|| ERELaccdb.genesis

10. & genesis_en.exe 34 {7 15 § ** *! cmd.exe k4 {75 B4p £ -

Process Command
E genesis_enexe (1724) |"C:\Users\Ruby\Downloads'genesis_en.exe"

g cmd.exe (1856) cmd.exe /C ping 1.1.1.1 -n 10 -w 3000 > Nul & Del /f /q "C:\Users\Ruby\Downloads\genesis_en.exe"
¥ PING.EXE (2120) |ping 1.1.1.1 -n 10 -w 3000

(1) ping 1.1.1.1 —n 10 —w 3000 >Nul
BHEFFF FRATAWHE H 2 FmT  ping Cloudflare = Public DNS

A 1111 & @E v fi(echo)& Rfcp 2 10 - @ 2 & Bw fehdi

Shis
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(2) Del /f /q “C:\Users\Ruby\Downloads\genesis_en.exe”

EE I S Jﬂf ‘;QM% LT 0 ap ] fﬁ,i‘% genesis_en.exe °

dpw

%\\

?’2}]%-%- ﬁ;%;‘«ggi\..}u K/T‘ﬂ\_E/o
SR

> gi‘f"‘" IB;«»;’_qg—ﬁmF, ‘}l{‘]g'gi)ﬁ 4 — fﬁ%%ﬁj‘%;@:%

11.% genesis_en.exe #1715 > v § & 45 & 4 IHELPLtxte A 4c BiEfY >

2

Vil

_lock_XXX__ o 2

o~

v iT

54 A 4 IHELPLIXU 3t AL & p o #2315 lock XXX__§ i 4
Time of Day Process Name
47 11:11:38.6296411 Elgenesis_en.exe
47 11:11:38.6299692 Tlgenesis_en.exe
F4F 11:11:38.6306614 Llgenesis_en.exe
F4F 11:11:38.6315879 Llgenesis_en.exe

47 11:11:38.6317237 Llgenesis_en.exe

Path
C:\\Program Files
C:\\Users\Ruby'\Desktop\!HELP!txt
C:\\Users\Ruby'Desktop\!HELP!.txt
C:\\Users\Ruby'Downloads"_ lock XX¥__
C:\\Users\Ruby'\Downloads'_ lock XX¥__

PID Operation
1724 BhCloseFile
1724 BhCreateFile
1724 BhCloseFile
1724 BhCreateFile
1724 BhCreateFile

47 11:11:38.6321528 Tlgenesis_en.exe 1724 BhCreateFile D:\_lock XXX__
47 11:11:38.6323918 lgenesis_en.exe 1724 BhCloseFile D:Y_lock XXX__
47 11:11:38.6325457 Llgenesis_en.exe 1724 BhCreateFile D:\_lock XXX__
47 11:11:38.6326183 Llgenesis_en.exe 1724 BhCloseFile D:Y_lock XXX__
47 11:11:38.6327054 Elgenesis_en.exe 1724 BhCreateFile D:'HELP!txt
47 11:11:38.6329169 Llgenesis_en.exe 1724 BhCloseFile D:\'HELP!txt

12.4# 4R genesis_en.exe 4 & 4% %

A2

p

ABC.txt.genesis °

lock XXX

v 2 18 A 4 IHELPLIXt o £ 18

i A2 4o B ¥ 7 4v ¢ & & Documents 3R %

Bdete % % - BALE

Time of Day Process Name
B4 11:11:38.7333198 Algenesis_en.exe
4 11:11:38.7335742 Llgenesis enexe
% 11:11:38.7336017 Rlgenesis enexe
- 11:11:38.7336879 Elgenesis_enexe
k- 11:11:38.7336956 Elgenesis_enexe
4 11:11:38.7336980 1lgenesis_enexe
4 11:11:38.7337346 Llgenesis enexe
- 11:11:38.7337434 Elgenesis_enexe
- 11:11:38.7337607 Elgenesis_enexe
4 11:11:38.7338289 Llgenesis_en.exe
47 11:11:38.7340353 Llgenesis enexe
R4 11:11:38.7340864 lgenesis_enexe
- 11:11:38.7341491 Elgenesis_enexe
4 11:11:38.7341577 Elgenesis_en.exe
% 11:11:38.7341684 Llgenesis enexe
£ 11:11:38.7349332 Elgenesis enexe
- 11:11:38.7349831 Elgenesis_enexe
B4 11:11:38.7350562 Elgenesis_en.exe
4 11:11:38.7350640 %lgenesis enexe
% 11:11:38.7350670 Tlgenesis enexe
- 11:11:38.7351361 Elgenesis_enexe
B4 11:11:38.7351428 Elgenesis_en.exe
4 11:11:38.7351448 Llgenesis enexe
4 11:11:38.7352231 Llgenesis enexe
- 11:11:38.7352696 Elgenesis_enexe
- 11:11:38.7352793 Elgenesis_enexe
4 11:11:38.7352861 Llgenesis_en.exe
4 11:11:38.7353265 Llgenesis enexe
4 11:11:38.7353495 Elgenesis_en.exe
- 11:11:38.7355758 Elgenesis_enexe
4 11:11:38.7356015 Llgenesis_en.exe
4 11:11:38.7357408 Llgenesis enexe
47 11:11:38.7358383 %lgenesis enexe
- 11:11:38.7358605 Elgenesis_enexe
4 11:11:38.7358925 Algenesis_en.exe
4 11:11:38.7359614 1lgenesis enexe

PID Operation
1724 BhCreateFile
1724 BA\WriteFile
1724 B\CloseFile
1724 BhCreateFile
1724 BAQueryBasicInformationFile
1724 BhCloseFile
1724 BhCreateFile
1724 BhSetBasicInformationFile
1724 BhCloseFile
1724 BhCreateFile
1724 BA\WriteFile
1724 BhCloseFile
1724 BhCreateFile
1724 'ElQueryDirectary
1724 BhQueryDirectory
1724 BhCreateFile
1724 BhCloseFile
1724 BhCreateFile
1724 Bh\QueryNetworkOpenInformationFile
1724 BhCloseFile
1724 BhCreateFile
1724 BhQueryNetworkOpenInformationFile
1724 BhCloseFile
1724 BhCreateFile
1724 BhCreateFile
1724 BhQueryAttributeTagFile
1724 B\QueryBasicInformationFils
1724 BhCreateFile
1724 BhSetRenamelnformationFile
1724 BhCloseFile
1724 BhCloseFile
1724 BhCreateFile
1724 BhCreateFile
1724 BhQueryNetworkOpenInformationFile
1724 BhCloseFile
1724 BhCreateFile

Path
C:\Users\Ruby\Documents'__lock XXX__
C:\Users\Ruby\Documents\_lock XXX__
C:\Users\Ruby\Documents\_lock XXX__
C:\Users\Ruby\Documents\__lock XXX__
C:\Users\Ruby\Documents\__lock XXX__
C:\Users\Ruby\Documents\_lock XXX__
C:\Users\Ruby\Documents\_lock XXX__
C:\Users\Ruby\Documents\__lock XXX__
C:\Users\Ruby\Documents\__lock XXX__
C:\Users\Ruby\Documents\|HELP!txt
C:\Users'\Ruby\Documents\|HELPLtxt
C:\Users\Ruby\Documents\!HELPtxt
C:\Users\Ruby\Documents
C:\Users\Ruby'\Documents'*
C:\Users\\Ruby\Documents
C:\Users\Ruby\Documents\ABC.txt
C:\Users\Ruby\Documents\ABC.txt
C:\Users\Ruby\Documents\ ABC.txt
C:\Users'\Ruby\Documents\ ABC.txt
C:\Users'\Ruby\Documents\ ABC.txt
C:\Users\Ruby\Documents\ABC.txt
C:\Users\Ruby\Documents\ABC.txt
C:\Users'\Ruby\Documents\ ABC.txt
C:\Users'Ruby\Documents\ ABC.txt.genesis
C:\Users\Ruby\Documents\ABC txt
C:\Users\Ruby\Documents\ABC.txt
C:\Users\Ruby\Documents\ ABC.txt
C:\Users\\Ruby\Documents
C:\Users\Ruby\Documents\ABC.txt
C:\Users\Ruby\Documents
C:\Users\Ruby'\Documents\ ABC.txt.genesis
C:\Users'\Ruby\Documents\ ABC.txt.genesis
C:\Users\Ruby\Documents\ABC.txt.genesis
C:\Users\Ruby\Documents\ABC txt.genesis
C:\Users\Ruby'\Documents\ ABC.txt.genesis
C:\Users'\Ruby\Documents\ ABC.txt.genesis




) L LS iR o h2 ¢ < (TACERT)
Ne#7 TANet Computer Emergency Response Team

13.#-IHELP!.txt &2 — 4% 4c % 11 ABC.txt.genesis 4 % + & 1 ID Ransomware #*
Fop A AR ek SR RIH 5 LeakThemAll » @ T 22¥ ko4 B o v i
FELA4T? ~F AT AR RE - 2o g FROTREHRTAZER FF > T

i genesis_en.exe & gt ¥ ¥k oA A2 5

LeakThemaAll

© This ransomware is still under analysis.

Please refer to the appropriate topic for more
information. Samples of encrypted files and
suspicious files may be needed for continued
investigation.

dentified by

* ransomnote_filename: 'HELP! . txt

Not enough information is public about LeakThemAll. Please check back
later.

& would you like to be notified if there is any development regarding this ransomware? Click
here,

14. %t genesis_en.exe 47 3% p % 127 HEX 4 45 » #F 3L 7 IHELPLtxt (p % o

genesis_en.exe |

Cffset ANSI ASCII -
0008B340 t2 ~explorer).exef B Hello. If you are reading this, it means %o
0008B380 ur data is encrypted and your private sensivitive information wa
0008B3CO g stolen! Read carefully the whole instructions to avoid problem
0008B400 2 with your data. You have to contact us inmediately to resaolve
00088440 this issue and make a deal! TTIHARNING!!! DC HCT wmodify, renam
0008B480 e, copy or move any file. You can DAMAGE them and decryption wil
0008B4CO 1 be impossible! OC ROT use any third-party or public decryption
0008BS00 software, it also may DAMAGE files. There is CONLY CNE paossible
0008B540 way to get back your files. Do not waste your time, contact us
0008B580 and pay for special DECRYFTICH TCOOL. The tool is all you need. F
0008B5CO Or your guarantee wWe can decrypt 2 of your text or image files £
0008B&00 or free, as a proof that it works. Your network was fully CCMER
00086640 |OMISED! We can discuss how to secure it as a bonus. The data tha
0008B&80 t we gathered could be published in MASS MEDIA for EREAEING NEWS

0008B6CO ' If we make a deal everything would be kept in secret and all y
0008B700 our data will be restored. I could make them public them if you

0008B740 decide not to pay. Contact us inmediately: genesishelpfnail.ee

0008BTE0 genesishelplcock.li Your Personal ID: {{2}}:{{1}} o lock XX
0008BTCO |X__ G5,70G{§ * ,R*FE—:i¥9If pximc +k # 7 N12§ﬁ$LIC{;«|0f E

0008BE00 ' Qui*d 18] 9

15.7%_genesis_en.exe #2;% S HEX & 47 % 207 RIS I 0 324258 % € 17§

™

S FAL 4 PN % - NTUSER.DAT 2 @il & 5 .dll ~ lib ~ sys sl % e (3

dv i oo 4o AnyDesk(GEzE & o i A * ) AT E 5 g Aa By a9

R
=
=
;
o
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genesis_en.exe

Offsetc ANSI ASCII
0008AA80 | &,10g[3 4004TH ~31525)0 7 % genesis !HELP!.txt £ ($
0008AACO =8 = .*Users\\.*\\Microsoft Help$ .*Users\\.*\\Microsoft

0008RBO0 & .*Users\\.*\\Package Cachef .*\\ZnyDesk .*\\Commwon Files .
0008RAB40 | *\\Embedded Lockdown Manager .*\\Internet Explorer .*\\MSBuild
0008ABS80 .*\\Microsoft.NET .*\\Cray .*\\Reference Assemblies .*\\Win
0008ABCO dows Defender /.*\\Windows Defender Advanced Threat Protection

0008RCO0 | .*\\Windows Journal .*\\Windows Mail .*\\Windows Media Flayer

0008AC40 .*\\Windows Multimedia Platform .*\\Windows NT .*\\Windows Fh
0008ACE0 oto Viewer .*\\Windows Portable Devices .*\\Windows Security

0008ACCO | .*\\Windows Sidebar .*\\WindowsPowerShell C:\\ProgramData C:\
0008AD00  \Windows NTUSER\.DAT.* \.dl1l§ \.lib$ \.sys$ page.*\.sys sw
0008RD40 |ap.*\.sys* \.4dd$* \.4d1i$* \.accdb$* \.accdc$* \.accde$* \.accdr

{.7>7§ﬁ7) ZS%;EE% (Qz) » TestFiIeType >

r MAZERE ~ ZEEE ~ E= FEENR

zE EuEE Bl KN
1. AnyDesk

.. Common Files

|_| Chrysanthemum.lib 859 KB
|%| Desert.sys 827 KB
|| Koalalib 763 KB
|| NTUSER.DAT 758 KB
%) twain_32.dll 2019/12/7 T4 05:10 64 KB
) HELPLtxt 2020/12/10 F5 01:41 =3 2KB
|| AAAAA sgl.genesis 2020/12/10 T4 01:41 GENESIS 2% 1KB
|_| BBBBBB.rod.genesis 2020/12/10 T5 01:41 GENESIS 2% 1KB

- -
E v MAZESEE ~ ZEEE v E= HEERR

28 EXEH 1)

|| AaAAAsql 2020/12/10 £510:02  SQLEE 0KB
|| BBBBBB.rod 2020/12/10 F¥10:02 ROD &= 0KB
| ] cceccopt 2020/12/10 51003  OPTER 0KB
|1 DDDDDDDDDsis | 2020/12/10 £510:03  SISE= 0KB
|| dfsdfs.itdb 2020/12/10 F511:30  [TDB &= 0 KB
|| dsfsdfjson 2020/12/10 F511:31  JSON B= 0 KB
| | EEEEE.adb 2020/12/10 51003  ADBE= 0KB
|| FFkdb 2020/12/10 5 10:04 0 KB
| | GGG.hdb 2020/12/10 £%10:20 0KB
|| GGGHHJ json 2020/12/10 5 10:44 0KB
& py.exe 2017/10/3 T5 05:27 869 K8
%] twain_32.dll 2019/12/7 T4 05:10 64 KB

16. /4% 5% genesis_en.exe s HEX P % % LT B #r 7| en TR B AR &8 Foklph % ¥

» 2

RN L0 HRIEARN T L §IEF AP LT 3 A



genesis_en.exe

Cffset
0008RD0O0
0008RD40
0008ADED
Q008ADCO
Q008AEQD
0008AE40
0008AERD
Q008AECO
0008AFOO
0008RF40
0008AFSE0
Q008AFCO
0008B0O0O
0008B040
0008BOBO
0008BOCO
0008B100
0008B140
0008B180
0008B1CO
0008B200
0008B240
0008B280

0008B300
0008B340

\Windows NTUSERN.DAT.* %.d11% \.1ib% \.sy=sS5 page.*\.=zys 3w
ap.*\.sy=s* Y\ .4dd5* \.4dl5* \.accdb$* \.accdc5* \.accde$* \.accdr
&% \,acecdts® \.accfti® \.adbs* \.adef* \.adfi* \.adps* \.alfs*
.arm$* \.,arzf* \.ask$* \.bak$* \.bsonf* \.btrf* \,cat$* \,cdb$*

Y.ckp$* ‘.cma$* ‘\.cnf$* \.cpd$* \.cryptl2$®* \.crypt8%* \.crypt9$
* \ .dacpacf* \.dadf* \.dadiagrams$¥* % .daschema$* %.db%* \.db-shm
£* % .db-walf* “.db3&* % .dbc&* \.dbff* %\ .dbsf* “\.dbtf* \.dbwE* \.
dbx&* \.dcbf* ‘\.dct&* \.dcxE* \.ddls* \.dlis&+* \.dops* \.dpls* \
.dgy%#* % .dsk&* '\ .dsns* \ .dtsxs* \.dx1lS5* Y .ecof* \.ecxf* \.edbs*

\.epim&* \.fcdS* \.fdbS5* \_.ficS* \.fm5&5* \.fmpS* \.fmpl2s5* \.fmp
5158* % .fol$* \.fp3%* \.fp4s* “\.fp5%* \.fp78* \.fpts* \.frms* \.g
db$* \.grdb$* \.gwis* \.hdb%* \ . his$* \.ib%* \.ibc$* \.ibd$* \.i
bzf# N\ .idb%% \.ihx$* \.i=sm$* \.itdb$* \.itw$* \.jetf* \.j=sons¥* \
LJEXS* \.kdbS* \.kexi$* \.kexic$* \.kexis$* \.1df$* N\.lgcS$* N\.1lw
x5* \ . maff* \.magf* “\.marf* \.marshalf® “.mass* \.mavs* \.mdbs*

\.mdf£* \.mpd&* “\.mrgs* \.mud$* \.mwb&* \.mydE* \.myif* %\ .mysql$
* \.ndfs* \.nntf* \.nrmlib§* %\ .ns2$* \.n335* Y\ .n34§* Y .nsf§* \.n
wE* N\ .nv2s* \ _nwdb&* \ .nyEfS* \.odbS* \.opts5* \.oqy5* \.oraS* \.o
rxS* % _owcs* N\ .p96S* \.p975* \.pans* \.pdb5* \.pdm&* \.phlS* \.p
nz$* \.gbquery$* Y .qgry$* \.gvd$* \.rbf$* \.retd$* \.rod$* \.rodx
£% N\.rpd$* \.r=sdf* \.rulf® \.sal%* \.=sasTbdatf* \.sbfs* \.=scxi*

Y.=sdb%* \.=dcS* “.=dfS* \.sisS%* \.=pg$¥* “\.=gls* \.=glite$* \.=ql
ite38* “.sqglitedb$* \.sqr$* \.tef* \.teacher$® ‘.tmd$* \.tpsE* \
Ltref* trmE¥ \Ludb$* N\ udlE® L usrS¥ N\ ov12E* N\ .wisg* N\, wpd$®
vwEF N wdbE* N\ umdbE* N\ L wrkE* N\ .xdbE* N\, x1d$* \.zmlff$2 avchos
t2 “explorer).exef b Hello. If you are reading this, it means yo

GBI L BIAh - bk ALG A% genesis_en.exe 4r 0 TR 4 o

o Bl » TEBEE (D) » TestFileType »
— =
M MAZESE ~ ZEEE v == FEENR
£=44 x
. AnyDesk
. Common Files

|_| Chrysanthemum.lib 859 KB
|%| Desert.sys 827 KB
|| Koala.lib 763 KB
|| NTUSER.DAT 758 KB
%] twain_32.dll 64 KB
| THELPLtxt 2KB
|| AAAAA sgl.genesis 1KB
| | BBBBBB.rod.genesis 1KB
|| CCCCC.opt.genesis 1KB
|_| DDDDDDDDD: sis.genesis 1KB
|| dfsdfs.itdb.genesis 1KB
|| dsfsdfjson.genesis 1KB
| | EEEEE.adb.genesis 1KB
|| FFkdb.genesis 1KB
|| GGG.hdb.genesis 1KB
|_| GGGHHJ json.genesis 1KB
|| HKHKLH.4dl.genesis 582 KB
|| Hyd.accdb.genesis 758 KB
|| Hydaaaaa.accdc.genesis 763 KB
|_| Hydrangeas.his.genesis 582 KB
|| Lighthouse.mas.genesis 549 KB
|_| Penguins.4dd.genesis 760 KB
|| py-exe.genesis 860 KB
|| Tulips.jpg.genesis 607 KB
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: 4 #H1Tgenesis_en.exeRNMBIER

5 IE0Uemd.exe

1. 2 ADHCP (5.1)#¥113ping 1.1.1.1 —n 10 -w 3000 >Nu|
3BANASEER | pergemmemoRe
genesis_en.exe 4
(5.2)#1T
e ——
Del /f /g "C\Users\Ruby\
DHCP Server : i
(EASBEIED) NAS ¢ Downloads\genesis_en.exe”
23211 — (@RS gt iy . 4
1REHEBRFRY B#Mbrgenesis_en.exeXS
| TRERRMENASHIEE -
giizmiplmlgl'e—xrfil;(l)t—r\(/a;())oo -~ Nul BREANASIE _E{f#Egenesis_en.exe
(EEBEXZHHBZEREN KGR E
| —rimzeses

W > 1

Cloudflare Public DNS
1111

2 % jifeh B » DHCP #IRE -
z ﬁ’_DHCP i;ﬁ;%_{» Léif_ _ fl}rl,g%fu o

7 % 5 ~ NAS I F i@ & & 425% genesis_en.exe T NAS -

H W e

3 {7 genesis_en.exe & {THH R 4 B ITE o

(gl & g LA 4 lock XXX__ 2 # & 2 IHELPLixt - )

S. #fedcmdexe k{7 A Bip 4
(5.1)#4 = ping 1.1.1.1 —n 10 -w 3000 >Nul AR
(5.2)#4 7 Del /f /q “C:\Users\Ruby\Downloads\genesis_en.exe” k # 'J“$
genesis_en.exe & 5 (i i ¥u7 € # 7 #@ % FALTRAIF ARULT o AR AR
% genesis_en.exe ° ) o

6. =%+ ping.exe %4 7(5.1)

(AR FH2 TR F F 2 FnT™ » ping Cloudflare = Public DNS -

#1111)-
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7.

=

d 3@z 2R NAS P A% 52 F X% » NAS & ¥ + i# genesis_en.exee
(FINASH B FE AT 'L FHEEEX 52 IR A FTRABREE - =

Pl 230 E )

1. :f# #74 M LeakTheMall 34 % 548 (= % LeakThemAll) £ - &7 424
Tpd o % L R 21 | Amigo-A # R o

BlGenz i glgh L @ L ez crypt ~ .montana £ .beijing > & B iTRT

N
i

A % A @l F & S_genesis o

3. P2 %A 4 .genesis {7 1 e v %A% % b ¢ ping Public DNS i # 1.1.1.1
K R A ME Bkl > YT RITERSEE R E“M“,f *E oo

4. v ¢ ¥ & C:\ProgramData 74 % p i < F) 2 ¥ 3 4% & < Personal ID #%

5. 4t BiBATY TR T A g R A L lock XXX 2 1
# 4 IHELPLtxt -

6. genesis_en.exe *t NAS F sz = B L4 R 2 14 > Jp|Z 27 o Fl 4
NAS H TR T U~ 2B 5T 4 5K xR F > BRES -
PR AR L BEL 4B Bt BN NAS .

4 3p2

‘"IH

1. ;21}%% = lﬁ#”ﬁim % ~NTUSER.DAT £ &4 & = .dll~ lib~ .sys
ERWMFGANDLE > P L LHE PAAIEEAYRRT AR R o

8. ZpAATNPN - B FRAAN S FTEME Y DR L HRIIAES T
FIOF LB AT 5 bR c BERIK R T AR
genesis_en.exe 4v % > ¥ L F % °

9. $2 B RpA DIEH LT T ERETRE > 2R NAS chy 2

S LI
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(LRGP F B R R KRR -

(2)EH? LELFHF? P RiReDihk -

(3)#F - NAS P enF L &3k 5 3 8 i i at s o
(4.) %8 T 37 NAS ehig 48 425 o

B3 7 & * BB K IE 8 %45 H 12 NAS
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