TLP :WHITE

* % % Phobos 2 874
eking & $73F £

AT AR S B2 o B (TACERT) %
2020 # 11



A i 5 e i b 5 h0D ¢ (TACERT)
‘r' TANet Computer Emergency Response Team

N -3 G
1. 2020/10/20 A B[ 52 4 52 88 A3 5 3 £ - @ 2020/10/24B § ¢ 3
26 2PC 4 FRES A NASE A # 2 pd F & o 5 TACERT fe il

Wipd BEACE AL # ¥ % i+ Phobos chi7# fép + eking

no

Phobos % {85 4 eking ¥ i i B fed) g 20 & chrig i Word A fcd- B & = 5

TR AP RE

3. BB Y FREHNT FRAPIRET R * - BRFEERBY > o @l
R R P NAS FAL A L RS A B R RH 4 B R
g g -

4. %7 fazz¥ & m4 Phobos #1505 3 4 e {7 iw fasc ¥ 7 3 TACERT B~ 9 5

AR EAH -

N i 1% Jfﬁ /PIJ

Lok % - SHPRERFHAWINTI2 =i 4h £ R7pd %+
6e9c9b72.exe (MD5: bel3334c44f2e0331a6d1d6460ff9359) -

2. 4 6e9cob72.exe 4 {7 {5 HF M T AR %

(1) B 4477 ¢ s Office & 7| B ARASA M B o

BER EEO BEV) FBW 2HH
ERE |Ele | BE | wx | #heoE | ERE]

-

Tif $RAE
DB iccess (EERLRR. . BATTP
n BiTh

[ElCnellote: TFROEE... BT
mﬂOuﬂnok Today - ... #iTH

. BT
. BT
, Tool: it
L FE TP

EEISzi - Word (. BAET
[FIEARED1 - Publis..  £4IT
[EiEE#L - Bel .. BT
I (S Onellote  #AITH
[ 7481 - PowerPod... BA4T

(2) R AFA R A F S G LT 0 BT L RAEREE D L S




BN f 95 e B 5 48 &2 ¢ w (TACERT)
‘I-r TANet Computer Emergency Response Team

% desktop.ini % = .eking #% 15 B2 o1 ) kR %

O TEERESERSZIE N X
EEVERSER  BE-TEEETER -

]
2 v ERE » DVDRWEZHE(E)
—
- EmE AR BEE=E
« BECEZREFEAIIEE (1)
@ desktop.ini.id[BCBF3005-2987].[wiruxa@airmail.ccl.eking 2020/11/5 F5 0345 EKING EE

(3) 13 Windows F# L # e B B e 4 o

W BEEX Windows [ K% .
%Y \Windows FE X ECES c £—TLEHRE

(4) 1134 B encrypted A% 3tk & o

encrypted _n

n

Ii All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail wiruxa@airmail.cc
Write this ID in the title of your message 8C8F9005-2987

In case of no answer in 24 hours write us to this e-mail: yongloun@tutanota.com or anygrishevich@yandex.ru

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the tool that wil decrypt al your files.

Free decryption as guarantee

Before paying you can send us up to 5 fles for free decryption. The total size of fles must be less than 4Mb (non archived), and files should not contain
wvaluable information. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy biccoins is LocalBitcoins site. You have to register, click 'Buy bitcoins’, and select the seller by payment method and price.
https://localbitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:

http://vwaw. coindesk. com/information/hovi-can-i-buy-bitcoins

Attention!
» Do not rename encrypted files.
« Do not try to decrypt your data using third party software, it may cause permanent data loss.

« Decryption of your fles with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.
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Microsoft Office 2013

|| Access 2013.Ink id[8C8F3005-298"

|_] Excel 2013.Ink.id[8C8F9005-2987]
_| InfoPath Designer 2013.Ink.id[8C8
|_| InfoPath Filler 2013.Ink.id[8C8

|_] Lync 2013. lnkld[BCSFQOI
|_| OneNote 2013.Ink.id[8
|| Outlook 2013.Inkid[8C8 3.00 KB

2020/

|| PowerPoint 2013.Ink.id[§ |£22H 55: 2020
|| Publisher 2013.Ink.id[8C8F3005-2¢
|| SkyDrive Pro 2013.Ink.id[8C8F900"
|| Word 2013.Ink.id[8C8F3005-2987 |
| | #32Z OneNote 2013.Ink.id[8C8F| _
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[ info.hta 5 KB
|| config.sys.id[8C8F9005-2987].[wiruxa@airmail.cc].eking 1KB
|| autoexec.bat.id[8C8F9005-2987].[wiruxa@airmail.cc].eking 1 KB
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PHTALD of your files are encrypted!!!
To decrypt them send e-nail to this address: wiruxa@airmail.cc.
If we don't answer in 24h., send e-nail to this address: yongloun@tutanota.com or anyerishevich@yandex.ru
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All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail wiruxa@airmail.cc

n

All your files have been encrypted!

Write this ID in the title of your message 8C8F9005-2987

In case of no answer in 24 hours write us to this e-mail: yongloun@tutanota.com or anygrishevich@yandex.ru
You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the tool that wil decrypt all your fies.

Free decryption as guarantee

Before paying you can send us up to 5 fies for free decryption. The total size of files must be less than 4Mb (non archived), and fles should not contain

valuable information. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins

The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click ‘Buy bitcoins', and select the seller by payment method and price.

https://localbitcoins.com/buy bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:

http://wwiw. coindesk. com/information/how-can--buy-bitcoins/

Attention!

» Do not rename encrypted files.

+ Do not try to decrypt your data using third party software, it may cause permanent data loss.
+ Decryption of your fles with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.
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Process
-2 6eacab72.exe (4772)
= % 6e9c9b72.exe (4808)
=2 6e9cab72 exe (5432)
1. = 8 cmd.exe (5540)
# “vssadmin.exe (5728)
WMIC.exe (5852)
bededit.exe (5888)
bcdedit.exe (5896)
# " wbadmin.exe (5908)
2- = 3% cmd.exe (5548)
£ " netsh.exe (5720)
¥ “netsh.exe (112)
imshta.exe (3748)
™ mshta.exe (376)
™ mshta.exe (3376)
imshta.exe (2944)
4_ =) 3% cmd.exe (220)
# “vssadmin.exe (3104)
@ WMIC.exe (1176)
# " bcdedit.exe (4308)
¢ " bededit.exe (4296)
# “wbadmin.exe (2700)

#

Image Path
C:\Users\Ruby\Downloads\6e9c9b72.exe
C:\Users\Ruby\Downloads\6e9¢c9b72.exe
C:\Users\Ruby\Downloads\6e9cSb72.exe
C:\Windows\system32\cmd.exe
C\Windows\system32\vssadmin.exe
C:\Windows\System32\Wbem\WMIC.exe
C:\Windows\system32\bcdedit.exe
C:\Windows\system32\bcdedit.exe
C:\Windows\system32\wbadmin.exe
C\Windows\system32\cmd.exe
C:\Windows\system32\netsh.exe
C:\Windows\system32\netsh.exe
C\Windows\System32\mshta.exe
C:\Windows\System32\mshta.exe
C:\Windows\System32\mshta.exe
C:\Windows\System32\mshta.exe
C:\Windows\system32\cmd.exe
C\Windows\system32\vssadmin.exe
C\Windows\System32\Wbem\WMIC.exe
C:\Windows\system32\bcdedit.exe
C:\Windows\system32\bcdedit.exe
C:\Windows\system32\wbadmin.exe

Command

"C:\Users\Ruby\Downloads\6e9c9b72.exe"
C:\Users\Ruby\Downloads\6e9c9b72.exe
"C:\Users\Ruby\Downloads\6e9c9b72.exe"
"C:\Windows\system32\cmd.exe"

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bededit /set {default} bootstatuspolicy ignoreallfailures
bededit /set {default} recoveryenabled no

wbadmin delete catalog -quiet
"C:\Windows\system32\cmd.exe"

netsh advfirewall set currentprofile state off

netsh firewall set opmode mode=disable
"C:\Windows\System32\mshta.exe" "C:\Users\Ruby\Desktop\info.hta"
"C:\Windows\System32\mshta.exe" "C:\users\public\desktop\info.hta"
"C:\Windows\System32\mshta.exe" "C:\info.hta"
"C:\Windows\System32\mshta.exe" "D:\info.hta"
"C:\Windows\system32\cmd.exe"

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bededit /set {default} bootstatuspolicy ignoreallfailures
bededit /set {default} recoveryenabled no

wbadmin delete catalog -quiet
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(1) cmd.exe %

wbadmin.exe k34 7 £
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¢ v* =1 vssadmin.exe ~ WMIC.exe ~ bededit.exe &

= §§§cmd exe (5540)

C\Windows\system32\cmd.exe
C:\Windows\system32\vssadmin.exe

C:\Windows\System32\Whem\WMIC.

C:\Windows\system32\bcdedit.exe
C:\Windows\system32\bcdedit.exe
C:\Windows\system32\wbadmin.exe

"C:\Windows\system32\cmd.exe"

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bededit /set {default} bootstatuspolicy ignoreallfailures
bcdedit /set {default} recoveryenabled no

whadmin delete catalog -quiet

exe

g

3
TS

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

SEE IR

bcdedit /set {default} bootstatuspolicy ignoreallfailures

bcdedit /set {default} recoveryenabled no
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wbadmin delete catalog -quiet
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(2) cmd.exe #

et e netsh.exe k77 £ #7177 5 o

] 2 cmd .exe (5548)
# " netsh.exe (5720)
#  netsh.exe (112)

C\Windows\system32\cmd.exe
C:\Windows\system32\netsh.exe
C:\Windows\system32\netsh.exe

"C\Windows\system32\cmd.exe"
netsh advfirewall set currentprofile state off
netsh firewall set opmode mode=disable

L
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netsh advfirewall set currentprofile state off

BEERE i ey LG

netsh firewall set opmode mode=disable
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(3) #4 7 mshta.exe B kx4 o &2 C:\ ~ D:\p 74 i info.hta %7 & 4§ % -
5i“ﬁmshta‘exe (3748) C:\Windows\System32\mshta.exe "C\Windows\System32\mshta.exe" "C:\Users\Ruby\Desktop\info.hta"
i”fjmshta.exe (376) C:\Windows\System32\mshta.exe "C\Windows\System32\mshta.exe" "C:\users\public\desktop\info.hta"
fijmshta.exe (3376) C:\Windows\System32\mshta.exe "C\Windows\System32\mshta.exe" "C\info.hta"
?:ﬁmshta.exe (2944) C:\Windows\System32\mshta.exe "CA\Windows\System32\mshta.exe" "D:\info.hta"

(4) £ =<3 7 cmd.exe =¥ #* vssadmin.exe ~ WMIC.exe ~ bcdedit.exe &

wbadmin.exe -
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() &8 cmd.exe (220) C\Windows\system32\cmd.exe "C\Windows\system32\cmd.exe"
@ “yssadmin.exe (3104) |C:\Windows\system32\vssadmin.exe vssadmin delete shadows /all /quiet
;%?WMIC.exe (1176) C\Windows\System32\Wbem\WMIC.exe wmic shadowcopy delete

bededit.exe (4308) C:\Windows\system32\bcdedit.exe bededit /set {default} bootstatuspolicy ignoreallfailures
bededit.exe (4296) C:\Windows\system32\bcdedit.exe bededit /set {default} recoveryenabled no
whadmin.exe (2700) |C\Windows\system32\wbhadmin.exe whadmin delete catalog -quiet
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|| Excellxlsx.id[8C8F9005-2987].[wiruxa@airmail.cc].eking 2020/11/5 F5 03:44 10KB
|| NETWORK pptx.id[8C8F3005-2987].[wiruxa@airmail.cc].eking 2020/11/5 T5 03:44 34 KB
|| IBE . docx.id[8C8F3005-2987].[wiruxa@airmail.cc].eking 2020/11/5 T5 03:44 12 KB
| E#E1 accdb.id[8C8F9005-2987].[wiruxa@airmail.cc].eking 2020/11/5 T4 03:44 433 KB
| | You.txt.id[8C8F3005-2987].[wiruxa@airmail.cc].eking 2020/11/5 5 03:44 EKING % 1KB
I || This is a test.docx.id[8C8F9005-2987].[wiruxa@airmail.ccl.eking  2020/11/5 T4 04:44  EKING 7“:2 871KB
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Image Path Timestamp
2020/11/5 T4 03:45
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Phobos

© This ransomware has no known way of decrypting
data at this time.

It is recommended to backup your encrypted files, and
hope for a solution in the future.
Identified by

* ransomnote_email: wiruxa@airmail.cc

* sample_extension: .id[<id>].[<email>].eking

* ransomnote_filename: info.txt

* ransomnote_keyword: !!!All of your files are encrypted!!!
* sample_bytes: 2x00 metadata divider

* custom_rule: Padding and metadata offset verified
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5 8 (1) s8engines detected this file
172
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1.07 ME 2020-11-05 07:22:24 UTC

dd955 .
° Size amoment ago

be13334c4412e0331a6d1d6460ff935%.exe

E16e9c9b72.exeffjjahash{&

x  Community s el
Ad-Aware (D Trojan.GenericKD.438165%6 AegisLab (D TrojanWin32.Cossta.4lc
AhnLab-V3 (@ Trojan/Win32 Ransomware.C4197397 Alibaba (@ Trojan:Win32/Cossta.41e0f057
AlYac (D Trojan.Ransom.Phobos Antiy-AVL @ Trojen/Win32.Cossta
SecureAge APEX (@ Malicious Arcabit (D Trojan.Generic.029C9694
Avast (@ Win32:Trojan-gen AVG (D Win32:Trojan-gen
Avira (no cloud) (D HEUR/AGEN.1138446 BitDefender (D Trojan.GenericKD.43816596
BitDefenderTheta (D Gen:NN.ZexaF.34590.evW@amNOD@.. Bkav (O W32AlDetectVM.malware1
Comodo @ Malwere@#18d95i8wnlet2 CrowdStrike Falcon () Winimalicious_confidence_100% (W)
Cybereason (@ Malicious.0a8b59 Cylance (D Unsafe
Cynet (@ Malicious (score: 100) Cyren (O Wa2/Trojan SUFF-1742
DrWeb (D Trejan.MulDrop13.64400 Elastic Q@ Malicious (high Confidence)
Emsisoft (D Trojan.GenericKD.438165% (B) eScan (D Trojan.GenericKD.43816596
ESET-NOD32 (D AVariant Of Win32/Kryptik HGMS F-Secure (D Heuristic HEURIAGEN.1138446
FireEye (D Generic.mg.be13334c4412¢033 Fortinet (D W32/Phobos HGAF!tr.ransom
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GData @ Trojan.GenericKD.438165%96 Gridinsoft (1) RensomWin32.Wacatac.ca
Ikarus @ Trojan.SuspectCRC Jiangmin () Trojan.Cossta.ahj

K7AntiVirus (@ Trojan (0056e3901) K7GW @ Trojan (0056e3901)

Kaspersky (D TrojanWin32.Cossta.anci MAX (O Malware (ai Score=100)
MaxSecure @ Trojan.Malware.106601437.susgen McAfee @ W32/PinkSbot-HD!BE13334C44F2
McAfee-GW-Edition @ BehavesLike Win32.Generic.tz Microsoft @ Ransom:Win32/Phobos!MSR

NANO-Antivirus

Panda

(1) VirusWin32.Gen.ccmw

Palo Alto Networks

Qihoo-360

@ Generic.ml

() Tr/CLA 1) Gener alware.
Rising (D Trojan.Generic@ML.87 (RDMK:qus9GO Sangfor Engine Zero (O Malware

SentinelOne (StaticML) (1) DFI - Malicious PE Sophos AV (O MalEncPk-APW
Sophos ML (O MaliGeneric-R + Mal/EncPk-APW Symantec @ Trojen Horse
Tencent (D Win32Trojan Cossta.Pgep TrendMicro (D TROJ_FRS.(
TrendMicro-HouseCall (@ TROJ_FRS.ON; VBA32 (D Trojan.Cossta
VIPRE (@ TrojanWin32.Generic!BT Webroot (@ wazMalware.Gen
Zillya @ Trojan Kryptik Win32.2537744 Zor\eA\arm by Check @‘ Trojar
Point
DrWeb vxCube (i) MALWARE Lastline (i) MALWARE RANSOM TROJAN
Yomi Hunter (D MALWARE Acronis @) Undetected
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9. £ 4417 cmd.exe
(1) s {5 vssadmin.exe £2 WMIC.exe R #1%z ¥+ &l £
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(3) #4 = wbhadmin.exe %M"f B> P 4k o
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