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Process Command
- ¥ ©58e923ffexe (1936) "C:\Users\Mark\Downloads\58e923ff.exe"
(= . explorerexe (2372) "C\Windows\explorer.exe"
B explorer.exe (3376) "C\Windows\explorer.exe"

" “vssadmin.exe (2068) |C:\Windows\system32\vssadmin.exe delete shadows /all /quiet
F ,notepad exe (8028) C\Windows\system32\notepad.exe "C:\Users\Mark\Desktop\90670-Readme. txt"

“vssadmin.exe (6644) C:\Windows\system32\vssadmin.exe delete shadows /all /quiet

WAL 80k Sosar 0 3 TR explorer.exe(2372)#, i pF CPU 7% #-:7 80% o
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Totals CPU Topology
Handles 12,012 Context Switch Delta 1,541 Cores 2
Threads 459 Interrupt Delta 155 Sockets 1
Processes 39 DPC Delta 98
[ show one graph per CPU
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|| 90670-Readme.txt 2020, 09:54 2KB
|| ABC.txt.mailto[kkeessnnkkaa@cock [i].90670 2018, 3:17 1KB
|| Docl.docx.mailto[kkeessnnkkaa@cock 1i].90670 2018/, )3:18 871 KB
|| Koala.jpg.mailto[kkeessnnkkaa@cock 1i].90670 2009/7, 2:52 763 KB
|| Maid with the Flaxen Hair.mp3.mailto[kkeessnnkkaa@cock [i].90670  20( 2:52 4,018 KB
|| wildlife.wmv.mailto[kkeessnnkkaa@cock 1i].90670 2( 2:52 25,632KB
|| ERE1 accdb.mailto[kkeessnnkkaa@cock 1i].90670 3:21 1,069 KB
|| BEEE1 xsxmailto[kkeessnnkkaa@cock 1i].90670 3:19 250 KB
|| 8381 pptx.mailto[kkeessnnkkaa@cock 1i].90670 3:19 800 KB
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™ 90670 Readme b
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Your fileg are encrypted. -
411 encrypted files for thiz computer has extenzion: 90670

[f for mome reason vou read thiz text before the encryption ended,

thisz can be understood by the fact that the computer slows down,

and wour heart rate haz increazed due to the ability to turn it off,

then we recommend that vou move away from the computer and accept that vou have been
compromiged,

rebooting/zshutdown will cauze vou to lose files without the poszibility of recovery and
even god will not be able to help vou,

it could be filez on the network belonging to other uzers, sure vou want to take that
regponzibility?

m

Cur encryption algorithme are very strong and vour files are very well protected, vou
can't hope to recover them without our help.

The only way to get vour files back iz to cooperate with uz and get the decrypter
program.

Do not try to recover your fileg withont a decrvpt program, vou may damage them and
then they will be impozeible to recowver.

Te advize vou to contact us as soon as possible, otherwize there iz a possibility that
vour files will newver be returned.

For us thiz is just business and to prove to you our seriousness, we will decrypt vou
gone Tiles for free,

but we will not wait for vour letter for a long time, mail can be abused, we are noving
on, hurry up with the decizion.

Contact ug:
. kkeessnnkkaa@cock. 1i
2. hhaaxxhhaaxz@tota. io

Don't forget to include wour code in the email:
{code_ 3451 15fb_20670:
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W=7 19%beeCylbelnMGY T34 v jEenZublxc 7D nulpopCQE i
3+ EJBETEEGuH Sw f 0zd jCEvEERD2ONG2 iV+Z0ehLzbEkTAe 1447
gic189a0ehplfhj g9ECHCo V22l StuT M v2SP /e qDOR vxknl

vE+qelltelqqBOSHUEQCTDEhHelN cPvb j A=} -
-_——
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@ This ransomware is still under analysis

Please refer to the appropriate topic for more
information. Samples of encrypted files and
suspicious files may be needed for continued
investigation.

Identified by

* ransomnote_filename: 98670-Readme. txt
» sample_extension

mailto[<email>].<id>

Click here for more information about Netwalker (Mailto)
& Would you like to be notified if there is any development regarding this ransomware? Click
here.
1. % Iﬁ 2 Virustotal #&p] » 2 E g 6] % 58/70 » m ® % 7Jr & = 2 12 Mailto
# Netwalker & 7 o
5 8 O 58 engines detected this file
/
f?giéi? 58fb5aecd293b7a0e0d305296110b83c6e270786edccdfea 9 PO KB 20’20 02-09 12-45:29 UTC
Size 1 minute ago
. wwilww.vexe
Community PEXE
Score
Acronis O Suspicious Ad-Aware @ Trojan Ransom Netwalker. A
AhnLab-V3 O Malware/Win32.Ransom.C3552620 Alibaba O Trojan-Win32/Nemty.03bbea72
AlYac () Trojan.Ransom Mailto SecureAge APEX @ Malicious
Arcabit O Trojan.Ransom.Netwalker A Avast @ Win32:RansomX-gen [Ransem]
AVG O Win32:RansemX-gen [Ransom] Avira (no cloud) @ TR/Crypt XPACK Gen
BitDefender O Trojan.Ransom.Netwalker. A BitDefenderTheta @ Al:Packer FE8SF44B1D
CAT-QuickHeal O Ransom.Mailto.P5 Comodo @ Malware@s#r71gacfSdc1h
CrowdStrike Falcon Q Win/malicious_confidence_100% (W) Cybereason O Malicious. bf166f
Cylance @ Unsafe Cyren (_I) W32/Ransom. TDYK-35.
DrWeb O Trojan.Encoder. 2999 Emsisoft @ Trojan.Ransem Netwalker.A (B
Endgame O Malicious (high Confidence) eScan O Trojan.Ransom Netwalker. A
ESET-NOD32 O AVariant Of Win32/Filecoder NXP F-Prot @ W32/Ransom.MG.gen!Eldorade
F-Secure O Trojan. TR/Crypt XPACK.Gen FireEye O Generic.mg.73de5babf166f28d
Fortinet @ W32/Filecoder NXPltr.ransom GData O Trojan.Ransom.Netwalker. A
4
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Ikarus 1) Trojan-Ransom FileCrypter Jiangmin (D Trojan DelShad rv

K7AntiVirus (D Trojan (005573071 ) K7GW (D Trojan (005

Kaspersky (1) HEUR:Trojan.Win32 DelShad.vho MAX (D Malware (ai Score=100)
MaxSecure @ Trojan.Malware 74665432 susgen McAfee Q) Ransom-CWalll73DESBABF 166
McAfee-GW-Edition @ BehavesLike.Win32 Downloader.nh Microsoft \D Trojan-Win32/Nemty. PDIMTB
NANO-Antivirus (D) Virus.Win32.Gen.ccmw Palo Alto Networks Q) Generic.ml

Panda @ TiiCLA Qihoo-360 (O Win32/Trojan 681

Rising @ Ransom.Mailto!1.BC36 (CLASSIC) SentinelOne (Static ML) Q) DFI - Suspicious PE

Sophos AV @ Troj/Ransom-FVD Sophos ML @ Heuristic

Symantec @ Downloader Tencent @ Win32.Trojan.Filecoder Aisk
Trapmine @ Malicious.high.ml.score TrendMicro @ Ransom Win32.MAILTO.AB
TrendMicro-HouseCall .@ Ransom.Win32 MAILTO AB VBA32 (D BScope. TrojanPSW.Spy

VIPRE @ Trojan.Win32.Generic!BT ViRobot @ Trojan.Win32.Z Filecoder.96256.B
Webroot (D W32Trojan.Gen Yandex (D Trojan DelShad!

~FEEE LT R
3 MR TEAS

Vssadmin.exe

| BEEBLE - (Sat
Eab=:]
BB SR T e o e

L OEETIEER 4 BARGGHRBANS
RBHRBE | | Mailto

Ransomware =
58e923ff.exe

' notepad.exe

explorer.exe
: (9028)

(2372)

( B

L2

BRI E
Password
Spray attack

.......................... i

vssadmin.exe
(2068)

explorer.exe
(3376)

3.MBEFEIA
1. 2% @& % R HroF 230k R4 A 202 2 1473 Mailto T o

2. 7 EBpCEBAABER A Mailto i d 0 R R R



A ¢ i 5 AL ¢ o (TACERT)
N§97 TANet Computer Emergency Response Team

3. Mailto Ji +% ¢! explorerexe %34 {7 vssadmin.exe » 12 #] f + @A o

4. 4c%is o efed notepad.exe k B frEs ki Arid o

1. Mailto #+ % 4 0 R F PR ERRZ A o
2. vEEsHLEE ?T%%F%Féefjﬁﬁié LHEFhFERELE TS /B
T HFA AR LIPS
3. Fﬁ)‘} EN R R 290 SRR ok TP AV @’ﬁgj NP IREIE R A
TP AR
4. Mailto 4 § 2R TE ERSEF A e RHFEIERF B
5. B+t Mailto i B E RIS 0§ T I SRR
(D) (A # e R4/ X2 LPFE -
(2) BAtAERN R (TE & B o
(3) = Hp i (> AL o
(4) Frfgm FEMEPNF o
(5) 4 ie 7 3:
Mg A L RC] RN s 4 B e iR A 0 e RTr 2 B el 1 o

i A BRI R R R A R TR AR -

~ AP B3R E

1. Advisory 2020-003: Mailto ransomware incidents
https://www.cyber.gov.au/threats/advisory-2020-003-mailto-ransomware-incidents

2. Toll Group hit by "new variant" of Mailto ransomware
https://www.itnews.com.au/news/toll-group-hit-by-new-variant-of-mailto-ransomwar

e-537537



