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\Windows\system32\drivers\vdrvroot.sys
\Windows\System32\drivers\partmgr.sys
\Windows\system32\DRIVERS\compbatt.sys
\Windows\system32\DRIVERS\BATTC.SYS
\Windows\system32\drivers\volmgr.sys
\Windows\System32\drivers\volmgrx.sys
\Windows\system32\drivers\intelide.sys
\Windows\system32\drivers\PCIIDEX.SYS
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\Windows\system32\drivers\l1si_sas.sys
\Windows\system32\drivers\storport.sys
\Windows\system32\drivers\msahci.sys
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To return to your computer, press Ctri+Alt.
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Hello! Tour all your files are encrypted and only [ can decrypt then.
Contact me:

[— |

doctor6fbimail.fr or doctor666@cock.li

Write me if wou want to return your files - I can do it wery quickly!
The header of the letter must contain the extenzsion of the encryptor.
Attention!!!!

Do not rename encrypted files. Ton may have permanent data lozs.

To prove that I can recover vour files, I am ready to decrypt any three files {lezs than 1Mb)
[for free (except databases, Excel and backupz)

hurry up!
DU If wou do not email me in the next 48 hours then vour data may be lost permanently ! 1!
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KB4463527 exe (3512)
cdedit.exe (2464)

& % shutdown.exe (284)
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"C\Users\Mark\Downloads\KB4463527 exe”
c\windows\System32\bcdedit.exe /set [current} safeboot minimal
bededit /set [current] safeboot minima

shutdown /r /ff /t 00
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swenum ab|(3E=E) REG_SZ (EE=ET)
sWpny ab]| DisplayName REG_SZ This service make backup copy every day
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Y . ab|lmagePath  REG_EXPAND.SZ  CiUsers\ \KB4463527.exe is auto-started
TabletlnputService XS
3 S ab|ObjectName REG_SZ LocalSystem
TapiSrv X
T8S %) Start REG_DWORD 0x00000002 (2)
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Microsoft Windows [HE
Copyright <c> 2009 Microsoft Corporation.

C:“Users Mark>sc start SuperBackupMan

SERUICE_MAME: SuperBackupMan

All rights reserved.

TYPE
STATE

18 WIN32_OWN_PROCESS
2 START_PENDING
(NOT_STOPPABLE,. NOT_PAUSABLE.

IGNORES _SHUTDOWN>

(AxB>
(Ax8>

WIN32_EXIT_CODE a
SERVICE_EXIT_CODE a

CHECKPOINT
WATT _HINT
PID

FLAGS

C:Users Mark>_
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.rdata:@B5CC628
.rdata:885CC620
.rdata:@e5CcCce20
.rdata:885CC6208
.rdata:885CC620
.rdata:@B5CC628
.rdata:885CC620
.rdata:@e5CCc620
.rdata:885CC620
.rdata:885CC620
.rdata:@B5CC628
.rdata:885CC620
.rdata:@e5CCc620
.rdata:885CC620
.rdata:885CC620
.rdata:@B5CC628
.rdata:885CC620
.rdata:@e5CC620
.rdata:885CC620
.rdata:885CC620
.rdata:885CC6208
.rdata:885CC620
.rdata:@e5CC620
.rdata:885CC620
.rdata:885CC620
.rdata:885CC6208
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.rdata:@e5CC628

-rdata:@A5CCH20 aBeginPgpPublic db *-—--——- BEGIN PGP PUBLIC KEY BLOCK----—- ‘., 8Ah

db Bih

db "mOEHBF2aIIIBCADBNGBSGZzDul15FinkzpnpCzHhbD jUQ74Rq7irrPEQYL1S0owsX]"
db ‘n4@SUd/xnwCNeoHiA2feLPN+fs9cPASSGRQd6FRDGCANFEESJELrSNi0B4iU+HFe®
db */RRHOBVEe63MWTuoA3kSqubupajPesXBtINF+4F2¥hkhRyHGUUoj1ePc1F2Knheg”
db " 4JusRullgV/y0y3Hs FURb7BLLEDYBCaRMKuXa7Doo3mHD9FsuITH/MbFLAZ2Y27 ab5 "
db *mNY/Ehg5JAbF 3Un7 jSFcRcBYEwu4571P0T4HuyZaCpn3L /SA/BFUGtoUZeapxncy
db "Em?54509pyuGJyJc6XMbYH+7FHUH1K:ysUzXABEBAAGBFH11YnBzbGpmeHJ1dmdu *
db "d2FBZG16iQFUBBHECAA+FiEEAaFwnu8Dq/zRUBdiEqGugbED/YyBFAL2al 11 CGWHF "
db ‘COPCZwAFCwk IBwIGFQoJCASCEBYCAWECHQECFU4AACQROEqQGugbED/Y3FBgF/ayin’
db "A31I1lxasEmsqUyU+qTH5i%yi3sG6ItdrQDEDqnxBex7 BcmX11A+HJ03UjRIVEGE
db 'h7rCulfbxH5r8j9Ga/Uuci5doTQPhSaBCcodloWzukyénytFiHhNUhNRZ31WASek"
db ‘ySawPaZkmguwAB5n8b084 ] d2y3nlSKpHES BguwbdWBHBHYMF tqpyHFUNZTXCkYhAT+"
db ‘wGd5NxZtzUB+awx6nZjqrQeVlaKu7hLKSWHPQOKYP jUmB+3YUAOSDO718p2Z2oL5R"
db zyUkaXWiC3qu0xU0zRZKZKEx/VUJu199zgupdd3V7nZeFC6W32v2anju015yCaooa’
db "dnKGuwp?Y3X+18DXP tbkBDORdMiCCANQAL3ATiseTovdZe?SCHHO B/ MX8 BdkAjqhs
db ‘' 4bKSWH2YCFifzZmISANSfzxzUcSAeTFxyUSLEFhFSUSJHZBaZ76G6 jUDBuL6Uwpi®
db 0QUJ/UDKjggAmYrEGWESG j Bx5bx366mr-GiPydTU4e8g544v /0 +U7ByxhiPnEoEp2”
db ‘citAMpI8ZL/qHTJ/P7EZSUEPL/meBfuZlf1122NB1NgsTuPn/9ZSuK BllyvBuCOYE"
db *1dp8KPGAVHAOHDoYmgXTENZaaliR932+-SpATS40pE 2wk HNFGEL TkmuDrDAYDZYSE "
db " oAxLYGYWHE/FpUoCPaFQmhsfjcyeMK?DURAL/ BtdvHLwEr3uNSksF20ARAQABINEZ
db *BBgBCAAgFiEEAaFwnu8Dq/zRUBdiEqGugbED/yBFAL2alIICGUWACGKQEGGUGDED®
db " /y309AF/exUHSUBLAj9d17HStnONUSASAY SHOAZUZ 43S TJOPib9r+UkBeTUr4oEe
db *2T0cXZ2d5BwHdRc27e210VUYudGg28uZ]/AaujRZUN/62EqzIXQUBLHHAFKJF /duz®
db ‘@bS3zIa%6amJSLA3P7pELAWIYWZRoPObLF90Hmg1HaaP jyGHF29G7FhHE1e3UkzXH"
db ‘ewlur86a¥yF7FfJqAm0Wmuqp2BFULx8ilAz7a1GxBwHTLtHma-EQCo jLubsUQb+x"
db "GXLTKTJxiSuSuX87SBPB3si60XVzKyteyNQcghsa3GUW7EVUa4RjypaTCUNYSOYSF®

db ' 0qAL/ehJHc828ZnY¥c/acROujBW253A==",8AN
db *=gCZP',B8Ah
db *--——- END PGP PUBLIC KEY BLOCK---—-—- ‘.8
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Comodo (O Malware@#uwauT4izvihp CrowdStrike Falcon (D Win/malicious_confidence_100% (W)
Cylance (@ Unsafe Cyren () W32iTrojan. YQMF-1641
DrWeb (D Trojan.Encoder.29918 Emsisoft (D Trojan.GenericKD.41958056 (B)
eScan (D Trojan.GenericKD.41958056 ESET-NOD32 @ AVariant Of Win32/Filecoder.NYH
F-Secure @ Trojan. TR/Ransom.Gen FireEye @ Trojan.GenericKD 41958056
Fortinet ® Agent AVYDHr GData (@ Trojan.GenericKD 41958056
Ikarus @ Trojan-Ransom.Snatch Jiangmin @ Trojan.Snatch b
K7AntiVirus (D Trojan (0055a7eet ) K7GW (D) Trojan ( 0055a7eel )
Kaspersky (D Trojan-Ransom.Win32 Agent.avyd MAX () Malware (ai Score=100)
McAfee (D Ransom-Snatchl9E76EG2FFFEC McAfee-GW-Edition (D BehavesLike Win32 PUPXER.th
Microsoft ® /Gocoder.P NANQ-Antivirus (D Trojan.Win32.Encoder.gfsewh
Palo Alto Networks @ Generic.ml Panda @ Tr/CLA
Qihoo-360 @ Win32/Trojan.7e0 Rising @ Trojan.Generic@ML.82 (RDML:iy0g
Sangfor Engine Zero Malware Sophos AV () Troj/Snatch-H

@ Ransom.Win32.SNATCH.B
@ TrojanRansom.Agent
(D W32 Ransom.Snatch

(D Trojan.Filecoder Win32.10869

() Undetected
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1. Snatch Ransomware Reboots to Windows Safe Mode to Bypass AV Tools

https://www.bleepingcomputer.com/news/security/snatch-ransomware-reboots-to-

windows-safe-mode-to-bypass-av-tools/

2.8 F AT G E 2R E RS R # 1R

https://www.ithome.com.tw/news/134771

3. Snatch ransomware reboots PCs into Safe Mode to bypass protection

https://news.sophos.com/en-us/2019/12/09/snatch-ransomware-reboots-pcs-into-saf

e-mode-to-bypass-protection/
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