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ransomware attacks, by family, January 2017 to May 2019

60

50

—pl3

40

30

20

10

JFMAMIJ IJASONDIJFMAMIIJASONTDIJFEFMAM
2017 2018 2019

B GoGalocker Mega Cortex [ Robbinhood M Ryuk SamSam

(F 4% % : % P 4 %. TARGETED RANSOMWARE: An ISTR Special Report)
2. p j€ 2019 # 47 & 314k > GoGalocker ® grc# 7 & (T EARR e

AR RIRIY 3o B ARIRAE TR L CZE A 4
FPRTE ~ R CERBfrh i o T p e § 8% ER &

f plz_th s Bri e i 77 (Scandinavia) e :i’—'F‘be Glix® > & 35 f (23%) >

o (15%) feme (8%)°



ﬁg&?%m% : /o 4% 39 ¢ < (TACERT)

¥ TANet Computer Emergency Response Team

Location of organizations affected by GoGalocker attackers
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65d5dd067e5550867b532f4e52af47b320bd31bc906d7bf5db889d0ff3f73041
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121 MB
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Ad-Aware (1) Trojan Ransom LockerGoga.C AegisLab Q) Trojan.Win32.Crypren.4lc
AhnLab-V3 (D Win-Trojan/Alisa.Exp Alibaba (D Ransom:Win32/LockerGoga. 190327
AlYac (_') Trojan Ransom Filecoder Antiy-AVL @ Trojan[Ransom}/Win32.Crypren
SecureAge APEX \1) Malicious Arcabit Q/‘ Trojan.Ransom.LockerGaga C
Avast @ Win32:DangerousS AVG Jj Win32:DangerousSig [Trj]
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CAT-QuickHeal (D Trojan Mult ClamAV (O Win.Ranso! ockergoga- -0
Comodo )#2joclhsb71r17 CrowdStrike Falcon (D) Win/malicious_confidence_100!
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KTAntiVirus Q) Trojan ( 00549a691 ) KTGW
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MAX @ Malware (ai Score=100) MaxSecure @ Trojan Malware 7164915 susgen
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Palo Alto Networks () Generic.ml Panda (1) Tri/Ransomerypt M
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Sophos ML () Heuristic Symantec (D Downloader
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VBA3Z @ TrojanRansom.Crypren VIFRE @ Trojan.Win32.Generic!BT

ViRobot @ Trojan Win32.8 LockerGoga. 1268602 Webroot (_‘) W32 Ransom Lockergoga

Yandex Q) Trojan.Cryprenly2pJS6EpI M Zillya @ Trojan.Crypren.Win32.881

ZoneAlarm by Check Point Q) Trojan-Ransom.Win32.Crypren.afft Lastline

NSFOCUS POMA Acronis () Undetected
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34 {7 65d5dd067.exe & » FIRFEAR A H T2 B R A o 2 C\R
% \Ruby\AppData\Local\Temp 74 & b & R ¥ - £ v 4p o cofe 30
tgytutrc[4 i §t #c].exe(4r tgytutrcl47l.exe)> @ ® & Temp FL & p » ¢ & 4 -

f# tgytutrc[4 i+ §* #ic].exe.cmd(¥- tgytutrc1471.exe.cmd) s Windows & 4 4 4

E% o

| , v Elf v TEEE(C) v EHE ~ Ruby » AppData v Local ~ Temp v|

- HE =Rz v EE HEERR

2% - | ezEm =uAs EZ il
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|| Default Programs.Ink locked = —
| | Google Chrome.Ink locked | )
|| Internet Explorer.Ink locked I
|| Media Center.Ink locked
|| Sidebar.Ink locked Ruby
|| Windows DVD Maker.Inklocked
|| Windows Fax and Scan.Inklocked =i
|| Windows Media Player.Inklocked =R
|| Windows Update Ink locked
|| XPS Viewer Ink locked =
| 7-Zip
|| 7-Zip File Manager.Ink locked =L
|| 7-Zip Help.Ink locked
. Accessories Zila
|| Caleulator.nklocked e
|_] Command Prampt.Ink locked SEEEE
|| displayswitch.Ink locked E=nEs
|| Math Input Panel.Ink locked
|| Mability Center.Ink locked ~| wRERE
1 d=—=]
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L PEGE: | == *il
| Ruby.txt 2018/2/13 T4 03:30 X=304 1KB
9 £8f | ] ABCitxtlocked 2019/9/12 T4 03:01  LOCKED EZ 1K8
|| Docl.docx.locked 2019/9/12 T 02:57 LOCKED B 871KB
. = || Koalajpg.locked 2019/9/12 5 02:59  LOCKED i8E 763 KB
& Ft || S%Filpptclocked  2019/9/12 F502:57 LOCKED BE 799 KB
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BE:(A FEE BEXO BEV REH
Greetings!

|»

There was a significant flaw in the security svstem of wour company.
Tou ghould be thankful that the flaw was exploited by zerious people and not some rockies.
They would have damaged all of wour data by miztake or for fun.

Tour files are encrypted with the strongest nilitary algorithms RSA4096 and AES-256.
Tithont our special decoder it iz imposzible to restore the data.

Lttenpts to restore wour data with third party software as Photorec, RannohDecryptor etc.
will lead to irreverzible destruction of vour data.

To confirm our honest intentions.

Send uvg 2-3 different random fileg and wou will get them decrvpted.

It can be frem different computers on your network to be zure that our deceder decrypts everything.
Sample files we unlock for free (files should not be related to any kind of backups).

Me exclusively have decryption software for your situation

L0 NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME the encrypted files.

DO NOT MOVE the encrypted filesg,

Thiz may lead to the impozsibility of recovery of the certain fileg

The pavment has to be made in Bitcoins.

The final price depends on how fast you contact us.

Lz soon as we receive the payment wou will get the decrvption tool and
ingtructions on how to improve vour systems security

To get information on the price of the decoder contact ug at:

DharmaParrack@protonnail.con o
wyattpettigrewd9225558mail. con /Ll

l

(. WART B 423818 (£ 445 > & _Command ¥ 12 {7 4 65d5dd067.exe 3 {7 12 € *#-

¢ #% # 3| C:\Users\Ruby\AppData\Local\Temp F#L & p » &2 { % 5

pul

tgytutrc1471.exe » 2 & tgytutrc1471.exe(P1D:1092) ¢ = #* logoff.exe ~ net.exe

B {7 5 =X entgytutrcld7l.exe » H ¢ logoff.exe 5 1 T¥FF £ 41 o % fg 50 »

netexe ¢ =¥+ netlexe k { & 5 & Sig I“’—“%Em efe * K2 @mrg > Jaip {

scis e g 5 T HUHUHUHOH0283283@dJD @ @ 2. {834 {7 % = e

tgytutrcl47lexe K B 4pte R AP L A S

Process Command
#7:65d5dd067.exe (2696) "C:\Users\Ruby\Downloads\65d5dd067.exe"
[E# 765d5dd067 exe (1124) "C:\Users\Ruby\Downloads\65d5dd067.exe"
g8 cmd.exe (2364) C:\Windows\system32\cmd.exe /c move /y C:\Users\Ruby\Downloads\65d5dd067.exe C:\Users\Ruby\AppData\Local\Temp\tgytutrc1471.exe
S tgytutrc1471 exe (1092) C:A\Users\Ruby\AppData\Local\Temp\tgytutrc1471.exe -m
tlogoff.exe (2164) C:\Windows\system32\logoff.exe 0
#ilogoffexe (1952) C:\Windows\system32\logoff.exe 0
& ‘logoff.exe (2000) C:\Windows\system32\logoff.exe 0
# ‘logoff.exe (924) C:\Windows\system32\logoff.exe O
# "logoff.exe (1048) C:\Windows\system32\logoff.exe 0
[E% i netexe (2236) C:A\Windows\system32\net.exe user Administrator HuHuHUHoH0283283@dJD
#netl.exe (2452) C:AWindows\system32\net1 user Administrator HuHUHUHoH0283283@dJD
B¢ inetexe (3352) C:\Windows\system32\net.exe user Ming HuHuHUHoH0283283@dJD
# “netl.exe (588) C:A\Windows\system32\net1 user Ming HuHuHUHoH0283283@dJD
[E% " net.exe (3480) C:AWindows\system32\net.exe user Ruby HuHuHUHoH0283283@dJD
# netl.exe (2384) C:A\Windows\system32\net1 user Ruby HuHUHUHoH0283283@dJD

# itgytutrcl471exe (3024) |C\Users\Ruby\AppData\Local\Temp\tgytutrc1471.exe -i SM-tgytutrc -s
# tgytutrc1471.exe (1188) |C:\Users\Ruby\AppData\Local\Temp\tgytutrc1471.exe -i SM-tgytutrc -s
#itgytutrc1471exe (1684) |C:\Users\Ruby\AppData\Local\Temp\tgytutrc1471 exe -i SM-tgytutrc -s
#itgytutrc1471 exe (3528) |C:A\Users\Ruby\AppData\Local\Temp\tgytutrc1471.exe -i SM-tgytutrc -s

Bt Ak R R 218 g efed cipherexe X F R C & DA BEFEF J‘zﬁé’ﬂ,!rtﬁa%_ 17

B o2 {5 ¢ 34 {7 netsh.exe #-% 2@ & iz * ~ iz % 4 6 Loopback Pseudo-Interface 1

2 4 5 isatap o # ¥ ¢ 3117 tgytutrcl47l.exe.cmd fhds £ kAT iR & 4 AT 3 F)

2 183 7 logff.exe & & # & 41 % &t o

s
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Process

Command

ytutrc1471.exe (3384)
gytutrc1471.exe (1708)

=% cmd.exe (3592)
#timeout.exe (3500)
#ilogoff.exe (2672)

C:\Users\Ruby\AppData\Local\Temp\tgytutrc1471.exe -i SM-tgytutrc -s
C:\Users\Ruby\AppData\Local\Temp\tgytutrc1471.exe -i SM-tgytutrc -s
C:\Windows\system32\cipher.exe /w: C:\

C:\Windows\system32\cipher.exe /w: D:\

C:\Windows\system32\netsh.exe interface set interface [@$#3H %5 DISABLED
C:\Windows\system32\netsh.exe interface set interface "Loopback Pseudo-Interface 1" DISABLED
C:\Windows\system32\netsh.exe interface set interface isatap.{9CCBC919-5657-48FE-92F2-65E41FB51C1C} DISABLED
cmd /c C:\Users\Ruby\AppData\Local\Temp\tgytutrc1471.exe.cmd

timeout 3

C:\Windows\system32\logoff.exe 0

C:\Windows\system32\logoff.exe 1

C:\Windows\system32\logoff.exe 1

C:\Windows\system32\logoff.exe 0

C:\Windows\system32\logoff.exe 0

C:\Windows\system32\logoff.exe 0

C:\Windows\system32\logoff.exe 0

T
L SLTL

tgytutrcl471.exe

e

iy 0 I CPU & * K17 100% > @ & 5 49%:hig * Ak

AT H 5 T O IEAR N Bt ?ﬁ%mﬁﬁig i * 2F 5 CPU ehf

Hceu
||100.00%
1'149.86% tgytutrc1471 exe:1092

94 68%
~Totals CPU Topology
Handles 9,295 Context Switch Delta 2,931 Cores 2
Threads 399 Interrupt Delta 620 Sockets 1
Processes 35 DPC Delta 840
[~ Show one graph per CPU
@:ﬂytutrcl471.exe 4945 2,728 K 6,916 K 1092 Background Tasks Host
tgytutrc1471 exe 1956K 6,352 K 3112 Background Tasks Host
[ tgytutrc1471 exe 1,520K 5924 K 972 Background Tasks Host
5] 284 1,752K
295 1,760K

9. 65d5dd067.exe $4 17— FLPER{S > L $ ¢ #FFF MR
IR u%’***‘ﬁ%]-r%sk voom P EERY RAPOBEE > FRFAL
Wl R Fo MMEFRY RRAE » D o KA R AR netexe i
T Fp 2B T a5 T HUHUHUHOHO0283283@dJID 4 v 14 b % 28 ¥ 28 % »~
BEFRDG ] PRFRERUORY T L BHIAY A F B - A
eI E R R FR UL
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User Profile Service

% 7 Netexe shcommand p 7 - % %423 { #2 Administrator ~ Ming ~ Ruby
FE R ASFIEERIUDR Y F 2 R 0 5 - LR Y Maya 2R % 4G
WA REFIRY KR AP o T REE O HPIT R FK
e B4 o @tk 2 Ruby B o~ ks IR A CNR ¥ F AL AN TR

* —‘F‘{ Maya “7/ F AL & o

net.exe (2236) CAWindowshsystem32\net exe user Administrator HuHuHUHoHo283283@dJD
netl.exe (2452) CA\Windows\system32ynetl user Administrator HuHUHUHoHo283283@dID

Eﬁ net.exe (3352) CA\Windows\system32\net.exe user Ming HuHUHUHoHo283283@dJD
‘netl.exe (588) CAWindowshsystem32\netl user Ming HuHuHUHoHo283283@dID

Eli  netexe (3480) CA\Windows\system32\net.exe user Ruby HuHuHUHoHo283283@dID
netl.exe (2384) CA\Windows\system32ynetl user Ruby HuHUHUHoHo283283@dID

fr Ttk 2 Ruby ~ % 7% :HUHUHUHOH0283283@dJD | = # & » 4 5tis » € %

Rz fhenget Lip v RE 0 RiBE L RE G LAY R BT

C)'C) © - 23 - EEAEREE - #EEE -

HEEE -~

Ly

@ Intel(R) PRO/L000 MT Network ..
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10. % % 65d5dd067.exe 4255 B 4idf o 5 AR50 & w44 T SR £ ok
KT AR

" link ~ .doc ~ .doc ~ .docx ~ .docb ~ .dotx ~ .dotb ~ .wkb ~ .xml ~ xIs ~ xlsx ~ .

xlt ~ xltx ~ xIsb ~ .xlw ~ .ppt ~ .pps ~ .pot ~ .ppsx ~ .pptx ~ .posx ~ .potx ~ .sldx
~.pdf ~ .db ~ .sql ~.cs~ .tS~ LjS ~ .py
" .rdata:868588AFC unicode 8, < AW ([xX]86%\)>,0
' -rdata:- 98580814 a_lnk db " .1nk',8 ; DATA XREF: .text:0o48CcBESTO
" .rdata:B8e8500B19 align 4
" .rdata:@e50061C a_doc db *.doc’',8 : DATA XREF: .text:B8048BF4ETo
' .rdata:8e850e821 align 4
" -rdata: 08580824 a_dot db " .dot’,8 ; DATA XREF: .text:ﬂﬂhﬂBF?FTd
' -rdata: 00500829 align 4
' -rdata:0e500B2C a_docx db *.docx’,@ : DATA XREF: .text:B0084BBFBATO
" -rdata:0e500B32 align 4
' -rdata:0e500B34 a_doch db " .doch’,@ ; DATA XREF: .text:@8848BFE1To
' -rdata:008500B3A align 4
' -rdata:0e500B3C a_dotx db " .dotx’ .8 ; DATA XREF: .text:@848CH12To
' -rdata:00500B42 align 4
' -rdata:00500B44 aDotb db "dotb',8 ; DATA XREF: .text:@6848CH43To
' -rdata:00500B49 align 4
' -rdata:08500B4C a_wkb db °.wkb',8 ; DATA XREF: .text:@8848C074To
' -rdata:068500B51 align 4
' .rdata:pe500B54 a_xml db ".xml',8 ;: DATA XREF: .text:@es@consTo
' .rdata:pe500B52 align 4
' .rdata:pe50OB5C a_xls db ".xls',8 ;: DATA XREF: .text:@884%8COEBTo
' -rdata:fe500B61 align 4
" .rdata:08500B64 a_x1sx db " .xX1sx",8 : DATA XREF: .text:@en@c187To
" .rdata:B88500B6A align 4
' -rdata:@e580B6C a_x1t db " .x1t',8 ; DATA XREF: .text:oouaci13sto
' .rdata:8850e871 align 4
' -rdata:- 08580874 a_xltx db " .x1tx’,8 ; DATA XREF: .text:oeueci169to
| Fdataz@ae580B7C a_x1sb db ' _.x1sh’'.@ : DATA XREF: .text:@@auec19aTo
L rdata:0A508B82 align 4
| rdata:00500B8. a_xlw db *.xlw',0 ; DATA XREF: _text:0040C1CBTo
| rdata:-0a506B89 align 4
| rdata-@e5080B8C a_ppt db ' _ppt’.@ ; DATA XREF: .text:s#sueciFcto
| rdata: 00506891 align 4
| rdata:00500B94 a_pps db ‘.pps‘,0 ; DATA XREF: _text:eeuec22pTo
| rdata:-0a5068899 align 4
| rdata-@ae5e8069C a_pot db ' _pot'.@ ; DATA XREF: .text:#puec25eEto
| rdata:00506BA1 align 4
| rdata:00500BAL a_ppsx db ‘.ppsk’ ; DATA XREF: _text:eeuec2aufo
| rdata:-0a586BAA align 4
| Fdataz@e5080BAC a_pptx db ' _pptx’,@ ; DATA XREF: .text:spueczceto
| rdata:0A506BB2 align 4
| rdata:00500BEY a_posx db ‘.posx’,0 ; DATA XREF: _text:0040C2F1To
| rdata:-0a586BBA align 4
| Fdata-@e5080BBC a_potx db ' _potx’,@ ; DATA XREF: .text:s#puec3zzto
| rdata:0A506BC2 align 4
| rdata:00500BCY a_sldx db ‘.sldx',®@ ; DATA XREF: _text:eeu0c3sato
| rdata:-0a5868BCA align 4
| rdataz@ae580BCC a_pdf db ' _pdf’.@ ; DATA XREF: .text:spuec3sato
| rdata:0A506BD1 align 4
| rdata:Ba500BDY a_db db *.db*,8 ; DATA XREF: _text:0848Cc3B5To
| Fdata-@e500BD8 a_sql db '.sql’.@ ; DATA XREF: .text:00848C3E6To
-rdata:0885080EDD align 18h
-rdata:-00500BEA a_cs db *.cs',@ ; DATA XREF: .text:@ouecu17to
-rdata:005008BEY a_ts db *.ts',@ ; DATA XREF: .text:oesecuspTo
-rdata:B0500BE8 a_js db *'.js’ ; DATA XREF: .text:@euBcu79To
-rdata:@0508BEC a_py db *.py’ ; DATA XREF: .text:@pudcunnTo
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Q) #{Ttgytutrcl471.exe.cmd
REFmIEEIN

#1Tlogoff.exe FUINE tH & 4

N iI;I:I/ ?I‘:‘% T ,—EIEI

i __________________ k|
| ) #17gogalockerim s :

I
|
: O BHETHItempHERITT |
| i HE & &tgytutrcl471.exe :
: @ tgytutrc1471.exe®Mlogoff.exe :

I
@tgytutrc1471.exeﬂ¥IJI-Inet.exe :
S EE |
@Eﬂ?ﬁGogalocker‘dﬁ% - |
> ® #1TZRtgututrcl471.exe |
= RINZEES |

¢

BE R @ wnicipher.exe R BERHE < |
R AR B E o |
Spam mail ElUnetsh.exe{s FAE &R |
I
I
I
I
I
I

M
Ik}
SO SNISE DR .
B

L2 2 A1 g dnid g i &8 8 i 5 U 4cdg Gogalocker 5 4 ©

2.1 % 4 e F 348+ {7 gogalocker 5 & 425¢ e

3.gogalocker #z; # & f & | temp FAL & > £ ¥ { & 5 tgytutrcl47l.exe o
4.tgytutrc1471.exe =¥ =+ |ogoff.exe -
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1. % 455  TARGETED RANSOMWARE: An ISTR Special
Report ; 484 (2019 # 7 %)
http://images.mktgassets.symantec.com/Web/Symantec/%7Bb464dc43-2ae0-4912-87

58-b153d8f278e7%7D_Targeted_Ransomware_2019July.pdf

TARGETED @symantec

RANSOMWARE:
An ISTR Special Report

Authors: Dick O'Brien, Jon DiMaggio, and Hoang Giang Nguyen

2. Targeted Ransomware: Proliferating Menace Threatens Organizations

https://www.symantec.com/blogs/threat-intelligence/targeted-ransomware-threat
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Targeted Ransomware: Proliferating
Menace Threatens Organizations

With several new targeted ransomware groups emerging over the past two years,
the number of organizations being hit by targeted ransomware attacks has

multiplied.

Targeted ransomware has quickly become one of the most dangerous cyber crime threats facing organizations. Over the

v
in)
f

past two years, the number of organizations being hit with targeted ransomware attacks has multiplied as the number of

gangs carrying out these attacks has proliferated.
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