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Subject ERIRF (0 AER ) UNIB94/BU4E3
Message Id  <7f8b935baab6618911d%56af5439fe35@= edu.tw>
Creation time  2019/6/25 _4F8:20:45 (Delivered after -15 minutes 44 seconds)
From 8 E A cadmin@ edutw>
To undisclosed-recipients;

Received headers
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[:7] (port=55774 cvps10523477067 hostwindsdns.com  |2019/6/25 esmtpa (Bxim 4.92)
helo=cvps10523477067) s (envelope-from
8:20:45 <admin@  .edutw:>)
2 cvps10523477067.hostwindsdns.com |cert.tanet.edu.tw (Postfix) 2019/6/25 -15 minutes 44 seconds |ESMTP
(cvps10523477067 hostwindsdns.com 4
[104.168.171.1571) 8:05:01
BH i Header il = 6 » #FRMFIREFF LRI gr R
41e7e96794e44c007edebc97801881laa@batono.ge 713 45 » @ 3% 15 48 &
References en7 i %% % 452 - » @ j&_References # JLiz L 2 44 i Ekp &

FB2r(ru)e2 & /537 (ge) » ~ 15 1% &1 Message-1D ;

7f8b935baa66618911d956af5439fe95@ % v & < § & < ¥ { edutw > & X 5 &
LA B R R @R R R PR L AR R R

s = /_;_
FTTS

Other headers

1 Return-Path <admin@

edu.tw=

2 X-Criginal-To

3 Delivered-To
4 MIME-Version
5 Content-Type
6 Date

7 From

8 To

(=]
A
=

=
0}
51
iz}

= i e@cert.tanet.edu.tw
s« luie@certtanetedutw
1.0
multipart/mixed; boundary="=_a0a58c8905f5d0845a%a8b3258c5bacf"
Mon, 24 Jun 2019 20:20:45 -0400

B <admin@ meedutws
undisclosed-recipients:;

EERE (N 2 ) UNIB94/BU463

10 In-Reply-To

<41e7a%6794e44c007edebc97801881aa@batono.ge >

11 References <0dd2ac54edcb11e2d42e3c510cqd076c@s176113.smrtp.ru> <94280fc94c72fb70bBfd165a5e3
5aa3b@batono.ge> <12841884c01f6ef1c7e4187eb2079266@5185648.smrtp.rus> <al0f8c4bdb
74c08e9551315f716bad42 @batono.ge> <41e7a967%4e44c007edebc97801881aa@batono.ge >

12 X-Priority 1 (Highest)

13 Message-ID <7f8b935baabb618911d956af5439fe95@mm. edu.tw>




L F TR B 8L ¢ < (TACERT)
TANet Computer Emergency Response Team

14 X-Sender admin@  .edutw
15 User-Agent Roundcube Webmail/1.3.8
16 X-AntiAbuse This header was added to track abuse, please include it with any abuse report

17 X-AntiAbuse Primary Hostname - cvps10523477067 . hostwindsdns.com
18 X-AntiAbuse Original Domain - cert.tanet.edu.tw
19 X-Antidbuse Originator/Caller UID/GID - [47 12] / [47 12]

20 X-AntiAbuse Sender Address Domain - edutw
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W System Information

=

System Commit

F

| Summary [ cPy_| Memory |1jo [ Gpu

50GB ’

Physical Memory
‘ X )

]

14GE
Commit Charge (K) Kernel Memory (K) Paging Lists (K)
Current 5,294,760  Paged WS 66,740 ~ Zeroed 27,992
Limit 5,786,532  Paged Virtual 124,112 ;f;ﬁed . 4;
_— 11/0
Peak 5,346,584 Paged Limit no symbols ModifiedNoWrite 260
Peak/Limit 92.40% Nonpaged 51,676 Standby 594,956
Current/Limit 91.50% Nonpaged Limit 2,096,632 Priority 0 0
Physical Memory (K) Paging E::Z:z ; i:ggg
Total 2,096,632 Page Fault Delta 483 Priority 3 144
Available 622,952 Page Read Delta Priority 4 528
Cache WS 66,956 Paging File Write Delta 3 Priority 5 558,916
Kernel WS 1,956 Mapped File Write Delta 0 Priority 6 4,052
Driver WS 4,608 Priority 7 27,612
6. & C\ig * % \David\AppData\Roaming\FDF8D2 F #% & p - 4 Az ;¢

223797.exe» Bk < ) ~ e pdy 22 p ~ 3B pHEEw

— 2

=

2

W fest T & R4R Y 25-06-2019.pdf.exe | 4pfe o iR —‘F,k oA AR AR o

» EiE » FEEE(C) » EHE » David » AppData » Roaming » FDF8D2 l

872 KB




1 F Rt B 12 ¢« (TACERT)
Ne#7 TANet Computer Emergency Response Team

[ # 223707 - | =5
—  |Eak | 2en | EEa | e

ﬁ T [2 223707 - =] oo

|—# | EEn | e | HE

TEFIER.  ERER (e

Tt 223797 4 i
Ei=tn
| & C:\Users\David\.&ppData\Roammg’\FDFBDZI fEEE R
Hal: 572 KB (992,928 1 758H) B ERES
fEFERRAF 8802

BRI 872 KB (892,928 fiI3Li) BELEHE GravisDextrosmzoned

SRR 5.08.0002

BAEE: 2007E2A20R8, B 064243 HEHBER S
SR EER:  2007E2A208, £ 06:42:43 Fil
iEM HER 2007/2/20 tF 06:42
HA- .57.
FEIREA:  1601EL1BLE, EF 085715 e S =)

BEhafEE Cravis8CURRIED exe

Bt [ R ISR EFED)..

223797.exe % Virustotal #&#] > # & v &) 5 15/67 > &5 15 7Ir 4 & & el

F T RN T 0 R

€3 15 engines detected this file
15
V\\f\li’//' ;:2122?2?5?33a7df7d408cba6578a90c9732bfb6996906 (0?727 KB 201 ?‘9‘%‘2? 01:46:34 UTC
223797 exe
peexe
DETECTION DETAILS COMMUNITY
SecureAge APEX o Malicicus Avast o File
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59% B CreateFile 2 \Usz=DavidppDiate!Roaming FDFA0E SUCCESS  Desited Access: Resd Attdbutes, Disposition: Open, Crptions: Crpen Repase Foind, Atbut)
39% B CuenyBasichfoomationFile (Ui Darid\bprDatalRosming FDFALZ SUCCESS  CrestionTire: 2196/25 _E4F 09:20:17, LasthocessTime: 20194625 _E2F 09:20:17, Lact.
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201976425 B4 09:20:16 Added BERERTE 25-06-2019-pdf.exe TCP 192.168.195.186:49198 103,195, 185.115:80
201946425 B 09:20:19 Added Unknown TCP 192.168.195.186:49198 103.195.185.115:80
201946425 B4 09:20:19 Added Unknown TCP 192.168.195.186:49199  103.195.185.115:80
201946425 B2 09:20:19 Added Unknown TCP 192.168.195.186:49200 103.195.185.115:80
2019/6425 E27 09:20:19 Removed EERERE 25-06-2019.pdf . exe TCP 192,168,195, 186:49198 103,195, 185.115:80
2019/6/25 B4 09:20:20 hdded avchost.exe UDP fe80)::2561:2602:8chb acc? 046 *.*

2019/6/25 B4 09:21:19 Added EEORERE 25-06-2019.pdf.exe TCP 192.166.195.186:49201 103.195.185.115:80
201946725 B4 09:21:19 Removed nknown TCP 192.168.195.186:49194 172.217.160.100:443
2019/6/25 B4 09:21:21 hdded Tnknown TCP 192.168.195.186:49201 103.195.185.115:80
201976425 B4 09:21:21 Removed Unknown TCP 192.168.195.186:49190 172.217.24.13:443
2019/6425 B 09:21:21 Removed EERERE 25-06-2019-pdf.exe TCP 192.168.195.186:49201 103.195.185.115:80
201946425 B4 09:21:2]1 Removed Unknown TCP 192.168.195.186:49191 172.217.27.142:443
201946425 B4 09:21:37 Added avchost.exe UDP 0.0.0.0:51207 A

2019/6/25 B4 09:21:43 Renoved avchost . exe UDP 0.0.0.0:51207 B

201946725 B4 09:22:18 Removed nknown TCP 192.168.195.186:49198 103.195.185.115:80
201946725 B4 09:22:18 Removed Unknown TCP 192.168.195.186:49199 103.195.185.115:80
2019/6/25 B4 09:22:20 Added EEORERE 25-06-2019.pdf.exe TCP 192,168,195, 186:49203 103.195.185.115:80
201946725 B4 09:22:20 Removed Tnknown TCP 192.168.195.186:49200 103.195.185.115:80
2019/6/25 B4 09:22:22 hdded Unknown TCP 192.168.195.186:49203 103.195.185.115:80
2019/6/25 B4 09:22:22 Removed EERERIE 25-06-2019-pdf.exe TCP 192,168,195, 186:49203 103,195, 185.115:80
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Piotocl | Local Addsess Remote Addmss  State

o

8. el i s ser B 1P:103.195.185.115 thdf & p % > I X Pl L 4% ¢ POST

http://www.rmsholidays.com/css/css/hygt/fre.php » % & i% < P38 7 FcF 3

3% P> w2z e g 4 % w @ File not found » 3&ip] fre.php

#TT R

RSA Security Analytics Reconstruction for session ID: 25 ( Source 192.168.195.186 : 49229, Target 103.195.185.115 :
Time 6/25/2019 9:25:28 t0 6/25/2019 9:25:29  Packet Size 1,344 bytes  Payload Size 696 bytes

POST /esslessfhygt/fre.php HTTR/1.0 ~

User-Agent: Wozillad4.08 (Charon: Inferno)
Host: www.rnsholidays.con
hooept: LA
Content-Type: applicationfoctet-strean
Content-Encoding: binary
Content-Key: 29EDBDDZ
Content-Length: 153
Connection: closs
R
E
s
3
0
N
s
3
(ckav.ru
DavidDAVID-PCDavid -PC @ @O023ZAZAEFDF8D22379TT80ABT
HTTP/1.1 404 Not Found
Date: Tne, 25 Jun 2019 01:25:13 GHT
Server: Apache/2.4.39 (cPanel) OpenSSL/1.0.2r mod_bwlinited/1.4 Fhusion_Fassenger R
15.3.7 E
K-Powered-By: PHP/5.4.45 s
Upgrade: h2,hZe P
Connection: Upgrade, close o
Content-Length: 23 N
Content-Type: text/htnl s
3
File not found.
v
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9 (X) 9 engines detected this URL
hitp//www.rmsholidays_com/css/css/hygt/fre.php 2019-07-04 06:44:16 UTC
www.rmsholidays.com 404 text/html
DETECTION DETAILS COMMUNITY
CyRadar (D Malicious DrWeb (D Malicious
ESET (D Malware Farcepoint ThreatSeeker (1) Malicious
Fortinet (O Malware Kaspersky (O Malware
Sophos AV (D Malicious Trustwave (D Malicious
ZeroCERT (D Malicious ADMINUSLabs \g Clean
=
4 (X) 4 engines detected this URL
70
http://www.rmsholidays.com/ 2019-07-04 06:50:46 UTC
www.rmsholidays.com 200 text/ntml
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=pr<br fz</p>

<p><émg/sr?:”cid:15614220455d1168ddc3145313074141@ Ledu.ty" /e<ing sre="cid: 156142204554 1168ddc3207319607358@ v edu. ty" fo</p>

<pr<br {=<fpx

<pr<span style="color: #0000ff; font-size: 12pt "> I.jcME’jF‘if;s </span></p>

<pe<span style="color: #0000ff; font-zize: 12pt =< pe
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<pragpan style=" colo : F'ﬁf;:" </span></p>

<pr<ing {><ing sre="cl 15614220455(11168ddc32875287258’72@ cedu.tw" f=afp>

zdiv 1d="contact" style_ box-gizing: border-box; color: #ebebeb; font—family: 'Woto Sang', sans-gerif; font-size: 16px; font-style: normal; font-wariant-
ligatures: normal; font-variant-caps: normal; font weight: 400; letter-spacing: normal; orphana: 2; text-align: left; text-indent: Opx; text-transform:
none; white-space: nermal; widows: 2; word-spacing: Opx; “webkit-text-gtroke-width: Opis background color: #023777;">

et_pb_text et pb module et_pb_bg_layont_light et _pb_text_alien_left et_pb_text_ 18">

ph_text_inner"s

<p>iiia k“i&nbsp <fp=

<p> SRR g T 02 BESES 1 02- </p>

aprllo. 1, § B , Taiwan (R.O.C.)</p>

<p>Email: Admin@etn.edu. tw/wew.  .edn, tw</p>

<p>Phone I +886-2-77 Fax T +836-2- </p=

<fdive

<fdive

<tdivs
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facebook prezentaciia Univerziteta 1 Beogradu" /></as<spansbnbep;</zpan>ca style="box-sizing: border-box; color: #AO7HET; text-decoration: none;
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