InfoSteal %{tﬁ_;\l R
4474

£ AF At B8 AT Y o« BB (TACERT)#

2019 # 5 ¥



A 1 5y e b 8 Em ¢ < (TACERT)

N7 TANet Computer Emergency Response Team

— TN

1. %20192 ¢ g AR FHFA LR aff P B~ S& -~ &5 {124 B kKL

P BT BAT A1 B LT AB ¥ E %

SCH R AL B BT
£ ¥ § 3536 Internet & F B B R ACHE ¢ > T B 5 2019/1/22~2019/2/10

1,359

816

645
534 503

449 410

289 297 328

22 23 24 25 26 27 28 29
JAN

3 A 1 2 3 4 5 6 7 8 9 10
FEB

Infection numbers in China and Taiwan (source:Trend Micro)

2.

AP EAZT AP TR TR RiEARE AR B
Trojan.Win32.INFOSTEAL.ADS HE & A2 kB 4> v #-€ 5 C2 PR E &
BT X2 T RERAE D 4 (payload) -

3. b jrgEp > INFOSTEAL & & 425 i P2 R] 5 TMALWARE-CNC

Win.Trojan.Fakewmi variant outbound connection attempt ;> @ # % 2019/3 & =¢

WopEy 18 FXE R 1 2019/4 AL 38 FERHERE AAER

HE AP AV B FA T AN R A

s,
2

pobo i - 5 L Windows 7 64 i (FE K SLihm R0 188 (7 IR ARTR B



B\ f 85 e B 5 48 &2 ¢ w (TACERT)
N7 TANet Computer Emergency Response Team

¥ 0 #-4k & InfoSteal.exe(SHA256:
bdbfa96d17c2f06f68b3bcc84568cf445915e194f130b0dc2411805¢cf889b6cC) 4 »+

A F o AN > H S Virustotal 2. E R AZE 5 61/70 -

61 @ 61 engines detected this file

bdbfa96d17¢c2f06f68b3bcc84568c1445915e1941130b0dc2

411805¢f889b6cc

svehostexe —p B InfoSteal.exefflfd, R 212 R B AR
° nxdomain overiay peexe signed

197.05 KB 2019-05-03 03:41:59 UTC

#2;% InfoSteal.exe &3y {718 > T3t Ar A enTAL & ¢ A o BB B
B if SRR 0 3 IR svehost.exe € i A E B 1P:23.41.139.27:80 > » # IR
Process ID 908 £2 1684 =74% ;% svchost.exe $4 {7 % 5 B fx=

port:65531~65533 - i# 4k ik — & 5 Listening -

2019/5/6 T4}~ 03:27:05 Added svchost.exe TCP 192.168.195.137:49241 23.41.139.27:80
2019/5/6 T4}~ 03:27:05 Added svchost.exe UDP 0.0.0.0:57020 e

2019/5/6 T4} 03:27:20 Added svchost.exe UDP 0.0.0.0:54646 b

2019/5/6 7> 03:27:28 Added svchost.exe TCP 192.168.195.137:49242 23.41.139.27:380
Process Mame  ProcessID Local Port  Local Address Remote Port  Remote Address  State
[Flsvchost.exe 808 TCP 65531 0.0.0.0 0.0.0.0 Listening
Flsvchost.exe 808 TCP 65532 0.0.0.0 0.0.0.0 Listening
[Flsvchost.exe 1684 TCP 65533 0.0.0.0 0.0.0.0 Listening
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AR A B ARNF (T2 B = B 425" 0 Description ¥2 Company Name %

7o o BA RN BT TR RT A ER AN
Piocess CFT  Pavate Brtes Woaodang Bet  PID | Descaption Clorrpany Hare
[ wemieze e Z152K TWeE  5R52
=) B sehost e 064 I40E 152K 164
o1 tackmg e 4R L46E 3R




.i B E R B 2 ¢~ (TACERT)
Ne#7 TANet Computer Emergency Response Team

% 7 425" svchost.exe ~ wmiex.exe £2 taskmgrexe i 8 P chff kg iz ¥ o
PR ATV = EE g PR AR RBERTH L E A DA T LG

T2 CERRGESITE f S 28 RIS R F T R ER

i3 23k 28 IR B c:\Windows\SysWOWe64\drivers £ c:\Windows\SysWOW64
s B & d IR AR5 taskmgr.exe ~ svchost.exe ~ wmiex.exe ¥7 svhost.exe >
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iz oo ¥ob o diE > op # K%t L InfoSteal.exe 4 (7S T A 4 bk 0 H
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HEEE v MAZEBE ~ ZEEE ~ HEERRE
ENEE == A
8 = svhost
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Performance
Threads

Image I Performance Graph I

Disk and Network |
Tcep |

Security |

Services |

Environment |

Printable strings found in the scan:

GPUGraph |
Strings
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53
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wEF
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Hyrmemtec Corporation]

Symemtec Towst Netwod 100,

‘Byrrantes Class 3 SHAZSE Code Bigning CAD
1

Bhenshenl<0:

38henzhen Srectepace Softwase technology Co., Limitedl

38henzhen Brractspace Boftwase technology Co.,Lindted0

k aw?

=HIE

Eto

¥k

httpefav.syrrne boeomdsr cad Of

httpe:id. sy beornds p0%

httpe:id. syre boeomdpall

httpe s syncd ool

httpe s syne boeomdsy. catd

Syentec Corporation]

Hrreatec Towst Netwodi1 00,

Bymentee Class 3 SHAZS Code Bigrng CA

oW

=)0Fh

= lwmiex exe:3852 Properties

=5 =

Performance Graph I Disk and Network
services | Threads | TCP/P | Security | Environment | Strings

Image Performance I

GPU Graph

Printable strings found in the scan:
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1
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k w?
=K
B
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# [taskmgrexe:388 Properties [E=8 HCE S
Image I Performance I Performance Graph I Disk and Network | GPU Graph |
Threads | TCR/IP | Security | Environment | Strings

Frintable strings found in the scan:

(GetaCP
CGetQOERCE
InitialimeCriticalfection
IeBadCodeF
Wirtual ey
FlushFileBuffars
BetFileFointer
BethtdHandle
Byrrantes Corposstion]
Byrrantec Trust Netwrogde100.
"Byrentes Class 3 SHAZ Code Bigning CAD
1
Bhenzhenl=0:
S8henzhen Brrectspace Poftwsre technology Co., Lirdted1
S8henzhen Brrectspace Boftware technology Co., LimitedO
k uw?
=K
Etal
Ly Wk
httpeiter syrnohcomdsr.cd0f
https:fid. spneh.comieps0%
https:fid. sy beomipel]
httpeitsr syrned comDés
httpeitsr syrmeb comdsr oo
Symantec Corporation]
Symantec Trust Netwogde100. -
‘Syrrentec Class 3 SHAZ6 Code Signing CA L
b e

#2.3% taskmgr.exe ~ svchost.exe ~ wmiex.exe ¥ svhost.exe 5 virustotal # 7| H &

NS

>
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50 @ 50 engines detected this file

de7dbadef2f284e9219ceec09599d7e4a31592b773c9642be5

58.55 KB 2019-05-06 09:17:01 UTC
bci18f2463a3a6 A
taskmar.exe
64bits assembly overlay peexe signed
6 3 @ 63 engines detected this file
= o
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11805c889b6CC A 1 b
svchost.exe
° nxdomain overiay peexe signed
e 56 engines detected this file
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8. hp@ R E W IP23.41.139.27 shdte p F o WIRZIP § TS B ent

http://s2.symcb.com £ http://sv.symcd.com > j&_IP:23.41.139.27 “t% JE | % » ¥

< 2019-05-06 14:35
am & Service Type (1 item)
= HTTP(2)

+/ Hostname Aliases (2 items)
sv.symcd.com (1) - s2.symcb.com (1)

., 4’ Source IP Address (1 item)
192.168.195.137 (2)

- Destination IP address (1 item)
23.41.139.27 (2)

- Action Event (1 item
get (2)

RSA Security Analytics Reconstruction for session ID- 2 ( Source 192.1 49241, Target

Time 5 01915 04to 5 1 4 Packet Size tes  Payload Size

GET /MFEwTzBNMEswSTAJBgl rDghCGgU ABBSSObENAQUDR2B0y 1%2BOLRP g0 JxyOmd gQUISH 1p8LATLww
WinzQzn6iq&zWTHCED 14 192F 128K Cy ¥R 308B7Kh i 0%3D HTTP /1.1

Cache-Control: max-age = 349704

Connection: Keep-Alive

hecept: */¥

If Modified-Since: Won, 25 Dec 2017 07:24:18 GMT

User-Azent: Wicrosoft-CryptodPI/6.1

Host: s2.symch.com

HTTP/1.1 200 0K
Server: nginx/1.14.2
Content-Type: application/ocsp-response
Content-Length: 1754
content-transfer-encoding: hinary
Cache-Control: max-age=323650, public, no-transform, must-revalidate
Last-Modified: Fri, 3 Way 20190 01:19:18 +00:00
Expires: Fri, 10 May 2019 01:19:18 +00:00
Date: Mon, 06 May 2019 07:27:04 GHT
Connection: keep-alive
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n'Ee - BE Eie JdFEEnE Ze<H-R;EEE TR Caewsly BTns- Eeé
@ 1 196« 9" BV T\ 999 0 0 0 nIESHG+e L 0¥ 0 |
ours10m

VeriSign, Inc.l0UVeriSign Trust Networkl:08U1{c) 2006 VeriSign, Inc. - For author

ized use onlylEOCU<VeriSign Class 3 Public Primary Certification duthority - G301
£1213000000Z21123123595920 94 L0VTS 10U

Symantec Corporationl0USymantec Trust Networkl604U-Symantec Class 3 PCA - G5 SHAL

(CSP Responder0@"0* @909

993 =M # Pp (9+9 f REes I Ce. T4 0.HTH VMEeHC B
W Fivon Hrsée & 1 7-Zp 098 <-BREESE]  RBINRET Be

NV ALY HEESle e E e I D'é LOMEE, IR[e EELe0e0r 001V elc
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RSA Security Analytlcs Reconstruction for session ID- 3 ( Source 192.16 1‘-15 137 :-49242, Target

27 10 5/06/2019 15:29:04 Packet Size 2,817 bytes Payload Size 2,289 h\ﬂes

GET fMFEszBNMEstTAJBgUngMCEgUAEEQeGLHDqux%ZEJOpTthTeaGFJ%ZFCQgQUlJtT8Hk21699 A
2%2B8uk 82K t4Tecu VCEGU7wh %2FFubacd SASLEn3nER3D HTTP/1.1

Cache-Control: max-age = 395630

Connection: Keep-Alive

bccept: */*

[f -Modified-Since: Mon, 25 Dec 2017 20:08:04 GHT

User-hgent: Microsoft-CryptodP1/6.1

Host: sv.symcd .com

HTTP/1.1 200 0K

Server: neinx/1.14.2

Content-Type: application/ocsp-response

Content-Length: 1611

content-transfer-encoding: hinary

Cache-Control: max-age=3519537, public, no-transform, must-revalidate
Last-Modified: Fri, 3 May 2019 00:05:20 +00:00

Expires: Fri, 10 May 2019 09:08:20 +00:00

Date: Mon, 06 May 2019 07:27:29 GMT

Connection: keep-alive

0
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1t4]6+5€ @0 176 FEEFEMIC € 1€, @'vilp< €=u rHidifnt 0RGNG IS E 5
TR 60 v @
wARICBEES <99 0 0 0 we HOTEREL@ 0+ 0 1ouusion
Symantec CorporationlOUSymantec Trust FNetworkl100.U'Symantec Class 3 SHAZS56 Code S
igning CAOLI90316000000Z 190614235959Z04170=163ymnantec Class 3 SHAZ56 Code Signing
Ch OCSP ResponderQ€"0% H0¢
EMEAE Q) Eike €€ nlEREHIHERS - Feée mafnit v e HiDeol &;
OIEIFEINE G JENe: 9 JEeRIEE e 66 BEFEURSNIE ¢ GcNiiIE- TEHIe
<o BIECe _ fisier WEIELDEBT  cNARTENLUS 60 90+00" 1090100
TGV-G-13500U#0 €;SEE3 ) 4R @ fOUfR< 3610 @0vi0l 00nl z0elc” EOTO&+http:
{fwww . synanth.confcps0%+0  http:/ fwww.symavth.con/ rpall%0

00 0F @ AEEe9)2Hw NE+FER HHEU (@) #1e63Te “Idé +iEe<a-iif]

9. AR B 425" e Process Tree & 4% > % 7 InfoSteal.exe $4 1715 » § v v X B 42

muwzgogwwvm=a

ORI A RFT BT LA & 4758 4 = InfoSteal.exe(P1D:1708) -
svchost.exe(PID:908) ~ wmiex.exe(P1D:3852) 22 svchost.exe(PID:1684) % & i #%
Ao
(1) InfoSteal.exe(PID:1708)#4, {7 &

v ¢ & C:\Windows\temp p 2 2 ttt.exe 2 {s ¢ 34 {7 taskkill.exe(P1D:1720)

% 3a 4] 55 & 4258 wmiex.exe

Process Command

nfoSteal.exe (1708) "C:\Users\Scott\Downloads\InfoSteal.exe"
itttexe (2972) CA\windows\temp\ttt.exe

(= g% cmd.exe (1412) cmd /c taskkill /f /im wmiex.exe
“taskkill.exe (1720) |taskkill /f /im wmiex.exe

¥ ¢ 1518 cmd.exe $4 7 schtasks.exe % 3 #1]4# 'J“f 3%+ &L % WebServers
kA7 0 2 151E > — B F7e0 WebServers 421 17 > kH 7

c:\windows\SysWOW64 F#L 4 p &7 wmiex.exe °
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._4
(5

(=] &% cmd.exe (3988)

c.exe (1972)

chtasks.exe (2036)
chtasks.exe (4016)
: schtasks.exe (2320)
et.exe (2140)
inetl.exe (2740)

cmd fc start /b sc start Schedule&ping localhost&sc query Schedule| findstr RUNNING&&(schtasks /del...
sc start Schedule

ping localhost

sc query Schedule

findstr RUNNING

schtasks /delete /TN WebServers /f

schtasks /create /ru system /sc MINUTE /mo 50 /ST 07:00:00 /TN WebServers /tr "cmd.exe /c c\window...
schtasks /run /TN WebServers

net start WebServers

C\Windows\system32\netl start WebServers

PID4016 C:\Windows\SysWOWe4\schtasks.exe
schtasks /create /ru system /sc MINUTE /mo 50 /ST 07:00:00 /TN WebServers /tr
"cmd.exe /c c\windows\SysWOWe4\wmiex.exe”

InfoSteal.exe $4 {7 & » ¢ =¥ #¥ cmd.exe(PID 624) % 3 #].% & £ 42 svhost.exe
svhhost.exe ¥2 svvhost.exe % #2 5 - ¥ ¥ # #* svvhost.exe £ svchost.exe T
c:\windows\temp p » @ 2 € # “% iz >+ c:\windows\system32 p £ svhhost.exe

£ i+ 2% c:\windows\syswow64 p 7 svhhost.exe °

cmd /c taskkill /f /im svhost.exe /im svhhost.exe /im swhost.exe & move /y c\windows\temp\swhost....
taskkill /f /im svhost.exe /im svhhost.exe /im swhost.exe

(=] g% cmd.exe (624)
¥ " taskkill.exe (4092)

PID624 C:\Windows\SysWOW64\cmd.exe

cmd Jc taskkill /f /im svhost.exe /im svhhost.exe /im suvhost.exe & move /y c:
‘\windows\temp'svvhost.exe c:\windows\temp\svchost.exe & del c:\windows
\system32\svhhost.exe & del c:\windows\syswow64\svhhost.exe

#%F cmd.exe ¢ 47— B H| 9425 - § process ¢ fL s svhost.exe » svhhost.exe

£ svvhost.exe P ok 3242 5 34 7 o 2 {5 cmd.exe ¢ % i WMIC.exe 2 # {7

T A ETAR R (1) 40 % Process sh3d {7 BT e %driversY%o s S 0 @ E Fh R F

#- % taskmgrexe > R K% AZA (2) 4o % Process s34 {7 B L &%driversYo:s
Tpooo@m P ARk L5 svchostexe o B L 3%AR A (3) 4% Process chfd {7
B JE e %emp% it i 0 @ ¥ fh R LA S svehostexe s R g A SEARS 0 4

PAFE CRWRIAPBLT R LR AL E LA DHETHEA

(= g% cmd.exe (3664)

4% WMIC.exe (2408)
(= g% cmd.exe (3780)
“ WMIC.exe (492)
MIC.exe (2820)
44 WMIC.exe (3704)

cmd /c wmic process where "name='svhost.exe' or name="'svhhost.exe' or name='swhost.exe'" delete
wmic process where "name="'svhost.exe' or name='svhhost.exe' or name='swhost.exe'" delete

cmd /c wmic process where "ExecutablePath like '%drivers%' and name="taskmgr.exe'" delete & wmic ...
wmic process where "ExecutablePath like '%drivers%' and name='taskmgr.exe'" delete

wmic process where "ExecutablePath like '%edrivers®%' and name='svwchost.exe'" delete

wmic process where "ExecutablePath like '%semp%' and name='swchost.exe'" delete

InfoSteal.exe §4 {7 &+ ¢ % i cmd.exe k447 netsh 45 4 - F fx 3 B

65531~65533 sFport> iz & port P & L4 W) 5 UDP2-UDP ¢ ShareServicee
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[=] g% cmd.exe (1908) c¢md /c netsh interface ipv6 install&netsh firewall add portopening tcp 65532 UDP&netsh interface port...
i netsh interface ipvé install

netsh firewall add portopening tcp 65532 UDP

netsh interface portproxy add v4towd listenport=65532 connectaddress=1.1.1.1 connectport=53

netsh firewall add portopening tcp 65531 UDP2

netsh interface portproxy add vdtow? listenport=65531 connectaddress=1.1.1.1 connectport=53

netsh firewall add portopening tcp 65533 ShareService

#F § 1518 cmd.exe 4 {7 schtasks.exe % 5 #1#% T 4x &4 5 Ddrivers gt

A2 0 2_ {832 = - BRTen Ddrivers #4231 18 > k3 7

c:\windows\SysWOW64\drivers 3L & p 53 svchost.exe e

=] %cmd.exe (2144) cmd /c start /b sc start Schedule&ping localhost&sc query Schedule|findstr RUNNING&&(schtasks /del...
sc.exe (3624) sc start Schedule

PING.EXE (1860) ping localhost

sc.exe (1852) sc query Schedule

findstr.exe (3308) findstr RUNNING

schtasks.exe (3928) schtasks /delete /TN Ddrivers /f

schtasks.exe (3812) schtasks fcreate /ru system /sc MINUTE /mo 50 /ST 07:00:00 /TN Ddrivers /tr "cmd.exe /c c\windows\Sy...
schtasks.exe (3644) schtasks /run /TN Ddrivers

net start Ddriver

# " netl.exe (2300) C:\Windows\system32\netl start Ddriver

PID3812 C:\Windows\SysWOWe4\schtasks.exe
schtasks /create /ru system /sc MINUTE /mo 50 /ST 07:00:00 /TN Ddrivers /tr
"cmd.exe /c c\windows\SysWOW64\drivers\svchost.exe”

(2) svchost.exe(P1D:908)# 7 3

v ¢ ¥ ¢ taskeng.exe k34 {7 cmd.exe > @ cmd.exe § A W|F 7
c:\windows\SysWOW64\wmiex.exe £
c:\windows\SysWOWSe64\drivers\svchost.exe 17 1 42.5% » & B 4> \WebServers

2 Ddriver & B 1 it 42 o

[ &1 svchost.exe (908) C:\Windows\system32\svchost.exe -k netsvcs

" taskeng.exe (1280) taskeng.exe {359BB66A-FCB7-4A6C-ABCE-7EODF6B3B573}
cmd.exe /c c\windows\SysWOW64\wmiex.exe
c\windows\SysWOWe64\wmiex.exe

net start WebServers

C\Windows\system32\netl start WebServers

cmd.exe /c c\windows\SysWOW64\drivers\svchost.exe
c\windows\SysWOWe64\drivers\svchost.exe

net start Ddriver

C\Windows\system32\netl start Ddriver

(3) wmiex.exe(PI1D:3852)#, {7 {4

v ¢ * v7 wmic.exe(P1D:3180) % P UUID ¥ macaddress ¥ 3t ©

= 5| wmiex.exe (3852) c\windows\SysWOWe&4\wmiex.exe
2]

“wmic.exe (3180) wmic csproduct get UUID
wmic.exe (3%48) wmic nic where netconnectionid!=NULL get macaddress

(4) svchost.exe(P1D:1684)# 7 &

& c:\windows\SysWOWe64\drivers 342 & p sfasvchost.exe 4 75 » v € =F
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Pt e - 0 FRL & AR5 taskmgrexe o # % € # * cmd.exe $4 {7 8 =&

’

WMIC.exe » % # & taskmgr.exe ~ svchost.exe ~ explorer.exe  spoolsv.exe

conhost.exe * csrss.exe * services.exe ¥2 msdtc.exe & 8 B 4% ;% endd (7 B /5

-

FHE R AR THRR o
2 t5 ¢ % cmdexe - E E£AFH 75 8 X HWMIC.exe » 4 #h » v 4 ¢35

2

#4417 wmic.exe % B~i¥ UUID - macaddress £ VideoController & F 3t -

Process Command
= B swchost.exe [1684) cAwindows\SysWOWE4\ drivers\svchost.exe
5| taskmgr.exe [388) "cAwindows\SysWowed\drivers\taskmgr.exa"

[= g% cmd.exe {1992) cmd fcwmic process where "name="taskmgrexe' and executablepath<>'%Sys
ﬁﬁWMIC.E}(E (3732) wmic process where "name='taskmgrexe’ and executablepath<>'C:\\window
ﬁﬁwmlC.E}{E (3216) wmic process where "name='swchost.exe' and executablepath<»'C\\windowd
ﬁﬁWMIC.exe (1712) wmic process where "name='explorer.exe’ and executablepath<>'C\\window
L WMIC.exe (2152) wmic process where "name='spoolsvexe’ and executablepath<>'C\\window
7 WMIC.exe (B28) wmic process where "name='conhost.exe’ and executablepath<>'C\\window
;ﬁ’ﬁWMIC.E}(E (3292) wmic process where "name='csrss.exe’ and executablepath<>'C\\windows\
;ﬁ’ﬁWMIC.E}(E (2524) wmic process where "name='sernvices.exe' and executablepath<>'CA\\window
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1. Monero Miner-Malware Uses RADMIN, MIMIKATZ to Infect,

Propagate via Vulnerability

https://blog.trendmicro.com/trendlabs-security-intelligence/monero-miner-malware

-uses-radmin-mimikatz-to-infect-propagate-via-vulnerability/

C & TrendMicroInc. [US] | https://blog.trendmicro.com/trendlabs-.. B @& B = @& i

Home » Exploits » Monero Miner-Malware Uses RADMIN, MIMIKATZ to Infect, Propagate via Vulnerability

Monero Miner-Malware Uses RADMIN, MIMIKATZ to Infect, Propagate
via Vulnerability
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By Don Ovid Ladores, Michael Jhon Ofiaza and Gilbert Sison

Between the last week of January to February, we noticed an increase in hack
tool installation attempts that dropped seemingly random files into the Windows
directory. Initially appearing unrelated, analysis showed the final payload to be a

Monero cryptocurrency-mining malware variant as it scans for open port 445 'A
and exploit a Windows SMB Server Vulnerability MS17-010 (patched in 2017)
for its infection and propagation routines, targeting companies in China, Taiwan,
Italy, and Hong Kong.

MIMIKATZ has been used with other hack tools and coinmining-malware in
previous routines to collect user accounts and system credentials, while
malicious actors have used RADMIN tools to gain admin rights and other malware into targeted systems. However,

this combination of RADMIN and MIMIKATZ becomes a concern for data exfiltration of enterprise assets and
information because of the randomly named and seemingly-valid Windows functions that may go undetected. Also,
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