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Setup/Uninstall  CA\Users\TEST1\AppData'Local\Temp\is-USW7 7 tmp\Pylocky.tmp
Ch\Users\TEST1\AppData\Local\Temp\is-897HPtmp\ lockyfud exe

Description: Setup/Uninstall

Company:

Path: C:\Users\TEST 1\AppData\Local\Tempjs-USV77. tmp\Pylocky.tmp

Command: "C:\Users\TEST 1\AppData\Local\Tempjs-U5V77.tmp\Pylocky.tmp® /SL5="$700DA, 5268834, 77312,C: \Users\TEST 1\Desktop\Pylocky.exe™
User: TEST1-PC\TEST1

PID: 2168 Started: 2018/10/4 T4 02:35:52

Exited:  2018/10/4 T4 02:36:12




fi\ L% R R £ 850 ¢ < (TACERT)
N§97 TANet Computer Emergency Response Team

3. WAL T A s gteh @A) 0 3 I & Pylocky.exe #4714 ¥ A ¥ b R E

PAAio VALRFIIRLHITIPEAP R RRRERGFL -

BEF HEE BIRO) wEN SBEH

200801044 T4 02:41:14 Renoved avchogt.exe IDF fedl::3¢l18:2ae9:5135:8h3a:546 *: %
201871044 T& 02:46:21 hdded svchozt.exe OP fe80::3c18:2ae9:5135:803a:546 *:*
201841044 T4 02:48:24 hdded svchost.exe IDP 192, 168,195, 16465 L
2018/10/4 T4~ 02:43:25 Renoved svchozt.exe IDP fedD::3cl8:2ae9:5135:803a:546 *:*
201801044 T4 02:48:27 Renoved avchogt.exe IDF 192,168,195, 164:68 #oE
201871044 T4 02:53:23 Added svchozt.exe IDP fedD::3cl8:2ae9:5135:803a:546 *:*
201841044 T4~ 02:55:31 Removed avchost.exe UDP fed0::3¢cl8:2ae9:5135:8b3a:546 *:%
2018/10/4 T4 03:00:31 Added svchozt.exe IDP fedD::3cl8:2ae9:5135:803a:546 *:*
201841044 T4~ 03:02:29 Removed avchost.exe UDP fed0::3¢cl8:2ae9:5135:8b3a:546 *:%
201871044 T4 03:07:37 Added avchozt.exe IDF fedD::3cl8:2ae9:5135:8b3a:546 *:%
2018/10/4 T4~ 03:09:45 Removed avchost.exe UDP fed0::3cl8:2ae9:5135:8b3a:546 *:%
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Please be adviced:

ALl wour files, pictures document and data has been encrypted with Military Grade Encryption RS4 AES-256.

Tour information iz not lost. But Encrypted.

In order for you to restore wour files won have to purchase Decrypter.

Follow thiz steps to restore your files.

1* Download the Tor Browser. ( Just type in zoogle "Download Tor" ).
2% Browze to URL : http://pvlockyrkumgih5].onion/index.php
3* Purchase the Decryptor to restore your Tiles.

It iz very zimple. If you don't beliewe that we can restore wvour files, then wou can restore | file of image format for free.
Be avare the time iz ticking. Price will be doubled every 96 hours so nze it wigely.

Tour nnique ID : SV7EVI6G6AEMEL31V

CANTION:
Flease do not try to modify or delete any encrypted file az it will be hard to restere it.

SUPPORT:
Tou can contact support to help decrypt vour files for wou.
Click on support at http://pylockyrkungihSl.onion/ index.php
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S'1l vous plait soyez avisé:

Toung wos fichiers, imapes, documents et données ont &té cryptés avec Military Grade Encryption RSA AES-256.
Vos informations ne sont pag perdwes. Mais chiffre

ALfin de wous permettre de restaurer vos fichiers, vous devez acheter Decrypter.

Suivez ces étapes pour restaurer vos fichiers.

| * Téléchargez le navigateur Tor. (Il suffit de taper googzle "Télécharzer Tor").
2 * Aller & I'UEL: hitp://pylockyrkungih5l.onion/ index.php
3 ¥ hchetez le Decryptor pour restanrer wos fichiers.

C'est tris gimple. Si wous ne croyez pas que 10U POUVORS Testaurer vos fichiers, alors YOUS DOUTEZ restaurer 1 fichier de format d'image gratunitsment.
Soyez conzcient que le temps est compté. Le prix sera double toutes les 96 heures, alors utilisez-le a bon esclent.

Votre ID unique: 8V7EVIGEAENEL3 1V

HISE EN GARDE:
N'eszavez pag de modifier ou de supprimer un fichier crypté, car il sera difficile de le restaurer.
SOUTIEN:

Voqs pouv¥ez contactsr le support ponr aidgr i déghiffrer vos Tichiers ponr vous.
Cliquez sur support & http://pylockyrkungih5l.onien/index.php

31 prera di eszere avvigati:

Totti § toei file, immagini, documenti e dati mono statl crittografati con Military Grade Encryption ESA AES-356.
Le tue informazioni non =ono persze. Ma crittografato.

Per poter ripristinare i tuoi file devi acquistare Decrypter

Seguire qunesta procednra per ripristinare i file.

| * Scarica il Tor Browser. (Basta digitare su google "Download Tor").
2 * Passa a URL: http://pylockyvrkumgihSl.onion/ index.php
3 % bequizta Decryptor per ripristinare i tuoi file.

E molto gemplice Se non credi che possiamo ripristinare { tuoi file, puoi ripristinare 1 file di formato immagine gratuitamente.
Sii consapevole che il tempo stringe. 11 prezzo sard raddoppiato ogni 96 ore, quindi usalo sagziamente.

I1 tue ID wniveco: SV7EVIGGAXMEL31V

ATTENZIONE :
31 prega di non provare a modificare o eliminare alcun file crittografato in quanto sara difficile ripristinarlo.

SUPPORTO

E pozssibile contattare 1'assistenza per decrittoprafare i file per conto dell'ntente.
Clicca gnl supporto in http://fpylockyrkumgihSl.onion/index. php
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| CDF 2018/10/4 ™5 02:49 NFEX 6 KB
| CDF.txt.lockedfile 2018/10/4 5 02:49 1KB
. «Eﬁfﬁ — || CDF.txt.lockymap 2018/10/4 T4 02:49 6 KB
:ﬁ: || Checklistl.xlsx 2018/10/4 5 02:49 6 KB
?ig“ || Checklistl.xlsx.lockedfile 2018/10/4 337 KB
e || Checklistl.xlsx.lockymap 2018/10/4 6 KB
B ZNER | | DB2.accdb 2018/10/4 T 6 KB
> ARER || DB2.accdb.lockedfile 2018/10/4 1,443 KB
&= BA DB2.accdb.lockymap 6 KB
[ Doc22 6 KB
<M EhE |_| Doc22.docx.lockedfile 1,177 KB
> & FEREEC) || Doc22.docx.lockymap 6 KB
ca TBEED) = Koala 2\/18,"10'/41 6 KB
1 &3 ShareDoc (\WSCOT ||| Koala jpg.lockedfile 2018/10/4 1,031 KB
|| Koalajpg.lockymap 2018/10/4 6 KB
o Gl B [] LOCKY-README 6 KB
| Maid with the Flaxen Hair 6 KH
|| Maid with the Flaxen Hair.mp3.lockedfile 5,428 KH
|_| Maid with the Flaxen Hair.mp3.lockymap LOCKYMAP 25 6 KH
[ TestLpptx 2018/10/4 T PPTX B= 6KB
|| Testl.pptxlockedfile 2018/10/4 T4 02:49 LOCKEDFILE 1,080KB
|| TestLpptxlockymap 2018/10/4 T4 02:49  LOCKYMAP BS K8
|E wildlife 2018/10/4 T 02:49 Windows Media 6 KB
| wildlife.wmv.lockedfile 2018/10/ 0 LOCKEDFILE = 4,625 KB
Wildlife.wmv.lockymap 2018/10/4 T4 02:43  LOCKYMAP B2 6KB
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B TH | ABC 2018/10/4 5 02:36 6KB
mEE || ABC.txt.lockedfile 2018/10/4 T4 02:36 LOCKEDFILE 8= 1KB
= EERUE | | ABC.txt.lockymap 2018/10/4 T4 02:36 LOCKYMAP & 6 KB
) Doci 2018/10/4 T4 02:36 Office Open XML 3¢ 6KB
4 BE |_| Docl.docxlockedfile 2018/10/4 5 02:36 LOCKEDFILE 8= 1,177 KB
B xs |_| Docl.docxlockymap 2018/10/4 T4 02:36 LOCKYMAP B 6KB
J} == [&] Koala 2018/10/4 5 02:36 JPEG & 6 KB
> A || Koala,jpg.lockedfile 2018/10/4 4 02:36 LOCKEDFILE 1,031 KB
Pt || Koala jpg.lockymap 2018/10/4 5 02:36 6 KB
| AESER | LOCKY-README 2018/10/4 T4 02:36 6KB
= Bk |#] Maid with the Flaxen Hair 2018/10/4 T4 02:36 6 KB
|| Maid with the Flaxen Hair.mp3.lockedfile 02:36 LOCKEDFILE EE 5428 KB
Lo || Maid with the Flaxen Hair.mp3.lockymap 4 02:36 LOCKYMAP 8= 6KB
A & Wildlife % 02:36 Windows Media S 6KB
& zmes© ] Wildiife wmv.lockedfile 0236  LOCKEDFILE B 34,625 KB
ca FREER(O) | ] Wildlife.wmv.lockymap = 02:36 LOCKYMAP i85 6KB
bG8 ShareDocNSCOT ) w441 accdb ACCDB B 6KB
|| EREl.accdb.lockedfile q
“' &= || E8El.accdb.lockymap 2818,*’1 )/ 6 KB
| BEEELxsx 6KB
|| BEEE1xsxlockedfile 337 KB
|| BEEE 1 xdsxlockymap LOCKYMAP 6KB
[ s%1 pptx 02:3 PPTX B 6K8
| B531 pptxlockedfile 2018/10/4 T4 02:36 LOCKEDFILE 1,080 KB
|| %1 pptxlockymap 2018/10/4 T4 02:3 LOCKYMAP E= 6KB
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Pleage be adviced:
B11 wour files, pilctures document and data hag been encrypted with Military Grade Encryption RSL AES-256.
Tour information iz not lost. But Encrypted.

In order for von to restore your files wou have to purchase Decrypter.

Follow this steps to restore wvour files.

\RENV) RAEH)

m

1* Download the Tor Browser. ( Just type in eoogle "Download Tor" 3.
2* Browse to URL : http://pylockyrkumgihSl.onion/ index.php
3* Purchaze the Decryptor to restore your files.

It ig very gimple. If von don't believe that we can restore vour filez, then you can restore 1 file of image format for free.
Be aware the time iz ticking. Price will be donbled every 96 hours so use it wisely.

Tour unigue 1D : SV7EVIGAARMEL3 1V

CAUTION:
Please do not try to modify or delete any encrypted file az it will be hard to restore it.

SUPPORT:
You can contact gupport to help decrypt wvour fileg for you.
Click on support at http://pylockyrkomgihSl.onions index.php
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Please be adwiced:
All wour files, pictures document and data has been encrvpted with Military Grade Encryption
REA AES-256,

Tour information is not lost. But Encryvpted.
In order for you to restore vour files you have to purchase Decryptar,
Follow this steps to restore vour files,

m

1# Download the Tor Browser. { Just tvpe in google "Download Tor" .
2* Browse to URL : http=/pvlockyrkumaihSLonionfindex. php
3* Purchase the Decryptor to restore your files,

It 13 very simple. If won don't believe that we can restore wour files, then you can restore 1 file of
image format for free,
Be aware the time is ticking. Price will be doubled every 96 hours so use it wisely,

Tour nnique 1D : 8V7EV166AXMEL3IV

CAUTICN:
Flease do not trv to modify or delete any encryvpted file as it will be hard to restore it

SUPPORT:
You can contact support to help decrypt wour files for wou,
Click on support at httpafpvlockyrknmgihSlonionfindex. php
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T. ¥k lockyfud.exe #f 2 FAL & ] % > 4 I is-897HP.tmp hF #L & 4 Python

# 74k % 7 & > 4] Lockyfud.exe @& * Python 28352 £ -

EREE ~ MAZZBE v =HIs ~ FEERR
+ir BHEE =441 v EZ A
B TH I _isetup
msEE || _ctypes.pyd 90 KB
= BESUE |_| _hashlib.pyd 993 KB
|| _win32sysloader.pyd 8KB
|| bz2.pyd 70 KB
|_| Crypto.Cipher._AES.pyd 2018/8/22 F5 03:15 29 KB
|_| Crypto.Cipher._DES.pyd 2018/8/22 5 03:15 53 KB
|| Crypto.Cipher._DES3.pyd 03:15 54 KB
|| Crypto.Hash._SHA256.pyd N4 03:15 10KB
|_| Crypto.Random.OSRNG.winrandom.pyd 03:15 10KB
|| Crypto.Util._counter.pyd 03:15 10KB
|| Crypto.Util.strxor.pyd £ 03:15 8KB
g I &4 lockyfud.exe ~5 08:27 1,309 KB
= :‘F.’ SREE ) || lockyfud.exe.manifest £ 08:27 2KB
- Z || LOCKY-README txt 6 KB
o FREED) %] mfcg0.dll 3,670 KB
G2 ShareDocMNSCOT| ) mtcoou.dil 3,685 KB
%] mfem80.dll 59 KB
€ =% &) mfem0u.dll 59 KB
|| Microsoft VC90.CRT.manifest 2KB
|| Microsoft. VC30.MFC.manifest 2 KB
%] msvem80.dll 220 KB
|2 msvep90.dll 558 KB
%] msverg0.dll 639 KB
%] python27.dll 2,584 KB
%] pythoncom27.dll 389 KB
%] pywintypes27.dll 108 KB
|| select.pyd 10KB
|| unicodedata.pyd 671 KB
|| win32api.pyd 99 KB
|| win32trace.pyd 16 KB
|| win32ui.pyd 762 KB
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8. 423 Pylocky.exe 5 VirusTotal #&i#] » 2 E R v* 61 5 42/68> v 63 F » (55
A S g I mw*ﬁwﬁgﬁﬂztyﬁﬁiﬁﬁiﬁﬁﬁﬁﬁ%
Pylocky & locky - fe 83754 #r& locky # % 4 7% & M

SHAZ256:  617f3a67d803f24efcc6028149f4308065694132af7el1d198e211e3ad6831c2

BRI Pylockyexe

AR 42768

SPrHER: 2018-10-04 08:19:56 UTC (0 5545 &1 )

& ERE S B
Ad-Aware Trojan.GenerickKD. 31192721 20181004
AhnLab-V3 Trojan/Win32.Locky.C2693535 20181004
AlYac Trojan.Ransom.PylLocky 20181004
TrendMicro Ransom_PyLocky.B 20151004
TrendMicro-HouseCall Ransom_PyLocky B 20151004
VBA32 TrojanRansom.Encoder 20181003
ViRobot Trojan.Win32.Z Locky. 55245987 20181004

9. #23% lockyfud.exe & VirusTotal #:#] » #4402 B2 v ] 5 37/68 » vt 5] i » &

L3 FIpAFMP oI RMAEZRB DT o

SHAZ256:  Sbe3fGceardacd1f1f8d46aadbd32fab6816f30bat4753416b3acdad4 2744478

HEEE lockyfud exe

StrEEE: 2018-10-04 07:34:22 UTC ( O #4% AT )
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(1% 3 2R B

Ad-Aware Trojan.GenericKD. 31192392 20181004
AhnLab-V3 Trojan/Win32. FileCoder C2653626 20181004
AlYac Trojan.GenenckKD. 31192392 20151004
Arcabit Trojan.Genernic. D1DBFE48 20151004
Avast Win32:Malware-gen 20151004
AVG Win32:Malware-gen 20181004
Avira (no cloud) TR/FileCoder.inpfo 20181004
A\ware Trojan.Win32.Generic!BT 20180925
BitDefender Trojan.GenenckKD. 31192392 20151004
CAT-QuickHeal Ransom. Locky. 53759392 20181001
CrowdStrike Falcon (ML) malicious_confidence_100% (W) 20180723
Cylance Unsafe 20181004
Cyren W32iTrojan. ZYEX-5724 20181004
Emsisoft Trojan.GenericKD.31192392 (B) 20181004
ESET-NOD32 Python/Filecoder Locky.B 20151004
F-Secure Trojan.GenercKD. 31192392 20181004
Fortinet Python/Filecoder_Locky.Bltr 20181004
GData Trojan.GenerickKD. 31192392 20181004
lkarus Trojan-Ransom.Locky 20151003
Sophos ML heuristic 20180717
KTAntiVirus Trojan ( 0053a2del ) 20181003
KIGW Trojan { 0053a2del ) 20181003
Malwarebytes Ransom.FileCryptor 20181004
McAfee Artemis!D494FFDCESG0 20181004
McAfee-GW-Edition BehavesLike Win32 Locky.tc 20181004
Microsoft Trojan:Win32/Occamy.B 20181004
eScan Trojan.GenerickKD.31192392 20181004
Palo Alto Networks (Known Signatures) generic.ml 20181004
Panda Trj/Genetic.gen 20181003
Qihoo-360 Win32/Trojan.daf 20181004
Sophos AV Mal/Generic-5 20181004
Symantec Trojan.Gen.2 20181004
Tencent Win32 Trojan. Generic Wrge 20181004
TheHacker Trojan/Spy. KeylLogger.au 20181001
TrendMicro Ransom.Python. LOCKY.SM 20181004
TrendMicro-HouseCall Ransem.Python.LOCKY.SM 20181004
VIPRE Trojan.Win32.Generic!BT 20181004
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10. #- LOCKY-README.txt 27 & 3 #p — Batse ZRIAHL &3 ID
Ransomware # ‘% :)]%i P e =k
(https://id-ransomware.malwarehunterteam.com) » 5 ¥ i#| 2| _v % Pylocky ¥* %

Fod o4 Waoppd PR EeT RS B A

PyLocky

© This ransomware has no known way of decrypting
data at this time.

Itis recommended to backup your encrypted files, and
hope for a solution in the future.

Identified by

* ransomnote_filename: LOCKY-README . txt
* ransomnote_url: http://pylockyrkumgih51.onion/index.php

Click here for more information about PyLocky

& would you like to be notified if there is any development regarding this ransomware? Click
here.

% % Tor Browser gcf8 is: 3 2% £ o1 benieh » AR f PP L FxT ﬁ
R RS Pylocky”fi‘ﬁiﬁﬁfg%%—gﬁ»&ﬁﬁ E Tl T RS A

D>+ 2% XTR A6 PP A4

\-R?
-:@
(S
(S
)
oy
IR
=
-

d (€« C' | ® & pylockyrkumgihSl.onion/index.php
pyLOCky Home  Support

Unlock Your Files
In Minutes!

Welcome

Need Help? Vel

What Happends?

Your files are encrypted using Locky Locker.

You have a chance to restore your files by
Downloading Locky Decryptor. And restore all your
files

Be aware that no other decryptor will work for you
You can try but remember price double every 96 hour.
So act fast.

10
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12. iy~ 2 % B 4 1D £ 8kE Download > H RN X 3 F ID GRLHET 6

& 4% § %9 > BITKEY s 5

& (¢« C | ® & pylockyrkumgihSLonion/Lock_Download.php?uid=8V7EV166AXMKL31V&action=software8wow=0k9

Trying to identify 8V7EV166AXMKL31V?

Please enter your bit code.

IVKIT6ZVZIoMW P EQMILYC0951VA2x MrZyXVeVLIDaPVYiDMcw -
InBxkUNpQO1gXpP+L0aRo0
P1XnGdrizp26U36vpwTJy/cKrihiKeC1CODBAEWYSXTY1FYYy3RIZy7BILANG
mIMNS/HyNQILLdIS E
GeTLgGKSIHPPrayBag4F C2FoAFyMLgjrcrGmicY h33g0ssXanwgQjose+
GuseMeUm+KIchZ D -
1wleuexigrekdPpL3VSZ6WeQJdeNhXGqopKDuw=4

Download

* The bit code is the code between:

rrrrrrrr BEGIN BIT KEY———
-------- END BIT KEY———

Contact the support if you need help..

LOCKY UNLOCKER. .

pyLocky Decryptor

® €« C' @ & pylockyrkumgih5l.onion/Lock _Dc

Instant Decryption!

Download File LockyUnlock-8V7EV166AXMKL31V.zip

Computer Name TEST1-PC

Intel{R) Cora{TM) i5-7500 CPU @ 3.40GHz

MAC Address 02:00:4C:4F:4F:50

Download

Bitcein Payment §7)

Totai: 0. 1gemc BTC

11
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G AR AP S Y o Hmie R T A ST G AL (v ks CPU~ RAM
BVAC =B 7> 4 23S T X384 H 1,300 ~ % & hpbf AR E -
& (¢« C' | ® & pylockyrkumqihSl.onion/Lock_D = 166AX 1V&action=software8wow= B ~vw s & =
Home  Support
Computer TEST1-PC
Name
‘ os
CPU

Microsoft Windows 7 />3¢5
| RaM

Intel(R) Core(TM) i5-7500 CPU @
3.40GHz

2GB
|

MAC Address 02:00:4C:4F:4F:50

1300 US$

Download

2LiE Download 454~ > M7 X T —‘[g FAEERL AR LT -
You need to send Bitcoins first !

14, &5 2 #rf & ap
LES

S

FoOBRRFERG I8 AF S

IR TS

& e 12 g

Home
Language:
Total: 0.19852429 BTC

Support

Bitcoin Payment
Digital Internet Cry C

Get Bitcoins (BTC) at localbitcoins.com if you don't already have any.

Send 0.19852428 BTC (don't include transaction fee in this amount!).

Spanish
French
German
g Dutch
Italian
If you send any other bitcoin amount, payment system wil ignore it
Send 0.19852429 BTC (in ONE payment) to:
17VL8eL 4KA3B2qVHOKF7Wm2fiTVLR11j7X
Copy Address

Russian
Polish
Open Wallet Portuguese

Persian

Click Here if you have already sent Bitcoins »

Korean
Japanese

Indonesian
12

Turkish
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15. &4 i e ™ > 8. T Click Here if you have already sent Bitcoins | 4% 4= >

Language: =Sy

Bltcom Pavment

Total: 0.19852429 BTC Jigital Internet Crypta Currency

1. Get Bitcoins (BTC) at localbitcoins.com if you don't already have any.

2. Send 0.19852429 BTC (don't include transaction fee in this amount!).
If you send any other bitcoin amount, payment system will ignore it

Send 0.19852429 BTC (in ONE payment) to:
17VL8eL4KA3B2qVHgKF7Wm2fiTVLR 11j7X Open Wallet

Copy Address

Click Here if you have already sent Bitcoins »

16, AR 2 3 48 & 378 #8158 4258 4 7 25 » 3 I lokeyfud.exe &2

locky-readme.txt &% =x £ ATH $55 € p F3L (7 o

Autorun Entry Description  Image Path Timestamp
@" HKCLNSOFTWARE \Microsoft \Windows\CumentVersion\Run 2018/10/4 F 02:35
¥ ¢ |WyRearEm | :\users'test 1\appdata\local\temp is-857hp tmp\lockyfud exe | 20171211 F4F 11:10
23 C:\Users\TEST 1'App Data" Roaming\Microsoft \Windows\Start Menu\F‘rogmms\Startup 2018/10/4 TF 02:49
¥ | | IOCKY-READMESE | cilusers'test1\ap g ft\windows \start menu \startuplocky ba | 2018/10/4 F4F 02:49
17, #x 2 3E3TEF 6 FRRA & 4e B = 215 % %0 Tor Browser # 4 &

2B ET R T LAt s A % a4k lokeyfud. exe 4e % 0 A E TR

ﬁ}\ /‘4 'f7pﬁ';;i_ﬁ_[, F‘:Bg\‘ °
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BE v B3 g

I3
it

T ZNERE
B T browser
mEE defaults
L BEROE dictionaries
) fonts
o EeE TorBrowser
3 28 i | application.ini
) == |_| application.ini.lockedfile
=3 || application.ini.lockymap
= BA || chrome.manifest
o |%] d3dcompiler_47.dll
=g || dependentlibs.list

@ firefox.exe
& zuus©) ?

ca FHREE D)
% ShareDoc (\WSCOT

= firefox.VisualElementsManifest.xml

|_| firefox VisualElementsManifest.xml.lockedfile
| firefox VisualElementsManifest.xml.lockymap
freebl3.dll

Igpllibs.dll

libEGLII

libGLESv2.dll

libssp-0.dll

LOCKY-README.txt

mozavcodec.dll

G =5

slolalalol

EE (]

mozavutil.dll
mozglue.dll
msver100.dll
nss3.dll
nssckbi.dll
nssdbm3.dll

_| omnija

Flr

=] pingsender.exe

i | platform.ini

| platform.ini.lockedfile

HALE AT 81 B freh LOCKY-README.tXt %+ 2 3 =i 0 % - FIRX T —‘ﬁ

BAIDAREXRS- 2i7n DA BITKEY 2 p 35+ A4 - 237h KEY o

| LOCKY-README txt -
BER HEE) BFO) BEV) =EH

Pleage be adviced:

B11 wour files, pictures document and data haz been encrypted with Military Grade Encryption RSA AES-256.
Your information is not lost. But Encrypted.

In order for you to restore your fileg you have to purchage Decrypter.|

Follow thig stepz to restore vour files.

1* Download the Tor Browser. [ Just type in google "Download Ter" ).
2* Browse to URL : http://pylockyrkumgihSl.onion/index.php
3% Purchase the Decryptor to restore your files.

It g very ginple. If you don't believe that we can restore your files, then you can restore | file of image format for free.
Be aware the tine iz ticking. Price will be doubled every 96 hourzs zo uwse it wisely.

Tour unique 1D : YFSZTRDVENVZNZET

CADTION:
Pleaze do not try to wodify or delete any encrypted file ag it will be hard to restore it.

SUPPORT :
Tou can contact support to help decrvpt wour files for wou.
Click on support at http://pvlockyrkumgih51.onion/index.php

———————— BEGIN BIT EEY---------

HuFYVzWMEnhMNT 521 FFReKn /apDt0) IK061 6C {60dHAAEpcGHwEPCT G 14 7%/ uBacKn iWidUTZY pj
TayEcWOD19BERd o JSTE L phoP vt 31X Vb T fDz8cp j ONCZ AW S £ 479k § 6AShn0 j eohC L nOEM fn
ERvodL []0zzHeGbtEh+TTmaak8c1x360T1a2TE ICed9E1d3dUhIbE+ qOE zD9BENe /w0xE 2020800
dR/GLCOS et 3000hT x4 1 ql 2Q1 KYYEF jMy+eNZ+33Rdzf2viWW1G 1 pxEcF7 1yBhoedd /X jKzhJBOQ
TI IDvEa 1w 10ALPOOdbonEE v0g jenyFeDdb5EBg—

———————— END BIT KE¥-----------

4| [ 3
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I 5 B 2% 450
STEP 3
STEP2 - BPylockymB L HITE
FRRUS L2
#Z1BPyinstallerfinno Setup Installer
E*lockyfud.exe
STEP 1
BRAXSHIR B4 EUE STEPS
— - Lockyfud.exe#{TEHE I MNZEEZE
< SEE STEP 6
EHEMRAKR

BARYE R User IDEABIT KEYRYENZRIBANE
B BER#HTlockyfud.exeRI N2 12
L2 &A%+ 2 &0 en= 34 R4gdf Pylocky i+ -
2.2 F F IR > 30 gAY 2 7 Pylocky shE & sl o
SEXTHHTER LTI > LR % Pylocky & R T -
4.Pylocky 754 $4 {7 15 » 1% i Pylnstaller £ Inno Setup Installer 2 #
lockyfud.exe

5.Lockyfud.exe 34 {7 3 5 ot 4 % (T FE o
6.XF AL ATH 15 BEcE K User ID &2 BIT KEY s % i 4vi3 » 1

f = #4 {7 lockyfud.exe ese B T ¥ o

V.22 2% 22 5%

1.

2.

3.

~ 1% % 2_ Pylocky )?5—‘!- T R Az )?54 PR el € MY
A Bkt Beaghx A4 A Baldh -5 " .lockedfile ; 22 T .lockymap | 4% % -
s+ i@ % Pylnstaller £ Inno Setup Installer & & 2 4 % % eh& § 4250
lockyfudexe > @ ¥ X Z A5 X E£ATH L € LATR TR IFE o

P g4 Pylocky # k4 2 ERBRE- A DG FIpAEHL T

N

RS A ’L*Fiqé’**—‘ﬁiﬂﬂl%'r\ﬁ_i TR, I AGAFETP KR

S5 2 RN BEE AP genl > 1 R L z}]%%év’ﬂ}k‘ﬁo



