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I. ṶԈ Ю 

ד2018 .1 1ѣ ◖ GandCrab ỞȲᴟ ד2018 7ѣȲ ҙד

GandCrab ◖БḆ ᾪӐᴟ V4ᾪ ױ ◖ᾼ Ӣ ⇔ ᶶ

БכⱢ דϱҙד2018 ֤ ᾼ ◖̢ 

2. GandCrab ◖ П ֯ὑẔֵао ȳ ϩ Ғ Џẓ

Ẕḕ ᾪӐ Ӑ оЛЄ ѻ ╥ Ѡה ẃ ♄ ֵао Ϡᵓ

ӣ ‒ԈҵȲϷ Ϥ֥ᾎ ҟ Ϥ ᾼ Ȳԛ ṿӣ῏ϯ

ȴ 

3. GandCrab ◖֯ ד2018 2ѣ Ғ ѝԈ ֤Ɫ.GDCBȲ Ὼ V4ᾪ

╥.KRABȲᴖѹҒ ЏẓӦ RSA-2048 ⱢḆᶶᾼ Salsa20 stream cipherȴ 

4. Ɫ Ϡ GandCrab ◖ ╬ắ ѻ ∟ПṆ ᴩⱢ ᴩⱢȲӐ

Мїậ ◖ Ӑ∟ ᴩ ȴ 

 

II. ṶԈ  

1.  Ԓ ṿӣ 2үׄ Windows 7Ṇ ᾼ VM ѻ ᴩ Ẓ

үѻ ֯֝Ϛ в иᵑⱢ Ruby-PC Scott-PC ẔМ Ruby-PCצ

ứ Scott-PC П ShareDoc ᶈᾼ ᴖ ה ӐⱢ

GC43.exe һὍὑ Ruby-PCϱ ᴩ̢ 

 

2. ה  GC43.exe ᴩ∟Ȳ Ӑ ᾼWordȳExcelȳPowerPointer ᴩ

Ϡ̢ GC43.exeᾼ ה Ȳ ◖ⱢϠ ’ӭ ѝԈҠѿ

ᶙԓ Ғ Ȳ ѻ ֵ ӣ ӣ ᾼה ᶧȲֽ Officeȳ Ἠ╥

Ȳѿ ’Ғ ḃ Л ҵ֮ М һ ᾼ ᶧֽϯ: 
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msftesql.exeȳsqlagent.exeȳsqlbrowser.exeȳsqlwriter.exeȳoracle.exeȳocssd.exeȳ

dbsnmp.exeȳsynctime.exeȳagntsvc.exeȳisqlplussvc.exeȳxfssvccon.exeȳ

sqlservr.exeȳmydesktopservice.exeȳocautoupds.exeȳagntsvc.exeȳencsvc.exeȳ

firefoxconfig.exeȳtbirdconfig.exeȳmydesktoppqos.exeȳocomm.exeȳ

mysqld.exeȳdbeng50.exeȳsqbcoreservice.exeȳexcel.exeȳinfopath.exeȳ

msaccess.exeȳmspub.exeȳonenote.exeȳoutlook.exeȳpowerpnt.exeȳsteam.exeȳ

thebat.exeȳthebat64.exeȳthunderbird.exeȳvision.exeȳwinword.exe

wordpad.exe ̢ 

 

 

3.  Ruby-PCѻ ҵ ᾓȲ ה GC43.exe ᴩ Ȳ Є

ҵ═ ϚṷЛ῀֤ᾼ ѻ ẔМἬ ᾼӭᾼѻ צ 3ү֯
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М иᵑⱢ IP:163.28.5.19ȳ163.28.228.9 163.28.228.11̢  
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4.  Ϯү вѻ ᾼ⅔Ҕв ẔМẒ үѻ ᾼ⅔Ҕв

Ϛ ⅔Ҕв Ҡѿכẞ Letôs Encrypt( ᶺ Ғ ᵣ!)ᾼӣֿ ắ

ѻ ᴟ ṷѻ ȲҠ ҟϯ Ғ Џẓ֫ẃѻ в ᴩҒ ̢ 
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5.  GC43.exeП ה Ở Ȳ ẞ ϚԌБצה ᾼײ ֤ Ȳ ẁ

ắ ѻ ᴟ ṷ ȴֽὨ ⁄ғȲכ Б Ғ ᾼắ ѻ

GandCrab ѠȲֽ IPᴯ ȳṿӣ῏֤ ȳ ֤ ȳ ֤ ȳ

Ṯ◖ ȳW Ṇ ֤ ȳ╥ᵡṿӣ•ѝ ϤȳGandCrabᾼ idȳGandCrab

ᾼᾪӐé ȲᴖẔ ᵿӦϚ ה  :ϯֽכ

http://{host}/{word1}/{word2}/{fname}.{extension}ȴ 

ӭ в  

{host} ắ ╬ѻ ᵿ 

{word1}  wp-contentȳstaticȳcontentȳincludesȳdataȳuploadsȳnews 

{word2}  imagesȳpicturesȳimageȳgraphicȳassetsȳpicsȳimgsȳtmp 

{fname} imȳdeȳkaȳkeȳamȳesȳsoȳfuȳseȳdaȳheȳruȳmeȳmoȳthȳ

zu 

{extension} jpgȳpngȳgifȳbmp 
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֯{host}в иҠѿכẞ GandCrab ◖ҔᵶϚ   ᾼ ԝῶȲ ԝ

ῶв ⱢһἬ ᾼắ ╬ Ȳ ⱢּפῺϾ Ӵѻ ȴ 
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GandCrab ◖ ϱ ᾼ֮ᵿ М Ϛ {host} ᵿȲṳṿӣѿϯ

{word1}ПϚ ∂ ᾼ Ȳ{word1}в צ wp-contentȳstaticȳcontentȳ

includesȳdataȳuploads news ȴ 

 

∟ԛ Ϛ {word2} Ғ֯ URL∟ Ȳ{word2}в צ imagesȳpicturesȳ

imageȳgraphicȳassetsȳpicsȳimgs tmp ȴ 

 

П∟ԛ ϯ ᾼѝ ֤{fname}ԝῶМ ѝכ֥ ֤Ȳד ᾼѝ

֤ ֥ԝῶֽϯȸimȳdeȳkaȳkeȳamȳesȳsoȳfuȳseȳdaȳheȳruȳmeȳmoȳ

th zu ȴ 
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ԛ᷂› ᾼ URL ᾼ ֤{extension} ẃȲ ᾼ ֤ԝῶ

ֽϯȸjpgȳpngȳgif bmpȴ 

 

∟ ṿӣ POSTᾼѠה HTTP ḖẞП›┴ ҏẃᾼ ȴ 
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6. כ▲  ה GC43.exe Б ᾼײ ᵿᾼ⅔Ҕв Ȳ ắ ѻ צ

ẞ ֤ ᾼ Ϛ ᵿ www.billerimpex.comȲᵀ╥ṳӑכғȲП∟

Ϛṷ ᵿȲᵀЄ и ӑכғȲЛ Ϸצю  ғᾼȴכ

 

ϯ Ɫ ғᾼכ ẂȲἬ ᾼ ᵿиᵑֽϯ:

ɦabidhandicraft.com/includes/images/kadehe.jpgɧȳ

ɦhoteltravel2018.com/news/graphic/zuim.bmpɧ

ɦconthoi.ga/news/assets/heruke.gifɧ 

Ȳ Ẕ ᵿ Ҡѿ− ẞẔכ ֥› Ἤ ẞᾼ ᵑ URLỄ֤ ⁄

http://www.billerimpex.com/
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(http://{host}/{word1}/{word2}/{fname}.{extension})ȴ

Ẃɦhoteltravel2018.com/news/graphic/zuim.bmpɧᾼ ғכ ȲҠѿ

ẞ Ϥᴞ ԓ Ὅᾼ youtube ѱ ҏ ɦHACKED BY 

turk_firestormɧ ӣֿȲҠṓ ѻ Б ⅎ Ϥȴ 

 


