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il 3 IP:217.147.169.170:5555 Y port 5555+ -| n nA
port nNK +¢ N,
B018/6/26 T4 04:14:48 Added gAFO0 . tnp . exe TCP 140. .02:53003 217.147.169.170:5555]
AD DN gAF90.tmp.exe’H B8 B ()
C \ Users\ ADMINI~IAppDataLocal\ Temp28 ° Np Mp ¢ G
N gA3E7.tmp.exe Virustotal Y N gAF90.tmp.exe
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ESET-NOD32 a variant of WinG4/CoinMiner.KJ
F-Secure Trojan.GenencKD. 30944750
Fartinet We4/CoinMiner KJitr

GData Trojan.GenencKD.30544730
lkarus PUA CoinMiner

SHAZ56:  280c708ccbibbbeslaeabbdfb6 1877447 1217b22475a14bf199cd717fed20a67

#HERE gAIET tmp.exe

6. 2%BHBAKIIBEANO |P:217.147.169.170 P 9 8 y
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for session ID: 1630 ( Source 140. .02 :62411, Target 217.147.169.170 : 5555)

Packet Size 4,721 bytes  Payload Size 2,975 bytes
lota Mot Doclot Fount o

{"method":"login","params" :{"login":"", "pass":"","rigid":"" , "agent":"0"},"1d": 1} A

1"1d":1,"jsonrpe"  "2.0" , "result" i {"id" :"Seff 19af - 1ffe-48dc-0732-2222938934a56" " jo
b":{"blob":"0404e09ae4d 9059061 bfad2cT9900% T c38caliTded 22001 9992883334030 7d2b 16
78673 1a3600000003b98a8188c63718a24633220890c4 le 196daebf 168877 feali5e375d7d64dd6080
01", " job_id":"6803524358084686030" , "target" : "Th200000" ,"coin" : "KMR" ,"variant":1},"
extensions":["nicehash"],"status":"0K" }}

mwzoowvm:m

b205ea®717a1d8ddb4414301c5232beP00650401" " job_1d" ;" 169673155824681030", "target":

{"ijsonrpc":"2.0", "method" ;" job", "parans" :{"hlob" : "0404e09224d 9059006 1hfaB2cTOOHAO R

efc38cabT0ed 22001 0002883334030 Td2bf 678673 123600000003639b547 3deed 253858 567604a1 E

"66110000","coin" : "KMR" , "variant" 1)} ;
N
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E

{Mjeoncpe”"2.0", "nethod" " job", "parans":{"blob" :"0404209224d9059h06 1 hfal2cTO0ROQ R
efc38cabT9ed2200f99928833340307d2b 678073 1236000000033 e2cdedZaci47dfbdh52cfbbd 5
8de3dbd73f5f06c4087dbT 19bb1blbbee 55238017, " job_id" :"509124994402258030" , "target": S
"Zf0b0000" , "codin" : "KMR" , "variant":1}} ;
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uoy aSu php YW :bl.phpy rdp.phpY K6 4 A upload
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| accesslog - BB
SERH EEE

"GET /self_access/class_choice/edit/upload/bl.php?dir=D: ikpache¥20Group/Apache22/htdocs/self_access/class_cheicefedit/uploadddo=cad HTTP/1.1" 200 1054
"GET fself_access/newvebiad_Liveabe htal HTTP/1.1" 200 23762
"GET /self_access/class_choice/edit/upload/bl.php?dir=D: ﬂ.!pache$2[|l]ronpi.!))acheZZﬂ]\tdocsise]fﬁatcess!classithoite edit/uploadddo=cud HTTP/1.1" 200 1054
"POST /zelf_access/class_choicefeditiupload/bl.php?d ir=D:/hpache¥20Group/hpache22/htdocs/se |f_access/class_choice/ed it/uploadido=cnd HTTP/1.1" 200 8738
"GET /self_access/class_choice/edit/upload/bl. php?dir=D: /dpacheX20Gronp/Apache22ihtdocs/se i access/class_cholce/edit/uploadddo=bypass HITP/1.1" 200 8672
"POST /zelf_access/class_choicefedit/upload/bl.php?dir=D:/hpache®20Group/hpachez2/htdocarseIf_access/class_choice/ed it/uploadido=bypass HITP/1.1" 200 §707
"GET /self_access/class_choice/edit/upload/bl.php?d ir=D:/Apache®20Group/ipache22/htdocs HITP/1.1" 200 35075
"GE] /self_accessiclass_choice/edit/upload/bl.php?d ir=D: /hpache%20Gronp/Apache22/ htdocsido=upload HTTP/1,1" 200 7847
"GET /self_access/class_choice/edit/upload/bl.php?dir=D:/kpache¥20Group/Apache22/htdocs HTTP/1.1" 200 35075
"GET feelf_access/clasa_choiceledit/upload/bl. phpPact=newfilefdir=D:/Apache®20Gronp/Apache22/htdocs HTTP/1.1" 200 7667
"POST /self_access/class_choice/edit/upload/bl.phpPact=newfileddir=D: M'Dache%?[ll]mlnn'ADz\}\eHi'M.dncs HITP/1.1% 200 7793
'GET /splendid/clinic/booking/7Hore ign=lineel=1581267600 ETTP/1.1% 200
gET Isglf :c:ﬁ_ﬁﬂas‘s choice/edit/upload/bl.phpPact=edithd ir=D: an:he%QUGruwﬂ.!uacheﬂﬂhtducs&f1Le—J) Ihpache®20Group/dpached2/htdocs/ rdp. php BTTR/1.1" 2000 8223
" rdp. php
”GET /favicon. ico HTTP/I. l' 4[I6 209

GET /zelf_access/newveb/ index.php HTTP/1.1" 200 46371
”GET {rdp.phy HTTP/1.1" 200 -
"GET /zelf accassf:tase,t]mmg/ednf..,.]osd.lht,php'%r:ﬂ-upacl.aIQnG;onpwacngzzmdoce HTTR/1.1" 200 37002
"GET /self_access/class_choice/edit/upload/bl.php?act=deletsbdir=D:/Apache%20Gronp/Apache2d/ htdocshf { le=D: /hpache®20Group/Apache22/htdocs/ rdp. php HTTP/1.1" 200 7516
"GET /zelf_access/class_choice/edit/upload/bl.php?d ir=D:/Apache%20Gronp/Apache22/htdocs HTTP/1.17 200 35075
"GET /self_access/class_choice/edit/upload/bl. php?d ir=D: /kpache®20Group/Apache2Z/ htdocsido=upload HTTP/1.1" 200 7347
"POST /self_access/clasa_cholceledit/upload/bl.phe?d |r=D: /hpacheR20Group/ Apache22/hdocakdo=upload HTTP/1.1" 200 7938
"GET {rdp.php HITP/1.1" 2
"GET /rdp.php KTTP/1.1 -
"GET /rdp.php HITP/1.1" ZUU -
“GET frdp.php HTTR/1.1" 200 -
"GET fself_zccass/ctass_c}m\ceiedlt.’nn]oada‘bL.th'?d\r:]):ﬂAchha%2[l[}ranD!Aw:heZBﬂMdacs HTTP/1.1" 200 37004
"GET /rdp.php HTTP/1.1"7200 -
”gg Iszlf :ccﬁ_‘s_ﬁ;dass choice/edit/upload/bl. php?act=edithd {r=D: /Apache¥20G roup/dpacheZ2/htdocskt i le=D: /Apache¥20Group/ Apache22/htdocs/ rdp. php HTTP/1.1" 2000 115045

rdp.php -

"GET /self zccass\newabﬂaﬁ_tnml_en‘hm HTTP/1.17 200 21080
"GET /rdp.php HTTP/1.1" 200 -
"GET /rdp.php HTTP/1.1" 200 -
“GET frdp.php HTTP/1.1" 200 -

frdp.php ](]TFH 1" 200 -
“GET / HTTPN "
"GET /self _access/2/ ]lTTPﬂ] 1" 200 45140
"GET faelf_acceasiclass c)\mce/edlt!nn]osd.‘ht p?\)ﬂact deletekdir=D: /ApacheS20Gronp/kpache22/ hrdocshf i le=D: A pacheB20Group/hpache22/ hrdocs/ rdp. php HTTP/1.17 200 7516
:fhpache%20Gronp/Apache22/htdocs HTTP/1.1" 200 37016
o) roup/dpache22/htd d load ¥TTP/1.1% 200 7347
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'GET
"GET /rdp. php TP
"POST /et Ty Lhouétedn’nplosdm php7act=ed ithd ir=D: /A pacheR20G roup/Apache22/htdocat i le=D: fpached20 roup/ Apache22/htdocarrdp. php HTTP/1.1" 200 115945
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