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I. ṶԈ Ю 

1. ӐװṶԈ╥█ ᾼ ᴞ ᴻὢ ⅎϤ–∟ ҵ ᴩ

Web.Server.Password.Files.Accessḃ ᾼṶԈ̢ ׄ ṶԈ в Ҡѿ

῀ ṶԈᾼ ֯ ד2018 6ѣ 16ѡ 10:50:39̢ 

 

2.  ắ ѻ Ɫ ᴞ Ȳӂ ѻ ẁ в Ӣᴞ ṿӣ צ ẁ

Ӣ ϤṆ ϱ ᵂ ᾼғ Ҡ Ɫ ⅎϤ–ᾼ ̢ 

 

3. ⱢϠ ắ ѻ ⅎϤ– ᶮ ⅎϤ–∟ПᴩⱢȲӐМї ᴩ

⅔Ҕ ȴ 
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II. ṶԈ  

1.  Ԓ ắ ѻ вɦᴻὢ ɧᾼв ῀ϯ :  

(1)  ắ ѻ ṿӣWindows Server 2016 ᾼᵂ Ṇ ̢ 

(2) ṿӣWindows updateצ  ϯ Ḇ ̢ 

(3) צ  ӣ ὢ ᵀӑ ạ Ϥᾼẃ IP Ἠ ◕ȴ 

(4)  ӑṿӣ в∂Windows DefenderṮ◖ כ▲ үѻ Ϸӑ

ׄצ Ṯ◖ ̢ 

 

2. ῏ṿӣכ▲  љ ֯ắ ѻ ᾼӐ љв Ϛ Л῀ẃ ᾼ

ṿӣ῏ mohamed1ᴖѹẓצṆ ̢֯ ȲϷ ⅎϭ

ҫϚ ẓצṆ ᾼṿӣ῏ b3r̢ 

 

3. כ▲  C:\ṿӣ῏ ᶈ ∂Ӵ ֵЛὙẃ ᾼ ᶈ Ɫ ⅎϤ

–∟Ἤ∂Ӵ̢ 
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4.  ắ ѻ ҵ ᾭᾓ Ϛצ ЛὙẃ ᾼ ה gAF90.tmp.exe

ҵ ᵌ IP:217.147.169.170:5555Ȳport 5555Ɫ┤ ה ӣᾼ

port Ҡה ⱢϚ ┤  ̢ה

 

5. כ▲  ה gAF90.tmp.exeἬ֯ᴯ ᴯὑ

C: \ Users\ ADMINI~1\ AppData\ Local \ Temp\ 2в ֯ ᶈМϷ ҫϚ

ה gA3E7.tmp.exe̢ Vi rustotal Ȳ ה gAF90.tmp.exe

gA3E7.tmp.exeᾼ ѩẂиᵑⱢ 46/ 66 54/67ȲẔМ gAF90.tmp.exe ֵ

Ṯ◖ еҨ Ɫ┤   ȴה
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6.  ⅔Ҕв Ҡѿכẞắ ѻ I P:217.147.169.170 ᴩ Ϥ ᴃ ṳ

Ở┤ ᵂ ᾼ ᵂ̢ 

 

7. ắכ▲  ѻ ᾼ נậּ׀ ҼᴫṸטẃᴞּצ IP:197.2.253.30 ᾼ

נậּ׀ ᴖѹ ғ̢כậ׀ Ẕ׀ậᾼ Ҡѿ῀ IP

upload ᶈ ᴩ cmdȳbypassȳuploadȳeditȳnewfileȳdeleteȼᾼ╓҆Ȳ
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ṳѹ ậϚṷ php ȲẂֽ:b1.phpȳrdp.phpȲҠṓ ⅎ ᾼ upload

ᶈ Ϥắ ѻ ẃ ᴩ PHP WebShell╓̢҆ 

 

8.  ṿӣ иέ ⅔Ҕ ֯ ד2018 6ѣ 27ѡ Єצ ⅔Ҕ☼

ҏȲᴖѹצ ֵẃᴞּטҼᴫṸ( Tunisia )ᾼ ẔМצ 3 I PצҠ ᾼ⅔

Ҕ☼ иᵑ╥ I P:197.28.167.13ȳ197.2.253.30 196.229.63.112̢ 

 

 


