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e 1 78.142.29. 152 (xmr. xmrdb. ru:8888) e 13

e 2: 170.178.171.162 (170.178.171.162:8888) # &

s 30 170.178.171. 173 (64. mymyxmra. ru:8888) * &

No 1R AR R = #i
1 | Botnet:Smominru.Botnet 37
2 | MALWARE-CNC Win.Trojan.Smominru outbound call 34

E{EEYRYEAISAC 0

Bk

#i ASOCTNT 2018034371 EEE oNIB03-120% 123
i

ig EARIREE g IR 2018031110 242
ig HEEacdl FE140. 1,103 Botnet: Smominru, Botnet,

ijﬁ ASCCESIR & B f(m FEERE 140.0 200103 £RMBE 4 NEST Bomet: Smominnu. Botnet, T 28

ik EEMEEMRSBEITIREATE » Smomin Botnet BEEER AR NRATRE LB (BlemalBle) WETH » @EIAE
ﬁﬁ;fﬂ Windows {FHREEEYE =2, " Smominru | ° Smeminru {# A T Windows Management Infrastructure | SREESEEFEEISINAER
HE RS E EAREETE (Monero) -
HEEEM  LEVORICE: | EBNEIE S ERBERSIRERR  TEENHEG FRIMEAFBERYIP 2 2SR
ik LA A LREER G TCPview ~ procexp) R E LRSS » SRHETRSAITIERAVED » BREAREE AERER - 35 ES
58 FERAIT S - ASRIEEEIEEEEATRERN - Rt ARl TARERN RIS =8 - LTl R T AEREN

T o 4.2BER ¢ https/www.preofpoint.com/us/threat-insight/post/smominru-monero-mining -botnet-making-millions-operators

. FBBEHUTIFTEOFERTEAFFL > AP W EFRALEFR



i AR BRI < (TACERT)

7 TANet Computer Emergency Response Team

R

B L B e iR e 0 AP 8- Smominru 9tk & 1smosee. exe ¥ I Virustotal
frbip o PRV S HM L TP S EL I 582 50/63 v 13
PP EERRIN T OE A HY T 2 RO T 5 Smominru o H 4+
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(& Google Chrome

1 lsmosee 033 K

T

SHA256:  b7fBb5ch8fcThd5c14105fde118f5acTab082550252f16c70128b4bd28aadh5a

B lsmoseeexs

AUFELE:  2018-03-21 083744 UTC (0 5348 1)

CAT-QuickHeal Trojan.Smominru 20180320

Microsoft Trojan:\Win32/Smominru A 20180321

% Windows Server 2012R2 i¥¥ & STp 5 T » 2N P TR B IE 4L P
7 B & 423" lsmosee. exe & AR H et Sk F R @ T T [P g
No p e [P p ¢ Port p e [P 14 B Fe
1 78.142.29. 152 8888 LR
2 78.142.29. 152 13000 LR
3 107.191.99. 95 5555 ENEY
4 118.184.176.15 80 ¢ R
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Process Mame Proces.. Protocol Local Port Local Address Remote ... Remote Addr... State Added On %

7 lsmosee.exe 1256 TCP 45253 182.168.195.159 80 118.184.176.15 Syn-Sent 2018/3/21 5 04:45:55
=7 lsmosee.exe 1258 TCP 49248 192.168.195.159 8888 78.142.29.152  Syn-Sent 2018/3/21 T 04:44:19

7 Ismosee.exe 1256 TCP 458250 192.168.195.159 13000 78142290152  Syn-Sent 2018/3/21 T4 04:44:47

7 lsmosee.exe 1256 TCP 49249 192.168.195.159 5355 107.191.99.95 Established 2018/3/21 T 0d:dd:47

3. AR R A 0 CPU »aat > 3 AR Ismosee. exe 34 {7 B CPU »&ic #eg - #-

17 100% > 5% iz FH 7 5 o

Totals

Handles
Threads

[ show on

CPU

100.00%
98.47% lsmosee. exe:1256

T 044518

100.00%

12,860
443

Processes 39

e graph per CPU

CPU
Context Switch Delta

Interrupt Delta
DPC Delta

4, WAL R A A B AN THA, > F A Isnosee. exe R (7 {8 € #F v gz 50

conhost. exe °

5] 57 Lomosee exe (1256)
ﬂcmhust.eme (e

T COWidowsieystemddeonhost exe

O ezt ddminististotDesldopilarmosse e _ " st ddrand st Deslopilarnoses exe"

Micwoeoft Comprustion. VPV W indowsleysterd Aoonhost exe (hettitt

GPUGraph | Threads | TCP/P | Security | Environment | Strings |
Image | Performance | Performance Graph | Diskand Network |
Image File
o EE L e
Microsoft Corporation
Version:  6.3.9600.17415

Path:

Build Time: Wed Oct 29 09:21:15 2014

| C:\windows\System32\conhost.exe | |Eu|:inre

Command line:

| VPAC:Windows\system32\conhost.exe 0x4

Current directory:
| C:\windowsy |
Autostart Location:
|n1’a | |Explore|
I Parent:  |smosee.exe(1258) I
User: WIN-JTTQa4TVTES \Administrator EEE—
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D. LB R AL 4250 lsmosee. exe {1718 0 § R T AT ASNTR AN MR- B L

% Tcudart32_65.d11 ;=4 % > & Virustotal Se=:4 B> B2 5] 5 0/55 -

I

SHA256:  7d3a279afd276dbaa74021fe76d15809a607d60142c92874ac77h3761ab9979
BELE  cudart32 65.dl

bz 0/55 |

6. A2l M & T4 2 F A C:\Windows\debug FAL & p » § 775 - B

7 4% Ismose. exe » #-T % 3 Virustotal xh4& B > FIMHE 5 EZ 2+
% 0/56 °
Sy TRy ZBEE(C) » Windows » debug »
=z suEE e *
) WIA 2018/3/13 ¥ 02:19
"] lsmose 2018/3/21 F%F 1 KB
| PASSWD 2018/3/21 T4 02:30 OKB
Elsammui 2018/3/13 F= o224 1 KB

SHA256:  Td3a279afd276dbaa74021fe76d15809a607d60142c9e874acd77b3761ab9979

EELTE:  lsmosz.exe

s 0/56

SRS 2018-03-22 08:08:50 UTC (0 5% A1)

T. WAL TRlgrendte P 3§ > BRFL PP EERT Z R
[P:104. 155. 224. 46:8888 & 2~¥ mdb. txt ~ cudart32_65.d11 ¥ 64. rar % #%
@ p i w & " sinkholed by abuse.ch | 3 4 » ¥ 12 {8 & abuse. ch

¢ %1% sinkholing £/ » 2 > FE @M I| P [P 97y i 4 o

95.159: 49244, Target 104.155.224.46 : 8888)

RSA Security Analytlcs Reconstructlon for session ID- 1 ( Source 192.1

GET /md53.txt HTTE/L.1
hocept: ¥I¥
Host: 64 .myxmr.pw:8888

Sinkholed by abuse.ch
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RSA Securlty Analytlcs Reconstruc on for session ID: 2 ( Source 192.168.195.159 : 49245, Target 104.155.224.46 : 8888)

4:19  Packet Size 686 tl\,(e( Payload Size 92 bytes
GET Jcudart32_65.d411 KTTRP/L.1

bocept: */*
Host: 64 .myxmr.pw:8888

Sinkholed by abuse.ch

RSA Security Analytics Reconstruction for session ID: 3 ( Source 192.168.195.159 : 49247, Target 104.155.224.46 : 8888)

Time 3/21/2018 16:44:46 t0 3/21/2018 16:44:46 Packet Size 677 bytes Payload Size 83 bytes
. oo o PV Y T P I Por VPO NP E T I VP Y S Y

GET /64.rar HTTP/1.1
Aocept: *1¥
Host: 64 .myxmr.pw:3883

Sinkholed by abuse.ch

8. #-ip|a i R e n http://64. myxmr. pw: 8888/i% & virustotal zbig {7

URLt&i] > F3To8% > Brizea s EX #ao

No URL ARe ERPr2 i

1 | http://64. myxmr. pw:8888/mdb. txt 9/67

2 | http://64. myxmr. pw:8888/cudart32_65. dl1 11/67

3 | http://64. myxmr. pw:8888/64. rar 11/67

URL: http://64 myxmr.pw:8888/md5.txt URL: http://64.myxmr.pw:8888/cudart32_65.dll
| & 9/67 | | 167 |

S 2018-04-10 07:19:45 UTC (0 5745 A1) ST 2018-04-1007:21:40 UTC (0 5338 &1 )
URL: http:/f64.myxmr.pw:8858/64 rar
e 11167 |
SHT E B 2018-04-10 07:23:59 UTC ( 0 #34& A )

9. A s p en [P: 118.184.176.15 (port:80)ehdte p % » F I P15
g% IPief7 [PIRI|%RE > EXPABE TRWIP=E -
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RSA Security Analytics Reconstruction for session 1D: 4 ( Source 192.168.195.159 : 49248, Target 118.184.176.15 : 80)

Time 3/21/2018 16:44:46 to 3/21/2018 16:44:47 Packet Size 822 bytes Payload Size 288 bytes
~
GET /dyndns/zetip HTTP/L.1
hocept: ¥[#
Host: www.pubyun.com
HTTP/1.1 200 OK
Server: nginx
Date: Wed, 21 War 2018 08:44:45 GHT
Content-Type: application/octet-strean R
Transfer-Encoding: chunked 3
Connection: close S
Content-Type: text/plain; charset=ntf-§ P
[e]
=] N
s
E
0 W

10, #-sp) 3 5338 5 % 1 http://www. pubyun. com/dyndns/getip/i# %

Virustotal #ezkiei7 URL &R - #4rd 5 & L ent2 vt 5|5 4/67 -

URL: http/iwww. pubyun com/dyndns/getip/
L= 1167

¥ EEA: 2018-04-10 07721 UTC (0 &5¢& B )
Trustwave Malicious site
Awira (no cloud) Malware site
Fortinet Malware site
Malwarebytes hpHosts Malwars site

11. ¥ s 3 p e [P:78.142.29. 152(port:8888) et e p % » 3 ML Rl A 1%

@A FE» xmr. bb6bTh. ru: 8888 F i“ xmrok. txt #h % o B Ex xmrok. txt #% %

FHmEHEpNE A H ER Y & Virustotal ¥Rl 5 0/58 -

.168.195.159 : 49246, Target 78.142.29.

GET fxmrok.txt KTTP/1.1
hocept: ¥4
Host: smr.ShohTh.ru:8888

HTTP/1.1 200 0K
Content-Type: textiplain
Last-Modified: Wed, 21 Feb 2018 21:21:00 GNT
bccept-Ranges: hytes
ETag: "Ofaade59ahd31:0"
Server: Microsoft-118/7.5
Date: Wed, Z1 Mar 2018 08:44:17 GHT
Content-Length: 116

@ CFe, HFR+(CE0SR UBIeRLEL iy BB ;97 iRl ERiEe,
FleE3fHES ZInTIE
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E xmrokitxt - ELEE I_I_-' o

BEFR #EE #XO) BEV) BEH)
TERTCTTY EREEH( CEOSIMRUBZzz @FEELIEd/ }fu B (8 77 TkiRrS e EEAVIE,  fITSTIE &I~

SHAZ56:  570e616ca26dbddd94f1cd56ebbTcdced8absfh548fba0550610a3d4023dd10

IR xmrok txt

SAFEL 2018-04-10 07-13:56 UTC (1548 &1)

12, #-sp) 2 #5395 %1 http://xmr. 5b6b7b. ru: 8888/xmrok. txt i¥ %
virustotal % shie = URL % ifl » @4cdl 3 & L #0200 603 5/670 4 5 7

v

AHFHMOTART ZEL R G 2RO T AT AR

URL: http:/fxmr.5b6b7b.ru:8888/xmrok txt
| e 5167
St HEH: 2018-04-10 071550 UTC { 0 5+¢% &I )
TR R
CyRadar Malicious site
Dr.Web Malicious site
Avira (no cloud) Malware site
ESET Malware site
G-Data Malware site
DNS8
Forcepoint ThreatSeeker

13. sz p 0 1P:107.191.99.95 (port:5555) 4t p % » 3 L Pl A
¥ @ R B
" 43Lm9q14s7GhMLpUsiXY3MH6G67Sn81B5DgmN46u8WnBXNvImC6FwH3ZMwAmKEB1
nHSru jgthFPQeQCFPCwwE Tm7TpspYBd | & » #* B e [P 2 #(## ) > @ P« [P

AWET B RHEREERFHEE dFALLRALE -
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RSA Security Analytics Reconstruction for session ID: 2158 ( Source 192.168.195.159 : 49249, Target 107.191.99.95 : 5555)

f21/2018 16:44:47 to 3/22/2018 15:01:15 Packet Size 712,532 bytes  Payload Size 451,100 bytes
ITEry. - A B Caua: 2 =2~

{"method":"login","parans" :{"login":"43Ln9q14s7GhMLpls i KTIMHGGET 508 1B5Dqmi 4608 nE i
FNvInCEFwH3ZMwankER InHS ru jg thFEQeQCFPCwyE7u7 TpspYBd ", "pass" : "x" , "agent" : "xmr-stak
—epndl.3.1t Y, ad el

{"id" 1 sonrpe" 200" "error " ron ] ], "resul et o4t id" " TTAL94T 13751110, " job "t {"bla
b":"0606bebbc3d 5059818189587d9457c0d83f chde8829601ThedcT9aa3edeh6822726588654a13
30000000046dadf6cb5ac2ht0386f067c637eT41a85eThG0254bbalbThed9a8855a37341901" ," job
_id":"330346403815962" , "target" :"Th5e0400" }, "status" 1 "0K" 1}

Pen [P A fsdnin- R FHTE(E job id)w BLLRIA L - Ll
submit F @- IR FHFERGFTIAEFLDPDIP LB AL IPLBw R
W kR ok BEPIA > At EAF TR (T TR o

RSA Security Analytics Reconstruction for session ID- 2158 ( Source 192.168.195.159 - 49249, Target 107.191.99.95 - 5555)

Time 3/21/2018 16:44:47 to 3/22/2018 15:01:15 Packet Size 712,532 bytes Payload Size 451,100 bytes

{"1sonrpc":"2.0","method":"jobh","parans" :{"bloh" :"0606aeh7c8d505dc2d0dhe90a 148317
86eshbd ThdchZ9f0bdbed09acIfB6 09T b8 7270 528000000003 1df33c3f7h725abd 77 1c0634
dbb351c8d3cc3ae60d0b6d382535cead [ 1c11801" " job_id" : "204387616505846" , "target" :"7h
Se0400" ;)

mwzgoowum:=a

{"method":"submit","parans":{":1d":"774494713731110"," job_id":"204387616505846" ,"n
once":"a2074000" ,"result":"40013c3ce202e309ccdb2cfecd2cellc19d92c250dc lefEde2d 87T
Of 1b1a0300" }, "id": 1}

{"id":1,"jsonpe":"2.0" ,"erroxr" :null, "result":{"status":"0K" }}

14. #%Aadsm s p e [P:78. 142. 29. 152(port: 13000)3te p % > 35 3 jp) 3

Wil CPURREITE L AT [P:78. 142, 29. 152:13000 -

RSA Security Analytics Reconstruction for session ID- 2160 ( Source 192.168.195.159 - 49250, Target 78.142.29.152 - 13000 )

Time 3/21/2018 16:44:47 to 3/21/2018 16:45:15 Packet Size 671 bytes Payload Size 311 bytes

@13@Intel (R) Core(TH) 15-7300 CPVT @ 3.406Hz @ 2Windows2012 2

ZooOWwvwmm
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Windows # IR E o

2. & & 423" Smominru » & {$ e ¢ 2 3% Conhost. exe °

3. %% A% [P:104. 155. 224. 46:8888 * 3 4% % (md5. txt
cudart32_65.d11 & 64.rar) -

4, %% 3 s IP:118.184.176.15:80 &7 IP 3R F| %3 ~ B~ {7 X ip| 2 8
IP 73t

D, %2 A [P:78.142.29.152:8888(#* )™ 1 xmrok. txt #% % °

6. %3 2 4% » o (IP:107. 191, 99. 95:5555)5 f ah s ¢ fi 22 42 7 17 %

dFEm . 22 Bz HivE -
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2. B B Windows & tef 445 1 2 3 o
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< C' | @ Z2 | https//www.ithome.com.tw/news/121078 * | B = W

EAR T HREEERE S SRR I e
> ARFAILHER RER

784 | FUAPIUAIEEED AREIE | RAEFNED 14. 2% £FEERAAENAT

HE

1E508 &WindowsfilBkssimAMoneroiZifE
, AIERE=KXEZKE

Smominrul T ZEIBEIRZ 2 FINRRIBEE T BEternalBlue » MIEUHABWindows GRS » EERRERMERE 8
#HB1ZEMonero# - IBZ 2 AT - 15505 E&WindowsEiE2EREE « BEEEESI00EMonerot » £J2805%]
3608 =TT ¢

S/ #E | 2018-02-05 BE %

2. Smominru Monero mining botnet making millions for operators
https://www.proofpoint.com/us/threat-insight/post/smominru-monero-mining-

botnet-making-millions-operators

& C | @ £Z | https://www.proofpoint.com/us/threat-insight/post/smominru-monero-mining-bot... ¥ | Bk 8
proofpoint. o v cover QU=
SMOMINRU MONERO MINING BOTNET MAKING MILLIONS FOR OPERATORS

JANUARY 31,2018 Kafeine MOST RECENT

6DAYS AGD

Bitcoin-related domain
registrations rise and fall with
the cryptocurrency'’s value

1 WEEK AGO

¥ Sandiflux: Another Fast Flux
' infrastructure used in

' malware distribution
emerges

2 WEEKS AGO
Unraveling ThreadKit: New
document exploit builder

Overview

Even with recent volatility in the price of most cryptocurrencies, especially used to distribute The Trick,
Bitcoin, interest among mainstream users and the media remains high. At Formbook; Loki/Botand

; s ’ . . other malware
the same time, Bitcoin alternatives like Monero and Ethereum continue

their overall upward trend in value (Figure 1), putting them squarely in the 2 WEEKS AGD
crosshairs of threat actors looking for quick profits and anonymous Tax-themed email
transactions. Because obtaining these cryptocurrencies through legitimate campaigns steal credentials

mining mechanisms is quite resource-intensive, cybercriminals are and spread banking Trojans,

11



