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BEERLBEY BRI APAF RS B EET Y Mk BaF A
¢ i ,5’2%’.?11&?‘ Bz gk o d +«a LR B e Sk SRR SRR
EX Lt H T Y - L FEEOL W AT A A S - BE AP %

PR TR

—  Windows2003
— FAr kR

— ¥ 7 Database i %2 Mail server i #5 & 3% = PR7%

L A I-"l-‘% ;gﬁ%,f#

CCrdEDS Target
Master —
xxx.60.141.45:1023
Command 163.xx.189.85
Xxx.27.64.12 Compapyy | | X%:60.141.45:443 163.xx.189.10
Data Transf
Dat xxx.60.141.45:1021 | ool | ] 210.69.xxx.xxx
a Transfer
B 1
Ed Pl b R R Bk FE] J ¥ eoport 443 ¥7 1021 4 - B AR
mp.exe it * (¢ {28 0> ) H 42383 7 e command line % [mp.exe -S:1021 -S:443] - iz

mAZ; A & JE 4 Master 22 p 54 %#Fé&mm £ 1 T @ uE - Master B4 4 3|
xXX.60.141.45 521021 35 » E K XXX.60.141.45 0443 55 B L p 25 4% -
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Master C&CEF‘%EE
Target
@ Other PC
xXxx.60.141.45:1023
27.64.12
o xxx.60.141.45:443 163.xx.189.85 163.xx.189.142
Xxx.60.141.45:1021
Bl 2 Master % 163.xx.189.85 3 % I i% ! #%’%% 163.xx.189.0 £ ¥ H & 1 BT AL
Master % i ¥ 4B~ (B P 43 4 (Target) shdp 4148 (5 > 1% e > 48 sﬁgﬁ’» 163.xx.189.0
P HE A SaoFle A g3t @ PCanffl g 7] 163.xx.189.85 1 % + - B F
7£.163.xx.189.85 i % + * xxx.60.141.45 52 443 port #-FL #& = ¥ Master -
mp.exe pid:= 2392
Command line: mp —5:1821 -5:443
Baze Size Path
BxA0480888 Bx58080 mp . exe
Ax7c?30008 Bxd360608 ntdll.dll
Ax7cBABPAA Bx12cBPd  kernel3dZ._dll
Ax77hE00AA Bx5aB060 MSUCRT .d11
Ax71h70008 Bx1 706008 Ws2_32._d11
Ax71hoBAE BxBABA WSZHELF.d11
Ax77f 30008 BxaaBBH ADUAPI3Z .d11
Ax77c3BiPl BxaBBBna RPFCRT4.d11
Bx7oecBBBl Bx13000 Securd2._dll
Bx71a7880808 Bx40000 mzwzock_dll
AxHelddBBA HAx570800 hnetcfg.dll
Ax77hediid  Bx47?060 GDI32.d11
Ax77eldiid Bx700600 USER32._d11
Ax76170008 Bx1dB6H8 IMHM32 . DLL
Bx7fB00OAA  Bx? 0608 LPK.DLL
Ax74af 8008 Bx650600 UsSPiBA.dl11l
Ax71a50008 BxB080 wshtcpip.dll
B 3 mp.exe & * B 2 DLL
TRRRFABERET R EX T - LFEREFEF - SARTRHTH FRT UK
g r k- 54 il Fer PLAH e SR T N LT
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BV Mebi Y o P ERATA Rampexe TG ARB R E ST C AMEITH MBS
76 p Bkt o 2R W AREHY B~ (B 4) [wndmpmspex.dil]is i & &, DLL*&,
DLL # % 14 F* 4255 B frport 1023 052 £ 43 @ Meeb i o5 § 2 £ 37H rﬁgﬁ&,mp.exe
FHMD %ﬁiﬁi@ wmdmpmspex.dll # #-n [* &.3 4% 1 4= mp.exe 4 (742 % o F] 5 ¢
¥ 0 f 32 % L 21516 port 1023 i@ i& xxx.60.141.45 > * [netstat -an]{e[find]4; £ 45 £_F

i port 443 m;éﬁv,ﬁu oA b G xxx.60.141.45 &7 H F LR xxx.60.141.123 siE 6 o
;c 2 %% 45 4 [mp -S:1021 -S:443]#- mp.exe fods > 3% B34 4241 Target -

Publisher Image Path

File not found: winhtip
cohwrindos i

Autorun Entry

: WinHttpautoFr...
. |£’:I Wndm

Description

4 (P A2 bk Sl ¥ oy SrF

Fle Edit WView Go Capture Analyze Statistics Telephony Tools Intemals Help
= EEXEE Aaes*»aTF 2 EE aaaBD @5 M
Filter:  tcp.stream eq 113528 |Z| Expression.. Clear Apply Save
No. Time Source Destination Protocol Info
37353 [ [ 14:45:33.209055000 | 7.60.141.45 “137 58 TCP 102
B7356 14:45:33. 598718000 .60.141.45 .187.58 TCP 102
B7395 14:45:328. 531806000 W, 60.141.45 -.18?. 58 TCP 102
B7401 14:45:39. 056092000 .60.141.45 B9 187.58 TCP 102
B7441 14:45:45.105820000 .00.141.45 .187.58 TCP 102
B7445 mm 14:45:45. 628403000 m. 60.141.45 e mm . 1B7.58 TCP 102
B7476 WE 14:45:52.730240000 B, .60.141.45 B 187.58 TCP 102
B7501 14:45:56.402275000 .00.141.45 .187. 58 TCP 102
B7 508 14:45:56. 949183000 .60.141.45 . 187.58 TCP 102
B7512 14:45:57.496019000 m.60.141.45 mm 187.58 TCP 102
B7519 14:45:58.043031000 .00.141.45 B9 . 187.58 TCP 102
B7 524 14:45:58. 480464000 .60.141.45 .187.58 TCP 102
B7535 mm 14:45:59. 355367000 m.60.141.45 N mm . 1B7.58 TCP 102
1 m |
Frame 37356: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Src: Ibm_22:5a:18 (00:14:5e:22:5a:18), Dst: Hangzhou_38:c7:a6 (00:0f:e2:3
Internet Protocol version 4, src: .60.141.45 60.141.45), Dst: Bm_187.58 (1
Transmission Control Protoco'l,l Src Port: 1023 (1023)', Dst Port: g-talk (2421), Seqg: 1
bata (4 bytes) i Follow TCP Stream
Stream Content
passsuccMicrosoft wWindows [.... 5.2.3790]
(c) ...v.... 1985-2003 Microsoft Corp.C
C\WINDOWS\system32=netstat -an | find "443"
TCP .60.141.45:4430 .60.141.123:1433 ESTABLISHED
TCP .60.141.45:4432 L 60.141.123:1433 ESTABLISHED
TCP .60.141.45:4435 . 00.141.123:1433 ESTABLISHED
C:MWINDOWS\ﬁyEtemﬂI:—mp -5:1021 -5:443 |

Bl 5 2% % i 1F port 1023 i& » nﬁﬁ'fa‘ﬂ*
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[gmgrxp.dll] > i&i# DLL » A :if 3|5 &dpie > L & * K xﬁlﬁ’w‘ MerEA S ol s R
B E PR ER P RORE o

Autorn Entry Description Publizher Image Path

/| & BITS EHEEESEE N SIS « IR, chwindowssystem 32vimerzp.dll

® 6 amgrxp.dil &% Az 6 o & A
—~E’ﬁ ]B;:u:&,mDLL*éj%’ é‘j‘*&]%ﬂymmq’y‘lﬁ.‘—r,kwj

® BITS c:\windows\system32\qmgrxp.dll
B @R2F3RBRERTTREBNE o 4o% JRIFE 3L 593 » Windows Update §e
MSN Explorer ¥ it 4@ p &7 PN H 8 T o dok BRI BT
WoEPERIET PRI R LG B2 4 Brad ]y & BITS AL * chffmT™ »
f1* IE EREHBHFIE VPR EZRBHE -
® WmdmPmSp c:\windows\system32\wmdmpmspex.dll
B OEERE FANBEET Y R P RGN ER Lo bk R IRBAR B
FREBRTRETTRIAFTATR §EF ek SRR BT > TP AR EN

U PR FR - E Fds o

r“.r,zzgq}] | * A iruzi’,}hza/g—iﬁmul‘l';}hﬁg ’ ﬂq\rgﬂdﬁkmrggﬁ'ﬁﬁ N SR - Sa=r) ) 5 ]

FooaESmh o 3B BT E EN R S R SR A R LS
R W%zmhéﬁ%’uﬁ%g&ﬁ%m&mﬁﬁ
3

® Tt nE I em HAIEF

FAPFERIPL F TR OES L LDLL A FPF o Bl Pk 8 2 RS LR
Google 2 #%F > & Z_#A4h % @ 3] VirusTotal F & & o 5 2d (TF LS g * g8 #pig *
ehDLL » 3 ¥ 87 12 & Google + 45 313F 5 FAL (ArBI 7)) A A+ ¢ RS BER
DLL > # Gm@ﬂ@%ﬂ?ﬂ#ézvwosmp1(%@8@9)qﬂﬁaﬂ?m Ly
& DLL F 4= % &7 52 ¥ » T}b MiE- e v ] VirusTotal F % 0 =B 0| IR
I DLL Az B~ 2 ehpp 3 51 S i pl 24 R AL (4-F) 10 F1 11) -
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G() ( nge ntdll.dll

#H EA HIAE] LE2) B~ BF5IH

ntdllL dIFEFTEE
www.windowserrorfixer.com/zh-tw/../ntdlLdIL.hml - B EFHE

& T antdldl #23 B SR i27ENd L dIl RESEFEATKFRER

ntdll.dll free download - DLL-files.com

www dll-files com/dilindex/dll-files sht.. - B ETZE - B S EIEE

ntdll.dll available here, free to download. Just click the link below. You can also choose our
automatic Fixer that solves the problem for you automatically without ...

Bl 7 & ¥ 57 DLL = Google t & ¥ ri 45 337 5 T

GO ( ;81@ gmgrxp.dll

CEE & F Hi [ HEH BZ~ HEFIR

BYH 43 THER (Bs8FR 0 0.37 1)
o ETLIE T EEESES

ThreatExpert Report

www threatexpert. comireport.aspx?md. . - BETETE - BES {EiNE
6 Sep 2010 - 2, %System%\gmogrxp.dil, 5,120 bytes, MD5:
0xB4753BA24DC464C81F7CESBBD48051389. SHA-1. ...

amarxp.dil.exe Details. |s this file safe? Check the directory

www.isthisfilesafe.com/_ /.. - BEFE - FEEE{HEE
Infection Details & Removal. This file is infected with: Trojan. Win32 Agent AMN; Use
Emsisoft Anti-Malware to thoroughly scan your PC and clean this infection ...

B8 7 FAEDLL & Google #2F g & {3
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GO ( nge wmdmpmspex.dll

i

&R Hi ] RE

EE 47 TEE R (JSaFRT  0.34 7
R EAEEZE ¢ wndmpmsp.dil

wmdmpmspex.dll - Dangerous

greatis.com/_/d/_wmdmpmspex.dilLht - EEZFEE - BEE50EE
We suggest you to remove WmdmPmSpex dil from your computer as soon as possible.
WmdmPmSpex dil is Trojan/Backdoor. Kill the file WmdmPmSpex dil and ...

WMDMPMSPEX.DLL, Prevx
www_previ.com/_/WMDMPMSPEX.DLL himl - 2S5 EEE

WMDMPMSPEX DLL has been seen to perform the following behavior: Found on infected
systems and resists interrogation by security products, Uses low level ...
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SHAZ56:
File name:

Detection ratio:

total

4371011e2222606ebbe26f158084 1418106/ e93d513aff2669bcceda1156340b
gmgrxp.dll

30/ 46

Bl 10 VirusTotal ¥ gmgrxp.dll 3 3 5 %

i

SHAZ256:

File name:

Detection ratio:

total

0876b6Td4158317cacdfeclalar2659a28d3:10a35555970a%fcbblcfb2548
WmdmPmSpezx_dll

35 /46

Bl 11 irusTotal ¥ WmdmPmSpex.dll &3 3 & %
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