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Lehgep s 6 PID 5 26812 425 £ 45 Id-lmux.so.2 °

Tirne Source Destination Protocol Info
2013-01-16 04:20:01.564329 163, = 107.65 50.40 98.134 TCP http-
2013-01-16 04:20:01.564372 50.¢ DBE.134 163. 107.65 TCP 00415
2013-01-16 04:20:01. 564477 50.2 D8.134 163. 107.65 HTTP POST
2013-01-16 04:20:01.739619 163. .107.65 304 18.134 TCP http-
2013-01-16 04:20:02.657724 163. .107.65 504 18.134 TCP [TCP
2013-01-16 04:20:02.657752 50.% D58.134 163. 107.65 TCP 00415
2013-01-16 04:20:02.657897 163. .107.65 30.¢ 18.134 TCP [TCP
2013-01-16 04:20:02.657910 50.% B88.134 163. 107.65 TCP 00415
2013-01-16 04:20:02.832426 163. .107.65 504 18.134 TCP [TCP
2013-01-16 04:20:02.832448 50.¢ B98.134 163. 107.65 TCP 00415
2013-01-16 04:20:03. 258613 163. .107.65 304 i8.134 TCP [TCP
2013-01-16 04:20:03. 258638 50.% B8.134 163. 107.65 TCP 00415
2013-01-16 04:20:03. 258818 163. ,107.65 50.¢ 18.134 TCP [TCP
2013-01-16 04:20:03. 258839 50.5 28.134 163. 107.65 TCP 60415
2013-01-16 04:20:03.433401 163. .107.65 50.% 38.134 TCP [TCP
2013-01-16 04:20:03.433422 50.5%° BE.134 163. 107.65 TCP 60415
2013-01-16 04:20:03.433646 163. .107.65 50.¢ J8.134 TCP [TCP
2013-01-16 04:20:03.433667 50.% P8.134 163. 107.65 TCP 60415
2013-01-16 04:20:03.433877 163. .107.65 50.¢ 18.134 TCP [TCP
2013-01-16 04:20:03.433899 50.9 B98.134 163. 107.65 TCP 60415
2013-01-16 04:20:03.434125 163. .107.65 50.¢% J8.134 TCP [TCP
2013-01-16 04:20:03.434146 50.% B88.134 163. 107.65 TCP 60415
2013-01-16 04:20:03. 608400 163. .107.65 50.¢ 18.134 TCP [TCP
2013-01-16 04:20:03.608423 50.5 38.134 163. 107.65 TCP 60415
2013-01-16 04:20:03. 608644 163. .107.65 50.% J8.134 TCP [TCP
2013-01-16 04:20:03. 608665 50.5% B88.134 163. 107.65 TCP 60415
2013-01-16 04:20:03. 608883 163. .107.65 50.¢ 18.134 TCP [TCP
2013-01-16 04:20:03. 608905 50.5 28.134 163. 107.65 TCP 60415
20 2I_M AR NA-2N-NT ANOTTR 12 1N7 AR BN G a7 124 T D Mmro
nr

ame 16: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

hernet II, Src: SuperMic_38:7b:9b (00:25:90:38:7b:9b), Dst: Cisco_ff:fd:90 (00:08:e3:f]

ternet Protocol, Src: 50.97.98.134 (50.97.98.134), Dst: 163. 107.65 (163. 107.65)
ansmission Control Protocol, Src Port: 60415 (60415), Dst Port: http-alt (8080),
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Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 163. 1.107.65:8080 175.139.228.2:51268 SYN RECV -

tcp 0 0 163. .107.65:8080 68.186.64.31:55296 SYN RECV -

tcp 0 0 163. 7.107.65:8080 174.63.39.29:1063 ESTABLISHED 26812/1d-linux.so0.2
tcp 0 0 163. 1.107.65:35847 163.0.107.125:196% TIME WAIT -

tcp 0 0 163. .107.€5:8080 207.119.116.5:50213 ESTABLISHED 26812/1d-linux.so0.2
tcp 0 0 163. .107.€5:8080 113.28.165.209:56142 ESTABLISHED 26812/1d-linux.s0.2
tep 0 1 163. 7.107.65:40639 .61.36.44:8080 SYN SENT 26812/1d-1inux.so0.2
tcp 0 1 163. 1.107.65:40638 .61.36.44:8080 SYN_ SENT 26812/1d-1inux.s0.2
tcp 0 1 163. .107.65:40637 .61.36.44:8080 SYN SENT 26812/1d-1inux.s0.2
tcp 0 1 163. 1.107.65:40636 .61.36.44:8080 SYN SENT 26812/1d-1inux.s0.2
tcp 0 1 163. 1.107.65:40635 .61.36.44:8080 SYN SENT 26812/1d-1inux.s0.2
tcp 0 1 163. .107.65:40634 .61.36.44:8080 SYN SENT 26812/1d-1inux.s0.2
tcp 0 1 163. .107.65:40633 .61.36.44:8080 SYN SENT 26812/1d-1inux.s0.2
tcp 0 1 163. 7.107.65:40632 .61.36.44:8080 SYN SENT 26812/1d-1inux.s0.2
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total 68 /tmp

drwxrwxrwt 12 root root 4096
drwxr-xr-x 25_xroot root 4096
drwxr-xr-x 6| cgesftp teacher|4096
drwxrwxrwt 2 root root 4096
drwxrwxrwt 2 root root 4096
drwx------ 2 root root 4096
drwx------ 2 root root 4096
SIWXIrwxr-x 1 500 wam 0
SrwXr-xr-x 1 root root 0
drwx------ 2 root root 4096
SrwW————-——-— 1 root root 0
SYW——————— I 500 wam 0
SYW——————— 1 ¥oor root 0
Srw-—-—-—---—-— 1 root root 0
drwx—------ 2 root root 4096
AEWXY-XX-X 2 root root 4096
drwxr-xr-x 2 root root 4096
=r—=r—=¥—— 1 OOt root h [l §
drwxrwxrwt 2 root root 4096
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.font-unix

.ICE-unix

keyring-AIufuv
keyring-q2QCéi
mapping-admin
mapping-root

orbit-root
scim-helper-manager-socket-root
scim-panel-socket:0-admin
scim-panel-socket:0-root
scim-socket-frontend-root
ssh-Lmodg28386

tmp

.webmin

.X0-lock
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Bl 4 2% ld-linux. so.2 O 2 #1F F 112 FHae
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sshd[10793]:
sshd[10793]:
sshd[10793]:
sshd[22727]:
sshd[22727]:

4:Jan dns sudo: cgesft

h/id

4:Jan dns

p : user NOT in sudoers ; TTY=pts/O ; PWD=/home/teacher/cgesftp ; {

sshd[676]: Accepted password for cgesftp from 89.149.223.104 port 39099 ssh2
sshd[676]: pam_unix(sshd:session): session opened for user cgesftp by (uid=0)
sshd[676]: pam_unix(sshd:session): session closed for user cgesftp

sshd[26734]: Accepted password for cgesftp from 89.149.223.104 port 52649 ssh2
sshd[26734]: pam_unix(sshd:session): session opened for user cgesftp by (uid=0)
sshd[26734]: pam_unix(sshd:session): session closed for user cgesftp

su: pam_unix(su:session): session opened for user cgesftp by root(uid=0)

Accepted password for cgesftp from 89.149.223.104 port 57027 ssh2
pam_unix(sshd:session): session opened for user cgesftp by (uid=0)
pam_unix(sshd:session): session closed for user cgesftp

Accepted password for cgesftp from 46.47.82.70 port 56345 ssh2
pam_unix(sshd:session): session opened for user cgesftp by (uid=0)
su: pam_unix(su:auth): authentication failure; logname=cgesftp uid=601 euid=0 t{

sshd[22727]: pam_unix(sshd:session): session closed for user cgesftp
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