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[=I"-explorer.exe 0.14 358,884 K 46,340 K 2200 Windows £ 228 Microsoft Corpor...
@Wvmtoolsd.exe 0.09 10,892 K 9,980 K 2328 VMware Tools Co... VMware, Inc.
Q¥ procexp.exe 1.39 13444 K 17,584 K 3216 Sysinternals Proce... Sysinternals - w...
029 3248K
“Inotepad.exe 1124 K 5560 K 1940 0= Microsoft Corpor...
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. explorer.exe:3180 Properties

S Eoe |

C:\windows\explorer.exe
Command line:
"C:\Windows'\explorer.exe"

Current directory:
C:\Program Files\DDoS Attack\DDoS Attack, |

Autostart Location:
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Wi

‘ GPU Graph | Threads | TCP/IP | Security | Environment | Strings
Image | Performance | Performance Graph | Disk and Network
Image File

- windows 18IS

la -l.ll Microsoft Corporation
Version:  6.1.7601.17514

Build Sat Mov 20 17:37:55 2010
Path:
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Remote Address

State

TCP  140. 49612 |1

62.210.101.140:80 | CLOSE_WAIT
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‘ 162.210.101.140

Access forbidden!

Error 403

162.210.101.140
Apache mod_fegid/2.3.9

You don't have permission to access the requested directory. There is either no index document or the directory is read-protected.

If you think this is a server error, please contact the webmaster.
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Autorun Entry Description Publisher Tmage Path Timestamp

# HKIMSOFTWAREMicrosoft\Windows\CurrentVersion\Run 2015/8/31 E..,
¥ @ VMware User Process VMware T.., VMware, Inc, ¢:\program files\vmware\vmware tool... 2014/11/21 ..,

# HKIMSOFTWARE\Microsoft\Active Setup\nstalled Components 2015/11/2 F...
/| & Browsing Enhancements Windows ... Microsoft C... ¢:\program files\windows mail\winm,., 2009/7/14 E...
/| & DirectDrawEx Windows ... Microsoft C... ¢:\program files\windows mail\winm,., 2009/7/14 E...
1 # Tnternet Explorer Help Windows ... Microsoft C... ¢:\program files\windows mail\winm... 2009/7/14 E...
/] & Internet Explorer Setup Tools Windows ... Microsoft C... ¢:\program files\windows mail\winm,.. 2009/7/14 E...
v Microsoft Windows Windows ... Microsoft C... ¢:\program files\windows mail\winm... 2009/7/14 E...
¥ @ Microsoft Windows Script 5.6 Windows ., Microsoft C... c:\program files\windows mail\winm... 2009/7/14 E...

#| HKCU\Software\Microsoft\Windows\CurrentVersion\Run 2015/11/2 F...
Y] "1 sychost.exe c:\windows\security\rzsbkotiu.exe 2014/1/10 E...
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& TCPView - Sysinternals: www.sysinternals.com

File Options Process View Help
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Process PID Protocol Local Ad... Local P... Remote Address  Remote... State Sent .. = Sent By.. Rg
748 UDP 0000 52993 * * 18,865 603,680
748 UDP 0.0.0.0 52991 * * 17,557 561,824
748 UDP 0.00.0 52992 * * 16,558 529,856
748 UDP 0.00.0 52996 * * 15,506 496,192
748 UDP 0000 52995 * * 14,784 473,088
748 UDP 0.00.0 52997 * * 14,692 470,144
748 UDP 0.00.0 52998 * * 14457 462,624
748 UDP 0000 52999 * * 13,759 440,288
748 UDP 0000 52994 * * 13.694  438.208

wTSystem 4 UDP 140. 137 * * 6 300

o System 4 UDP 140 138 * * 1 201
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, Target 162.210.101.140 : 80)
/2015 13:39:15 Packet Size 38 bytes Payload Size 1,588 bytes

Time 11/

Drotaral 2042 (6720 < D

[ POST /panel/order.php?id=6018700 HTTP/1.1 | A
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; SLCC2
. .NET CLR 2.0.50727; .NET (LR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0
NET4.0C; NET4.0F)
Host: faris.t28.met
Content-Length: 936
Cache-Control: no-cache

wyacyace=79792702&ycgk=D70548F678AF SE4362814DC454846838C04B812BIDA3E6SCT39E97DCBS
F7DER0A48799%agmssy=1498622067ad9326a10800e44149¢c1b17e1706f998cal0b7{7126238{9{4b2
64c1bf3866ccT4219dcBefd38823617cBbded00cT4b69615e07003ad3f042432123097e073e475594
9ae575be3809c632207d11a0ea30d29eaab895b38da3607020d1e61528d50cab7{d5399ccalcalebe
aldfccB4386a4aT7982a6b24c43dTcTb2c43147a2db309867bfed4916689b4690063b84d3zehcdfefl
e0d835c22941e521ef3cbae03bcksacksal=61F04BC27EFO06C24BF01FC246F01EC255F002C27EEFQ02
C247F012C257F003C24BF005C25BF02DC250F00BC251F013C249F01EC256F018C257FOSFC247F009C
247FD&cksacksal=4BF014C25AF001C24EF01EC250F014C20CF014C254FD14C 2k cksacksa3=75F038
C26CF05CC269F025C265F021C266F03DC26DF035C268F033C216F02DC266F010C250F01AC2&cksack
sad=6BF01FC256F014C24EF0S9C2T70F058C202F032C24DF003C24 7F059C276F03CC20BF051C24BF04
6C20FF045C215F048C212F051C261F021C2T77F051C262F051C211F0SFC214F041C2635F039C258F0dkc
ksacksaS=T4F03CC255F010C250F014C202F022C274F036C263F051C211F035C2
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Time Service Size Events

2015-Nov-02 13:53:03 IP /|{UDP| OTHER 352.07 KB % 140. -> 140, b 63554 —>{80
2015-Nov-02 13:53:04 IP/|{UDP| OTHER 350.34 KB * 140. -> 140, i 55552 —={80
2015-Nov-02 13:53:04 IP /|UDP| OTHER 349.18 KB % 140. ->140. ) 58345 —=(80
2015-Nov-02 13:53:05 IP /|{UDP| OTHER 348.10 KB % 140. -> 140, @b 58346 —>{80
2015-Nov-02 13:53:05 IP /|[UDP| OTHER 346.80 KB % 140. ->140. @b 52517 —={80
2015-Nov-02 13:53:06 IP /|{UDP| OTHER 345.57 KB * 140. ->140. @b 52518 —>{80
2015-Nov-02 13:53:06 IP /|UDP| OTHER 344.49 KB % 140. ->140. @) 53219 -=(80
2015-Nov-02 13:53:07 IP /|UDP}) OTHER 343.18 KB ¥ 140. -> 140, @) 53220 ->|80
2015-Nov-02 13:53:07 IP /{UDP| OTHER 341.96 KB % 140. -> 140, @b 51472 —={80
2015-Nov-02 13:53:08 IP /|{UDP| OTHER 340.80 KB * 140. -> 140, @b 49617 —>{80
2015-Nov-02 13:55:42 P/ TP} OTHER 194 B % 140, -> 140. i 49167 —=|80 (http)
2015-Nov-02 13:55:42 IP /[TCP § OTHER 194 B % 140, ->140. ) 49168 —>(80 (http)
2015-Nov-02 13:55:42 IP /[TCP | OTHER 194 B % 140. -» 140. i 49169 —={80 (http)
2015-Nov-02 13:55:42 IP /[TCP § OTHER 194 B * 140, ->140. @ 49170 —={80 (http)
2015-Nov-02 13:55:42 IP /[TCP § OTHER 194 B % 140, -> 140, @ 49171 —={80 (http)
2015-Nov-02 13:55:42 IP /[TCP § OTHER 194 B s 140, ->140. @) 49172 —=(80 (http)
2015-Nov-02 13:55:42 IP /[TCP § OTHER 194 B % 140, ->140. @ 49173 —=[80 (http)
2015-Nov-02 13:55:42 IP /[TCP § OTHER 194 B % 140. -> 140, @ 49174 —={80 (http)
2015-Nov-02 13:55:42 IP /[TCP § OTHER 194 B % 140, -> 140, g 49175 —={80 (http)
2015-Nov-02 13:55:42 P/ E OTHER 194 B % 140, ->140. @ 49176 —>|80 (http)

12. ¥ 2% UDP ehdtés p 3 > #29 0 sc#F A28 ¢ éh TCP/UDP message 4 #
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NetWitness Reconstruction for sessionID: 102 ( Source 140. -53219, Target 140.
Time 11/02/2015 13:53:06 to 11/02/2015 13:55:40 Packet Size 352,758 bytes Payload Size 152,544 bytes
1O TMPTIOVE Perrormance, 1hve ALOr 1S only aisp g the T1r U Pack
remaining packets that are not shown.
You can change the maximum number of packets that are initially displayed in the Display Options
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SHA256: 8af4eB83cec21057d5ac720ada842508237339e30624029dccf768a3350510182
File name: DDoS Attack exe :

L1
Detectionratio:| 39/57 'r3

Analysis date: 2015-10-04 05:20:01 UTC ( 4 weeks, 1 day ago )

= Analysis @ File detail @ Additional information & Comments n Q) Votes fH Behavioural information

Antivirus Result Update

AVG Luhe.MalMSIL.A 20151004
AVware Trojan Win32 Generic!BT 20151004
Ad-Aware Gen:Variant Application.HackTool.1 20151004

1. e B %8 15 ]

EEE{AIL
- >
WM BEIP Faris.t28.net By
TCP - UDP Flood 2[E]162.210.101.140
A
STEP 4
STEP 3 BHINEE A
STEPP BOT
=1 L
TE DDoS WE I ERE wEESE
N
>~
> STEP 5 y
S TERE STEP 1
<& DDoS 1% ZEBEEL S
o - > - S~
S A
< EEEBOT BEER
;Qg%ﬁ DDoS Attack
XX =

Lo % 7 i Sy T Rkl T ot F AR DDoS Attack e

2. A% Era#ARN S e 1162, 210,101, 140:80 ;3 7]+ %"g&i{%?# ER
B o

3. i ?;ﬁié?*xi?tl%ré%?riiﬁﬁi@ﬁ UDP & TCP #Flood s # -

4. BEV R AEEA S AN T EaT s o

5. ZE A A icIlst# iy é,ﬁg w H s 3 432 {7 DDoS s o



e N
1'gﬁ%yﬁ“£1f$%&ﬁﬁﬁ¥ﬁ%’i#?m%ﬁgﬁﬂo
D. &% Ko en it (7 DDoS e Flood seff Hik % 7 5 » F s Eie s
PR F T IP B o
S. FEARTEAES LT AT R 4L 2T

I o

|l

4. DDOS 5c#F [LILE B & % chip Bl MR (7 A in R 4 s H # 1 F R
Zﬂl*’—:d—"ﬁ_#fﬁ%&iﬁl g%“—f;]'\ y ¥ @ ﬁbﬁé—f{‘?fg&ﬁﬁ.]‘ﬁ%@ , 1'_‘?_{-— ’\g_);;tiﬂ;

T PRIEY ST AL AR Y S AR o



