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SHA256 c5c32da2834a3c71e2d51f0d00b6887ee8268f847a0455594bac480ce0a31093 $
File name c exe
=

Detection ratio: | 3/57 ‘f O

Analysis date 2016-05-04 10:04:15 UTC ( 5 days, 16 hours ago )

= Analysis Q@ File detail @ Additional information ® Comments n Q) Votes £ Behavioural information

Antivirus Result Update

Avira (no cloud) TR/Agent.Y 857 20160504
Ikarus Trojan Agent 20160504
McAfee-GW-Edition BehavesLike.Win32.Downloader.dh 20160503
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TCPView - Sysinternals: www.sysinternals.coi

File Options Process View Help
[ -
Process - PID Protocol Local Address  Local P... Remote Address Remote... State

i services.exe 512 TCP 0.0.0.0 49155 0.0.0.0 0 LISTENING
" services.exe 512 TCPVE  [0:0:0:0:0:0:0:0] 49155 [0:0:0:0:0:0:0:0] 0 LISTENING
#1svchost.exe 716 TCP 0.0.0.0 135 0.0.0.0 0 LISTENING
#svchost.exe 804 TCP 0.0.0.0 49153 0.0.0.0 0 LISTENING
5 sychost.exe 872 TCP 0.0.0.0 49154 0.0.0.0 0 LISTENING
®svchost.exe 1016 UDP 0.0.0.0 123 * *
®svchost.exe 1256 UDP 0.0.0.0 5355 * *
®'sychost.exe 716 TCPV6  [0:0:0:0:0:0:0:0] 135 [0:0:0:0:0:0:0:0] 0 LISTENING
®'sychost.exe 804 TCPV6  [0:0:0:0:0:0:0:0] 49153 [0:0:0:0:0:0:0:0] 0 LISTENING
®'sychost.exe 872 TCPVE  [0:0:0:0:0:0:0:0]1 49154 0:0:0:0:0:0:0:0] 0 LISTENING
*sychost.exe 1016 UDPV6  [0:0:0:0:0:0:0:0] 123 * *

" sychost.exe 1256 UDPV6  [0:0:0:0:0:0:0:01 5355 * *
Csvchost.exe 588 TCP 140. 49233 104.202.173.64 80 ESTABLISHED
" svchost.exe 2120 TCP 0.0.0.0 1357 0.0.0.0 0 LISTENING

25’ 3 3

"igvchost.exe 2120 TCP 140, 49482 207.226.137.88 80 ESTABLISHED
#isychost.exe 2120 TCP 140, " 40486 20722613788 80 ESTABLISHED

P PEE B procexp e A B AR R € A X R Y oofet B A

70 fh % LAEFRAL scvhost. exe °

[=J&csrss.exe 0.07 5980 K 26380 K 420
B conhost.exe T48 K 2500K 912 FFEGHE T Microsoft Corpor...
@ conhost.exe <0.01 1004 K 3948 K 1996 FIESHEE %  Microsoft Corpor...
B conhost.exe <001 1000 K 4168 K 3268 FIESHEBE I  Microsoft Corpor...
" lwinlogon.exe 1,648 K 4016 K 476
=l Zlexplorer.exe 0.15 32264 K 57,860 K 2280 Windows 153422 Microsoft Corpor...
@vmtoolsd.exe 0.09 5480 K 12,836 K 2364 VMware Tools Co... VMware, Inc,
EIESE 2.l 210K 11932 K
" Tcpview.exe 4,11 7,100 K 18,060 K 1752
2 procexn.exe 0.74 11,448 K 26,268 K 2708 Sysinternals Proce... Sysinternals - w...
— @ cmd exe 1,624 K 2,376 K 3828 Windows #7<F&... Microsoft Corpor...
svchost.exe 0.01 2,364 K 7,192 K 588
1% 5% exe 3,108 K 6,272 K 2660 Microsoft Office 2... Microsoft Corpor...
[=Ja"svchost.exe 0.46 4976 K 9,448 K 2120 Windows Services ... Microsoft Corpor...
1T 1 AR0 K D 656 12944 Windowre Al N Brmmenlf s

¥BAd sx.exe ¥ mER@ER > A Fd Hered PID 2120 7 svchost. exe
BT RERGR P ad s 207.226. 137. 88 eroport 80 0 i ® B Ex TCP port

1357 424c C&C 43 4

¥ sw.exe:2660 Properties

# | svchost.exe:2120 Properties

[| | mage |Perf0rmance | Performance Graph | GPU Graph | Thrg

Image |Performance| Performance Graph | GPU Graph |Threads | TCR/IP | Securi

Image File 1mage Fil
%-: Microsoft Office 2003 component B Windows Services By F #E IR TR
=
Microsoft Corporation Microsoft Corporation
_ Version:  6.1.7600.16385
Version:  11.0.8164.0 Build Tue Jul 14 07:19:28 2009
Build Sat Apr 14 06:57:29 2007 Path:
Path: C:\Windows\System32\svchost.exe

c\p Data\, T Command line:
S\ProgramDatalemproxy\Sx.exe o
9 proxy C:\Windows\system32\svchost.exe
Command line: Current directory:
C:\U Dark Data'\Local\T RarSFX0
C:\ProgramData\emproxy\sx.exe Wsers\Dark\AppDatalLocaltTemp\RarSFXD\
Autostart Location:

Current directory: HKLM\System\CurrentControlSet\Services\imhosts
C:\Users\Dark\AppData'\Local\Temp\RarSFX0\

Parent: | sx.exe(2660)




| svchost.exe:2120 Properties

I | Imagel Performance | Performance Graph | GPU Graph |Threads‘ TCR/IP |Secur\ty | Environment | Job | Strlngs|

[[Resolve addresses
Prot... Local Address Remote Address State

TCP 140 49234 (207.226.137.88:80 | ESTABLISHED
TCP 140 49237 207.226.137.88:80 | ESTABLISHED
TCP 1408 FLER=49359 T40. R - R117:1357 SYN_SENT
TCP  0.0.0.0:1357 0.0.0.0:0 LISTENING
UDP 0.0.0.0:1357 *

9. el IP =ut 207.226.137.88> 5 > £ Men [Py ¥ B RS EH T E &2
Brc s BRI * hC8C 44

10, #:i84 dxdsehite T 3080 HTTP GET = 483 L 3
207.226.137. 88 errport 80 £z @ * 4t i %%B’» SF M4 B E > cookie
Wi @i @ 2L B e HITP POST = 5% o

NetWitness Reconstruction for session ID: 488 ( Source 140. - 49569, Target 207.226.137.88 - 80)

Time 4/07/2016 9:31:44t04/07/2016 9:31:44 Packet Size 3,886 bytes Payload Size 3,196 bytes

GET /EAF72A0F601C66BFD341A36E HITP/1.1

Accepp - #[F

Cookie: Y+7RAQCFe/5cQ5fTgl /M+W2k6bsHZGIXOVIVZ7ZPGEP 20 1QAPAWT n8rzhFBT22xWi+80NxNz g
+sPMO32QtkN1VSV) G co34XAPagriFzniVnc 783Gudc+dRuXx+11aX] t yReNcoEENroBS4c4sf IM4u0vEN
oPzs04v9 /MvSv49UzH/dCfYer VoI XsckeTEgwe rqv0ip/ i SYTXZ4e 1T Ex1FFoiW16+VIXETDA+X t 9vm7U
r(K4Fk8] i04gvHEZ IRvvywn i +CF4GEQMB] t Zrwee ] ZQdeRa+061XFnSnsp4d1QePyD1cli aVB+dcanAzQ
vAdNc1TqTjCI2hkNzU7pj gL6PmOXel ruZQdDpWpHa gy Ze vUUfEKGTz7Pe jFKug2+sceNLeZ1 91 b+ skkoPm
JFcA8] fEqVu+4UeQ40spZPi SdTHXGOFvyQt 11gi83dBG+afcd1 LxdWzj IpSMpdtEUqi/eC3Hy rUcziKM5
Gp9/5dYTENOM3yDEMLIpN/EguP9k2nY7zLoeoipBwLFrBH1b31ST6nhT7q3adt fmyds4qL00e5TUw+khTI
QyeTvGSXRNTILQG312RIjnsV+2uPOND4YTNo2LgS 1 apuC4GZXagDbONops I VRuhMNE jMMRX r8E9pM72e 1
m77NTT 8Q4zPwaKGxAI6WEW1Pdj pmUUngl WITAW; C1ECH+AscKyxrucglDeafTzgouve ] FZ8xAWS4QeeDk] £
1MNN/auaKTgaeckO/8xU4wbXbZT2VUegWalUz2x8TeOGm 1 cDAEWan 5t trAYAVYZ50W9zpNLpulToxYrIG+£
Z8vIhIgcHlgalysCqHIDwwhl1VRzTwBGFql0cT1dFnmCzulyOzolhg) +VUNEe02LMOpvzo/Fwx50REelX
znDtInsrssybHCSPUgN; 10gohD1I tmwI73L/5dQsGaryYGBINM1 I JTocg8n8hixAFe ammOQweQ3ol+oPu7lM
Hwi laREvHT kzrBL4 ] jNCq3nK8 TFmOT r r8 Au3FKd zRES8mXq 1 cue 6KT r1H36 3BEKKKuZ z(QxQOQEsKH1 AEkeD
1ANRQx pg fNDiadHvwVv] r4bhAHQOHBT hazpzWzD7 sCyRm/RbNTRAWPRbY(Qx J XLwX rWCwa 7 cOCYE xAKxd
IVEfBXFLor6219TMcgS2EulkmZ6Z0A3G+4shC4DV1IkbEPSEU22FyTsg8WET3qE+ql nVUTkZA4u7QZ3QL £
SmaHkDennX0MOAe s ¥DeMPRIN030mDGSnvahNpf 3RPQIMVEINZe vd72xDGanllye I T Ve FEN2oCA [ht r74

11. ¥ -  PID 588 ¢ svchost.exe £+ F Fl &g M3 3 Mo
104.202.173.64:80 » X m ;2 en B @HTE> L2 Fic gk 25
ek CRC A 4 -

Image |Perf0rmance| Performance Graph | GPU Graph |Threads|

Image File

]

Version: nfa

Build Tue Mar 29 08:02:59 2016

Path:
C:\Users\Dark'AppData'\Local\Temp\svchost.exe

Command line:

C:\Users\Dark\AppData\Local\Temp\svchost.exe

Current directory:




Ersvch oetoxe:588 Pro pM

‘ Imagel Performancel Performance Graph | GPU Graph |Threads| TCR/IP |Security | Environment | Job | Strings|

Dﬁesclve addresses

Prot... Local Address Remote Address State
TCP 140, 49233 1104.202.173.64:80 ESTABLISHED

12, + %5 104. 202. 173. 64 14t ¢ % 4 > svchost. exe € %58 HITP GET
S ViR B E A #8104, 202. 173,64 cport 80 v @ Sl k g iz A
e 3R s 0T o

NetWitness Reconstruction for session ID: 907 ( Source 140. 149645, Target 104.202.173.64 . 80)

T|me4 07/ 201(.1 19.59 59 to 4 07/2016 22:21:27 Packet Size 340, SJZ hyt@s Payluad Slze 256,028 bytes

GET /index. php‘?type get&pagemfo—br1dg303443&1ang—1p&m1d—07ef13b4c52c52c4e9115305 A
0fe25f38 HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko) C

hrome/40.0.2214 115 Safari1/537.36

Host: mail.googleusa. top

HTTP/1.1 200 OK

Content-Length: 0 R
Content-Type: text/html E
Server: WW Server/1.1 S
X-Powered-By: PHP/5.2.17 P
X-Powered-By: ASP.NET (0]
X-Safe-Firewall: zhuji.360.cn 1.0.8.5 F1W1 N
Date: Thu, 07 Apr 2016 12:07:51 GMT S
E ™
N . b 20 ,
13. &rAzs® EXE R {712 > svchost.exef 7 #7182 4 40 > & § $Hp
IR ERE 7 A W4 ’“«{:‘r“if TCP 2 UDP port 1357 °
20167477 B 09:18:22 Added svchost .exe TCP 140, ;40259 140, 71357
2016/4/7 B4 09:18:32 Removed svchost .exe TCP 140, (49258 140, 16:1357
2016/4/7 B4 09:18:34 pdded avchost . exe TCP 140. (49260 140, 18:1357
2016/4/7 B9~ 09:18:34 Removed svchost .exe TCP 140. 240239 140, 17:1357
2016/4/7 B4 09:18:36 Added svchost . exe TCP 140. (49261 140, 19:1357
2016/4/7 B4 09:18:36 Removed svchost .exe TCP 140, (40260 140, 18:1357
2016/4/7 B9 09:18:38 Added gvchost .exe TCP 140. (49262 140 J20:1357
2016/4/7 B4 09:18:38 Removed avchost . exe TCP 140. 49261 140. 18:1357
2016/4/7 B~ 09:18:40 Added svchost .exe TCP 140, (49263 140, J21:1357
2016/4/7 B4 09:18:40 Removed svchost .exe TCP 140. 40262 140. 120:1357
20}6/%/7 4:41 09:}8:43 Rgmoyed svcpost.exe TCP 140. | 140263 149. 121:1357




Time Service Size
2016-Apr-07 09:23:07 IP / UDP | OTHER 2348
2016-Apr-07 09:23:21 IP { UDP [ OTHER 2348
2016-Apr-07 09:23:44 IP / UDP / OTHER 2348
2016-Apr-07 09-24°10 IP / UDP | OTHER 2348
2016-Apr-07 09:24:27 IP / UDP /| OTHER 2348
2016-Apr-07 09:24:50 IP / UDP | OTHER 2348

2016-Apr-07 09:25:16

2016-Apr-07 09:25:42 IP / UDP / OTHER 234 B
2016-Apr-07 09:25:47 IP f UDP / OTHER 2348
2016-Apr-07 09:25:49 IP f UDP / OTHER 234B
2016-Apr-07 09:25:54 IP / UDP / OTHER 234 B

Events

A 140, -> 140, 113
A 140, - 140/ 118
A 140, - 140, 126
A 140, —= 140/ 126
A 140, -» 140, 142
A 140, -> 140. 150

A 140! -> 140, 168
A 140, -> 140/ 170
A 140, -= 140, 171
A 140, == 140, 173

@ 62998 -> 1357
@ 59612 -> 1357
@) 58437 - 1357
@) 53359 -= 1357
@ 56505 —= 1357
@ 53766 -> 1357

@ 52355 -» 1357
@) 54958 -> 1357
@ 58039 —= 1357
@ 49513 -= 1357
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Autorun Entry Description Publis...

@ ¥ @ VMware ... VMware Tools C... VMwa.

15 poitvese

i

Image Path

o I-[KLM\SOFTWARE\IVECIOsoft‘\Windows‘\CurrentVersion\Run
. ¢\program files\vmware\vmware tools\vmtoolsd.exe
pData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup

c:\users\hugo\appdata\roaming\microsoft\windows\st...

j notil\.r.exe:1420 Properties . .

il

| Image | Performance | Performance Graph | GPU Graph | Threads | TCR/TP |Securit3-I | Environment | Shingsl

[7] Resolve addresses

Prot... Local Address
TCP 140 49158

Remote Address
104.202.173.64:80

State

ESTABLI.

15. i virustotal #% notilv. exe # fr*‘u-«‘isvchost. exe> ¥ UF LG

BIve 5 22/5T A B AR 0 BHE

S R
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S B Fol

SHA256 2c7c9fd09a0a783badfb42a491ccec159207ee7f65444088bade7c8e617abbas

File name c dlil

Detection ratio: 22 /57

Analysis date 2016-04-08 05:42:12 UTC ( 1 month ago )

B2 Analysis @ File detail © Additional information ® Comments n Q) Votes
Antivirus Result

AlLYac Trojan.GenericKD.3141527

AVware Trojan.Win32 Generic!BT

Ad-Aware Trojan.GenericKD.3141527

AegisLab Bkdr.Zacom.Genlc

AhnLab-V3 Trojan/Win32.Gen

B Behavioural information

rs

@0@0

Update

20160408
20160408
20160408
20160408

20160407
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