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-~ Introduction

pRERREES L FTRAE 2RLERLAFE 0 EWWW T 23
FHop Wy ey A & gxw - Linux F¥ k s pe Apache + MySQL + PHP
EATEHED SRR SEFEHEAAH S LAMP . ¥ - mﬂlfuﬂimlls+
MSSQL +ASP (NET) @R & = B # 4 i fep @ o jeit LR ED k563 B
O LAMP B AR R G RER o 1T *’%ﬁ Linux, Apache, MySQL, PHP 7| & % iﬁ £

¥ X s #2353

%ﬁﬁw$%;,%%a?ﬂ SE 2 o

=~ Linux % >3 =

A S x FEamel sk oM RAEE >4 R
R ek ’b'“r."tai BFAWNBPHBAP]IEY LR Do

¥ 4] * "Crack™ and "John the Ripper" sz :% % 78 e5 &
$# * Shadow passwords
4 chattr :iz-/etc/passwd % [etc/shadow #a= 7 ¥ & { k%

FHwEp AR S PRl LE 2 2 L hE » BRI
F & ~ %% F44[9]: 6.8. Shadow Passwords. 2 6.9. "Crack” and

n_>

"John the Ripper"® & o

RS ER S AT

P Aok LRI S AP RS B R r i Y 7
FRORIVR AT - KL PR T g h 8

,,vu'F," I_“l_ﬁ m«*{ T o

BRI R S o | B *ag,i. IR TR 4

-+ ¥ #1[11] < User Account Security & &

ﬂ&ﬁﬁﬁiﬁ%ﬁ~£%%ﬁ%£%

WP IFERIRIAE R DM A 2R Y% 0 T T A A RESD

PR 72

e
& R APRTE 0 IR E o e
T FEOR[B] 3. e iBA £ iR ~ 2 B0

Pif e Fﬁ%ﬁ%@ﬁnffv e £
P E B PR $iC @’m)‘ per %‘ﬁ”:”%;;’#ﬁﬁhﬂ;;&ﬂék’
< 3|7 13 Client =55~ root g Tk ivr e Fp g4 % >
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2. ApRMR T

(1) =P~ SSH, FTP, Telnet % # 48 <rrroot & » 2
(2) = * Openssh B~k p1 g5 erd 47 = 3

3. FHwEP [ F AR ST FTH[B]F4AEE L IIRIENE 2K TP
F & ~ 5% FTA2[9]76.4. ssh (Secure Shell) and stelnet & & ~ %
7 #4[11] 7 Working with OpenSSH # & ~ %+ F#[12] -

(7 ) TCP_Wrappers sz # L2k &

1. P : TCP_Wrappers & & r2 TpRF% servicesy & i ehdsdg = 4+
w4 % TCP_Wrappers 37 2 5 £ v #i 5 My crPRA: I 4H 4 30
PRLR T U E DR R o

2. APMER T

(1) Fr:nA_E e 5% % TCP_Wrappers
rpm -q tcp_wrappers
(2) = % TCP_Wrappers

3. FHwip A R 5 FOR[8]: 5. TCP_Wrappers iz # 17 X 3k 2
# & ~ %% F#2[9]8.2. System services and tcp_wrappers ~ %% ¥
FL[13] PR A% ks X # 32 xinetd, TCP Wrappers
(=) iptables ehfr L 2RLA]K 2
1 %@ :iptables 7 r15d TCP éﬁ*ﬂ‘é’ Header 74 % i f—?/&ﬁéﬁ
I 0E K T NG ® 2R degt T SIS 08 97 X
Fcvoen TCP 4t ¢
2. FHwEP I FAHE 2 T8l b.iptables kb VRPN % F & >
%% 7 #L[9] 0 8.13. Netfilter - Linux Kernel 2.4.x Firewalling & & -
(=) 5
Bt Linux ehg 2B & 357 (% H @ ains > F IR RS ¥ Y

BRI R TREEE

Py

~ Apache % >3k T_

i

(- ) &z i% Apache H_r 3 Z_suser t& 5L (7 service
1. P Frih Apache 2 Mg e user tRELEL 7 > #F 4 @ * root &

17
2. P EEAMT TR BB EIUE FTIH o
3. APRER Z

User apache

Group apache
4, Flwwmp o F AR 53 F L [4] 7 Make sure apache is running under
its own user account and group % & °
(=) Bk ServerRoot P 4 '
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1. P - 4@ = > Apache H_d the root user gz » X 15 4 B4 Uk
=g ILepuser e - Ko %ﬁ;’&{root PiFedp 4 o T AP R
Rigd 4y £ 2 3K LA € A% nON-root user #7 i : o

2. P & FEf non-root user & ;* i3 :x Apache 1P £ 3 fh R L 7L
Wk Ak Al log A o

3. MK AT

For example, if you choose to place ServerRoot in /usr/local/apache then it is

suggested that you create that directory as root, with commands like these:

mkdir /usr/local/apache

cd /usr/local/apache

mkdir bin conf logs

chown 0 . bin conf logs

chgrp 0. bin conf logs

chmod 755 . bin conf logs

It is assumed that /, /usr, and /usr/local are only modifiable by root. When you install

the httpd executable, you should ensure that it is similarly protected:

cp httpd /usr/local/apache/bin

chown 0 /usr/local/apache/bin/httpd

chgrp 0 /usr/local/apache/bin/httpd

chmod 511 /usr/local/apache/bin/httpd

You can create an htdocs subdirectory which is modifiable by other users -- since root

never executes any files out of there, and shouldn't be creating files in there.

4, FHwEmp A R %3 F#[1] Permissions on ServerRoot

Directories 3 & °

¥ ¥ 17 P~ Apache Server s £ IP

1. P 4% Ve desg ¢ 73 B Apache Server shfe fogt P> S ipE
12t Apache 3%k 2 ¢ > $iz it § 73 B~ Apache ehiclients 4r 12478 o

2. B Vg E 22 e IP 33 B~ Apache Server o

3. ARBEK T

~
Ji
—

(3) 2 zz/usr/local/etc/apache/httpd.conf
® By i

Order Deny,Allow

Deny from all

Allow from 176.16.0.0/16

® BylP

Order Deny,Allow
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Deny from all

Allow from 127.0.0.1

4. FEmWP AR 44 FE[4]9 Restricting Access by IP & & o
(w ) # . Apache 7 B~ Web P 47 el 5 <+ 2
Lo wp a3 faok Apache ¥ 144 35 B8 5 web root B g5-¢h endl
BAbE o TILBGR b p F A il - P T
2. Peh:iwd Apache 3B H i AN £ B A% o
3. MK T

(4) 2 zz/usr/local/etc/apache/httpd.conf
<Directory />
Order Deny,Allow
Deny from all
Options None
AllowOverride None
</Directory>
<Directory /web>
Order Allow,Deny
Allow from all

</Directory>

4. FHmEP 4 B 4 FF[4]9Ensure that files outside the web
root are not served & & o
() BB Apache 377 P & 71
#.P i Apache T § BT B B7E 0 ¢ § B ERE R TR0 A
(ARGEVE S P Al Vi
2. peh s@umﬁ’fmﬁ BT AmER A L@ fy
3. ARMK

Q) sG:/usr/Iocal/etc/apache/httpd conf
(2) 12 :z Directory %4t = Options 4+

Options -Indexes

4. FHwEP IFAR % ¥ #L[4] = Turn off directory browsing & & -
(=) Bilogisér
1.gmg&w*mgm*{ﬁ&a@%i@wzﬁ,amwﬁﬂﬁ%
¥z Server @ R I URe st > FRBAPLET ET T RESZ P
EER ER i e
2. Ben:oFEsn Server il % | ooRutrTHF > N ELETE B ohR > E &
1T FERR -
3. FHwmP I FhAR ST ;ii[l]év’vWatching Your Logs & & °
(=) % Apache % & 374~
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S D 822X The Apache HTTP Server &% > = & § 24 chiedk» @
2B - BRLAREE RRALOB S A m ¢ released {5
4 4 TPl AT o

poent 2 Apache 12 i3 48 Rk o

AP B 3K

1)

(2)

+7 B Apache HTTP Server Announcements List > 14 & 5 £.3F 7 { #Te0K
AL AL 2L LAT
A g BATE R % EE 2P AT

(~)

P A R % 7R [1] 7 Keep up to Date 3

B BF Apache Server 13k i SS| #4] chexec # i

. o Server Side Includes(SSI) % 7 & B A% > b "& =5 Server
administrator - % — B k & 2.3 4 Server i f 4 > F i G
SSl-enabled files 7 w4 % £.F 7 include iz i@ SSI ey £ > Tsmﬁ
1§ Apache < parse » 4-% &_7 a shared server environment * - ¥
¢ 1T (P B o SSI %+ ¢ % 2 fv CGI scripts 4p I ¢0h *& > SSI
¥ 14 i% i exec 4p 4 % 14 Apache 5 user - group 1 *344 {7 i v CGl
script & 75 -

B eh ¥ 435 i exec 4p £ % 14 Apache &0 user {r group 34 7 i=
= CGI scrlpt AR o

P B 3R

(1)
(2)

ET* SUEXEC # fy ©
B AR SSI # 5%

(1)

2.
3.

P A B %4 FA4L[L] Server Side Includes 3 & -

"2 & Apache sk A e & A 7

A 2 Apache € 2ot 2\ i #7347 ef Apache B & ~ 7% & i3] 2

w0 23 R % F & Server e Apache Modules » @ 5% E 7 4
T2 53 BLiE (75T o

Pen: AR FTMARS EBF 2 ¥

1P B 3K

(1)

2 #z httpd.conf

ServerSignature Off

ServerTokens Prod

4.

(+)

FwmEp o F & B 4 7 4L[4] Hide the Apache Version number, and
other sensitive information. % &- -

{73

Mot Apache % 2B & 451 (%5 B 1 A o LR A RO T
AR R TR S

PN MySQL % 23K 2
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(- ) root t&HLF K s % 4G
1. WP D F]5 root A4 A1 LM R VLR P F hsuperuser
accounts » @ H 4= 45 %A% 5 empty 0 fTL ATER OFIRT o E A
Fae bl F AR ST i 3% MySQL server o
2. Peni @R HB A ARG BT 4 My SQL server > T 4%
R S AN
3. APMR T

shell> mysql -u root

mysql> SET PASSWORD FOR 'root'@'localhost’ = PASSWORD('newpwd’);
mysql> SET PASSWORD FOR 'root'@'127.0.0.1' = PASSWORD('newpwd');
mysql> SET PASSWORD FOR 'root'@"::1' = PASSWORD('newpwd');
mysql> SET PASSWORD FOR 'root'@'host_name' = PASSWORD('newpwd');

4, FwEmp A R %3 F#[2] 2.2. Securing the Initial MySQL
Accounts 3 & o
(=) Anonymous & 5Lehf |*% /3K 5 4
1. P @ %% Anonymous users i * =hg_empty i * Jﬁd"é Booom 2

L BB FTIiEde A gRic R % Anonymous users 2 i 4 MySQL

server

2. Pini @ EiR A RE & % Anonymous users 4 i & MySQL
server

3. M A
® 3:TBiE

shell> mysql -u root -p

Enter password: (enter root password here)

mysql> UPDATE mysql.user SET Password = PASSWORD('newpwd’)
-> WHERE User =",

mysql>

® ' Anonymous & 5t

shell> mysql -u root -p

Enter password: (enter root password here)
mysql> DROP USER "@'localhost’;
mysql> DROP USER "@'host_name’;

4, Flwwp o F AR 53 F[2] 2.2. Securing the Initial MySQL
Accounts F &
(=) M%g AR DTORER Y FIRE
WP My SQL TR enfiinT o 2 test_ B ERnFORLE LiF i e i ¥
F
2. Pehigd MySQL g™ A 2 chfl b WREL{e R E 7 Hi2 g i
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PR A BHTHREAL S -
il A

mysql> drop database test;

mysql> use mysql;

mysql> delete from db;

mysql> delete from user where not (host="localhost" and user="root");

mysql> flush privileges;

4.

(z)
1.

2.
3.

Flmd P A B 43 F 3] 4.4 Remove default users/db # & -
PTRTE R ? md"é B

wp e m—*m%mﬂr%%*xroot)# Lthe F15 g
H AR 4 B RAELR > B f 3 TR RIS 0 B R
R

Pt TR A LK Bk 4 S

e

mysql> update user set user="mydbadmin" where user="root";

mysql> flush privileges;

4,
(1)
1.

3.

Hwmmp G B 44 F4L[3] 4.5 Change admin name # & -

iz * LOAD DATA LOCAL INFILE a‘ﬁ %

L LOAD DATA 7 11 ﬁ » =% the server host + et % > &% §_

FI* LOCAL B 45 % » i {& the client host s % -

Pent @ d S fAh % 1 (1)#-E 3% server ¥ 12 5 * ix i@ the client user
& read access i 710 3% the client host * &4 % (2) ¢ * iﬂ" ¥

iz * LOAD DATA LOAL 3 2~ iz = the Web server process = & read

access i 7 (B3K i@ * ¥ 12 4 the SQL server ™ iz w45 £)

PR R

(1)

#1177 et ~ 2 omy.enf @ e[mysgld]section ¢

set-variable=local-infile=0

4.

(=)

2.
3.

P A B S Fa[2] 1.5 Security Issues with LOAD DATA
LOCAL % & ~ %+ ¥ #[5] 3. Disable the use of LOCAL INFILE #

5%
o

2 i‘:%@a‘% MySQL

H D MySQL 9 3% ¢ & B 3306/tcp port » 1995 Bk e T 0 F
R EZ T A AR R PHP 58 > Ar AP T g
MySQL -

P #A FRABANP  BLBEES P

P B3R L

=

(1)

% #z/chroot/mysql/etc/my.cnf

H# 4v skip-networking %-# I [mysqld] section
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(2) FA®EZERT T HFTHEEF remote access > B| & Jf & *
SSH » 43 %5 F#4[2] 4.9. Connecting to MySQL Remotely
from Windows with SSH % &

4, FHlw@mp o F AR %3 F42[3] 4.1 Disable remote access & & -
(=) FHHIFTHEFZER

WP ?#iﬁgﬂ—“ﬁ? rafé * = FreEL(root fe ¥ — i) > root & EL
78 GERETROED > S R R RE L (Fo A - 4D
user & = ¥ 3 B~ F R o Gl4e web server suser id ¥ 4SS $ i
“select\update\insert\delete” queries 2 % 34 {7 stored procedures i
* o 7 5 administrator t& §L¥ 2 $:£r SUPER / PROCESS /FILE ¢
%ﬁuaﬁﬁwﬁmﬁ%%MO

2. P iEFRASORA > ST FHRESR T F G f Pl

3. ApBE T

T P % Ftk & TR users e B UL E i

mysql> use mysql;

[Identify users]
mysql> select * from users;

[List grants of all users] : #+-# i user i& {7 # *LFg s

mysql> show grants for ‘root’@’localhost’;

4. PP A B 43 F#L[5] 8. Lower database privileges % & o
(~)  *24]”SHOW DATABASES” 4 *2
1. #Hp CFERFRT A& B A FF 0L RAT 5 s TR E 3w cnF
Aofk o de gHESTORLE o
2. P
3. ipREzR T

(1) *T+|”SHOW DATABASES” e *2
® i} :z/etc/my.cnf
4v _+ “ --skip-show-database”
@ IRy ehid —‘F,k”SHOW DATABASES”tg *2
(2) # & B B ’SHOW DATABASES”E’T’?:}F] £ oo #nT Jfﬁ £ A~ 5
fetc/my.cnf s[mysgld] ¢ -
[mysqld]
skip-show-database

4. FHmEP Hh R 4% F4[5] 8. Lower database privileges & ~[16]
--skip-show-database % & -
(1) BT REMED S0 ER

10
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1. P B3k MySQL =% % &/chroot/mysql P 45T > #rrifpdengfd
B2 ;*fa{,éjchroot/mysqllvar Ba&FT™ o AP R U e B
iz Bl o

2. Pl ¥R ASIAES user B-F AR copy F Ao

3. AR T

The access rights to the above directories should be set as follows:
chown -R root:sys /chroot/mysq|

chmod -R 755 /chroot/mysql

chmod 1777 /chroot/mysqgl/tmp

4. FHwwm P A R 55 7 R[3] 3.3 Set access rights 3 & -
() i s
1. #®P o Flz %5 MySQL 3¢ {7 il ehendn £ € #3548k i the MySQL
history file (~/.mysqgl_history)> 42 & ¥ it & 7 7 BB/ IR LT R -
2. P EABEBEARIETR o
3. ARBER T

(1) e 33 stk (ER)
X TIRE ¥ # MYSQL _HISTFILE
(2) Pz R Fedk

Set the MYSQL_HISTFILE variable to /dev/null.

cat /dev/null > ~/.mysql_history

4, Flwwmp o F AR %3 F2[3] 4.6 Remove history & & ~ % Tl
[5] 11. Remove History # & - % F #1[16]2.14. Environment
Variables 2 4.5.1.3. mysql History File & & -
(+-) ¥ 4 g ¢ * chroot k¥ +] mysql (7P 4%
1. @ :chroot - i#* kex® - B A3 {7process 2 H children
“T4F ihroot P&k W ORI F PR R~ AR g o

2. PemigEFL R d}gB’»fé’.F—! i AR T (i) ¢ Jetc/passwd) o
3. MK E

(1) &z % mysql 53— & chroot k5 & * P &> & :
/chroot/mysqgl

W

(2) =72 FHEFEIE SR S P 0 %R MySQL
configuration file # [client] % s.

[client]

socket = /chroot/mysql/tmp/mysql.sock

31t chroot ™ 7 MySQL v PHP @ e id » & Jf & 2% % hard linke (& & %% 7 #[3])

4, Flw@mp o F AR %3 F#2[3] 5. Communication between PHP and
MySQL % & ~ % F #2[5] 10. Change the root directory & & -
(+=) {3

11
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B >t MySQL ¢h 238 ¢ 3

MHER Y S TR R

7

s HE e FLERNFREIE T

I~ PHP=% »u% &

(- ) include *24#]
1. P :include s ¥ # 5 Local include 2 Remote file include = f&
##2; - Local include 3 5% % ic 53 %15 7 & T mmﬁ,% include :&
PHP scripts » 1 & 4R35 & 3 3 (&4 : /etc/passwd %) ; m Remote file
include # MEFE 2 Z 5 » NPk i ﬁ&v £ % remote
inclusion method _+ i# ]2\ i® e server & 34 {7 scirpt » & 2% 79 &0 %k 5L

A4 338
2. P e ¥ 4 Local include attacks 2 Remote file include attacks -
3. ApRER

(1) ##I PHP it 5 Benk ¥ p &
i3z php.ini

include_dir

(2) WP REckehih « o include i & st i
iz php.ini

allow_url_fopen = off

allow_url_include = off

4, FHwmEP I FhH R 5T FAR[6] Restrlctlng Includes 2T
[15] 4.9 Don’t use PHP allow _url_fopen % &
(=) ‘*2& PHP &4
1 &P - dm g o SRR A EEE  RE 2 A e
2. BiniERPHP TR ERE B Yk sk gk B o
3. ARBER T

(1) 2 = php.ini
expose_php = off
(2) ik PHP code = & Fenfs 5\
i3 @z Apache £ httpd.conf
# Make PHP code look like unknown types
AddType application/x-httpd-php .bop .foo .133t
(3) #% PHP code = HTML #23¢
% #z Apache 7 httpd.conf
Make all PHP code look like HTML
AddType application/x-httpd-php .htm .html

4. FwERP A R 44 78 [14] Hiding PHP 3 &
(=) & FF register_globals

12



ﬁlg

\‘ "

Taiwan Academic Network Computer Emergency Response Team (TANet CERT)

1. ;fu reglster globals 45 £ & PHP =4 420 %~ f59p3k 2 M B >
BEARU R E 2R o R PR ko ATIUE R B
reglster_globals o

2. PEIELTET U B R T HEIE L g g o

3. APMR T

(1) 2 = php.ini

register_globals = off

4, FHwmEp HERE %3 F #2[6] Disable Register Globals F & ~[7] 1.3
Register Globals & & ~ [14] Using Register Globals & & -

() HMF maglc_quotes_gpc

1. #p @ 715 PHP 72 £ £ 4 magic_quotes » m magic_quotes /i & %
e p F1E_A 3B b SQL Injection e £ o

2. P ini F]5 magic_quotes I #-#7F escaped data pN § B » TALE 0 i
- ok ¢ ® 3R performance loss > A& »ae s F] o iz iR BB
magic_quotes_gpc °

3. MR T

(1) 2 == php.ini
; Magic quotes for incoming GET/POST/Cookie data.
magic_quotes_gpc = Off

; Magic quotes for runtime-generated data, e.g. data from SQL, from exec(), etc.

magic_quotes_runtime = Off

; Use Sybase-style magic quotes (escape ‘ with ¢* instead of \’).

Magic_quotes_sybase = Off

(2) = & ;* ¥t the server configuration 5 B~ » ¥ ¥ i3 :z.htaccess % %
php_flag magic_quotes_gpc Off

4. FwE P ol h B 5§k [14] Magic Quotes & -

) WALF R mﬁﬂ;@

1. P 43R & the web application’s user interface chgs 383t L ¢ > €
z 73 PHP s‘s LR =N jzmSQL EEPE ffl hART B ;’ﬁ?gm °

2. PP L SE @R L p S THRE LAEE LY
e
3. AR T

(1) B B 4ns%an i & user interface =g %
%z php.ini
display_errors =Off

B AMEA LA T H M BT 0 2B A A PHP dhlog jekid? v & AR

13
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FPHP P » A B i+ B BE 2SR MP -

4, FHlw@p o HF AR 43 FL[6]Preventing Information Disclosure %
&> ~ [7]1.5 Error Reporting % & ~ [14] Error Reporting % & -

() UIHHE L

1. P % E €% PHP awg 20 2 BlA ~ i i 9 PHP scripts » 7
Mhed PHP cnff 5 & @ % g5 b e a0 B3R R TsK
Pers b ey — T & > ppFif & 8 :c upload_tmp_dir 42 s %
#i o

2. PGl Wbk S L H KA AL 2P oA L7 F
12 Server = PHP loading -

3. AR T

(1) B EckhE @i - 3K T33P Srehik o

file_uploads = On

load_tmp_dir=73 % P &g s
(2) *UHIL BenphE Ll bl UL @R ) S 2M
%z php.ini

upload_max_filesize = 2M

4, Fwwmp -4 R %3 §F[6]Restrict File Uploads & &

(=) Sessions %%

1. P ZEF ¢ 1% /2~ JavaScript ] 7 77 5t X%B’» cookies>
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