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https://helpx.adobe.com/security/products/flash-player/apsb15-2
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7645
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x Back to 28: Grub 2 Authentication Zero-Day
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® http://hmarco.org/bugs/CVE-2015-8370-Grub2-authentication-byp
ass.html
® https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8370
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® Grub 2:
~ http://hmarco.org/bugs/patches/0001-Fix-CVE-2015-8370-Grub2-
i+ i user-pass-vulnerability.patch
‘>| ® Ubuntu :
3® i3 https://lists.ubuntu.com/archives/ubuntu-security-announce/2015-
December/003218.html
® Red Hat : https://rhn.redhat.com/errata/RHSA-2015-2623.html
® Debian :
https://security-tracker.debian.org/tracker/CVE-2015-8370
® Fedora :
https://lists.fedoraproject.org/pipermail/package-announce/2015-
December/173703.html
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® MD5 : ¢f991952063458eeca50ef7043366ca3
® SHA-1 : 24c5f7f27a743f81f82c294245eaebf90c794d63
>ERAENE S 0 1,213 bytes
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® BitDefender : Generic.Banker.Delf.5CDE5A71
® Avira : TR/Spy.Banker.6967808
® Symantec : Infostealer.Bancos!gen
® McAfee : PWS-Banker.gen.ad
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® C:\WINDOWS\Help\tours02\sstub.txt
® C:\WINDOWS\system32\drivers\bvxzq.sys
® C:\cleanup.exe
® C:\cleanup.bat
® C:\WINDOWS\Help\toursO02\omc.exe
® C:\ebdlcnpu.txt
o C:\zip.exe
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group/post.php
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® Microsoft Safety Scanner, 7 * et :
http://www.microsoft.com/security/scanner/zh-tw/default.aspx
® TrendMicro System Cleaner, § = 2k :
http://downloadcenter.trendmicro.com/index.php?regs=TW
o Norton Rescue Tool, F = 4k -
http://tw.norton.com/free-tools-trial/promo




