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No.

Time

« Source Destination

40 2013-11-09 23:31:17.133235
43 2013-11-09 23:31:17.150343

«
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ANY, class IN ]

A, class IN, addr 132.175.81.4

SOA, class IN, mname taurus.sandia.gov

NS, class IN, ns ns8.sandia.gov
NS, class IN, ns ns2.ca.sandia.gov
NS, class IN, ns ns9.sandia.gov
NS, class IN, ns nsl.ca.sandia.gov

Sandia.gov: type
fATSWETS
# Sandia.gov: type RRSIG, class IN
# sandia.gov: type RRSIG, class IN
@ sandia.gov: type
# sandia.gov: type RRSIG, class IN
# sandia.gov: type TXT, class IN
# sandia.gov: type RRSIG, class IN
# sandia.gov: type DNSKEY, class IN
# sandia.gov: type DNSKEY, class IN
# sandia.gov: type DNSKEY, class IN
# sandia.gov: type DNSKEY, class IN
# sandia.gov: type RRSIG, class IN
# sandia.gov: type RRSIG, class IN
# sandia.gov: type RRSIG, class IN
# sandia.gov: type
# sandia.gov: type RRSIG, class IN
# sandia.gov: type DS, class IN
# sandia.gov: type DS, class IN
# sandia.gov: type DS, class IN
# sandia.gov: type DS, class IN
# sandia.gov: type
# sandia.gov: type
# sandia.gov: type
# sandia.gov: type
S-Additionat-records
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85 standard query
892 standard query
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4. DNS amplification attack f#RAE
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£ [IP firdlt] - 8A U DNS EAR=EEAER IP ik - &
‘IZ—"~ [FE] -
REZEE —EFE - DUSERIL DNS ER=3BHEREth
fElfRss IP firdlt -
EEWCBEBR IP Ut - KRBT [BR] -

S AR LB AT

FIRLAN 2 IRRFTT
WA NS - B ENTER §# :

dnscmd <ServerName> /ResetlistenAddresses [<ListenAddress> ...]
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EABA recursive query

=

FRL [DNS EEEH] -
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‘-1 [RB] -
s
DNS/#&/H9 DNS 15/
3. #&—1 [#M] R5/15% -
4. # [fAfR=REER]F B [FRIEE] ZE055R REE—T [#

E] -

S fE < AT

1. BRI RRFTT
2. BWANImT - B ENTER 2 :

dnscmd <ServerName> /Config /NoRecursion {1|0}
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Windows 2012

1.# B DNS Manager

: 0 Covwem)

File Action View Help

Y EEEN R

é DNS Mame
b E WIN-V156F3FG246 o WIN-V156F3FG46

2.5 DNS 1R S i > &
SEEEML

File Action View Help

e 2[EXEB o= Bm § EG

2 DNS H MNarme
4 WIM-YISEEIECEIAR [P TR
b Gl Tonfigure a DMNS Server...
B[] Fg MNew Zone...
b [ Re Set Aging/Scavenging for All Zones...
b E Ty Scavenge Stale Resource Records
p & C

Update Server Data Files
Clear Cache

Launch nslockup

All Tasks 3

WView 3

Delete
Refresh

Export List.
| [ Properties

| Help

Opens the properties dialeg box for the current selection.
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6. WESFFER ZITH

-
&

File Action View Help

@ 7

DNS Manager

£ DNS

4 5 WIN-V156F3FG346
I Global Legs
b (7| Forward Lookup Zo
B [ Reverse Lockup Zo
B -] Trust Points
p [ Cenditional Forwarg

| Eventlogging |  Monitering

Interfaces Forwarders I Advanced I Root Hints

Select the IF addresses that will serve DNS requests, The server can
listen for DMS queries on all IP addresses defined for this computer, or
you can limit it to selected IP addresses.

Listen an:

() All TP addresses

(®) Only the following IP addresses: ]
IP address:

[] 2001:288:1000: 1: 118F: 425 1:a13:6cfd
[] fesn::118f:426 1:a13:6cfd
[+ 169.254.108.253

TEE BE FRE
8 W EF BT ZEE
9B B

&
=)

File Action View Help

o= #E XE

2 DNS

4 5 WIN-VI36F3FG346
I Global Logs
b ] Forward Lookup Zo
b ] Reverse Lookup Zo
b ] Trust Points
b | Conditional Forwarg

DNS Manager

Debug Logging I Event Logaing I Monitoring

Interfaces | Forwarders Advanced | | RootHints

Server version number:
6.2 9200 (0x23f0)

o dizables forwarders)

[~ Fail on load if bad zone data

[v* Enable round robin

[v* Enable netmask ordering

[v Secure cache against pollution

v Fnahle NNSSFC validation for remnte resnonses

MName checking: |Mulﬁbyte (UTF8)

Load zone data on startup: |Fron1 Active Directory and registry

[|Enable automatic scavenging of stale records

Scavenging period: | a | |days

Reset to Default

ok || cancel Apply Help
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CMD #BIEEZ IR
1  REZHACL

Administrator: Windows PowerShell
169.254.108. 253

VAN =ikl g

Administrator: Windows PowerShell
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CMD #BIEEZ IR
1  REZHACL

C:lsersAdmninistrator>dnscnd 163.28.16.52 sResetListenfAddresses 163.28.16.52
FRE(EE o

=4

C:xlsers™Adninistratord

2. RS
| HRERERS: RS

C:slsers Admninistratortdnscemd 163 .28.16.52 /Config AMoRecursion @

NoRecursion Fj

C:~Users\Administrator’
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Windows 2003

1.3177 DNS E# 5

,s, File n_étion View Window Help I;Iilﬁl

¢ |BOEXER | @8 E

]
o —

)] Event Viewer -
: (1 Forward Lookup Zones 1 ) Configure a DNS Server
{:I Reverse Lookup Zones

The Domain Mame System (DNS) is a hierarchical naming system used for locating computers and
network services, DNS is best known for translating friendly DNS domain names to IP addresses and
network services,

This DNS server has not been configured. Configuration includes creating forward and reverse lookup
zones and specifying root hints and forwarders.

To configure the DNS server, on the Action menu, click Configure a DNS server,

2.5 DNS 15k - 7 >8
SEE A5

. dnsmgmt - [DNS\SEAN-98F13F7314] | I [
3, Ele  Action View Window Help [-|ﬂ| |

e | A@E|XFR|2E |8 8 &

SEAN-98F13F7314

are a DNS Server...

= MNew Zone.. e a DNS Server
#-] rever  Set Aging/Scavenging for All Zones. ..
Scavenge Stale Resource Records

Bystem (DMNS) is a hierarchical naming system used for locating computers and

Update Server Data Files DNS is best known for translating friendly DNS domain names to IP addresses and
Clear Cache

Launch nslookup s not been configured. Configuration includes creating forward and reverse lookup
all Tasks » a root hints and forwarders.,

View > NS server, on the Action menu, click Configure a DNS server.

Mew Window from Here

Delete

Refresh
% :[operties‘ I

Help

IOpens the properties dialog box for the current selection.




4EE TH" FEE
S5EERE RSPt
6. A FFEAR Z P
Va1

SEE ERA

SEAN-98F13F7314 Properties E ﬂﬂ
Debug Logging | Event Logging I Monitoring I
4 I Forwarders I Advanced | Raot Hints

Select the IP addresses that will serve DNS requests, The server can
listen For DS queries on all IP addresses defined for this computer, or
vou can limit it to selected IP addresses.

Listen on:

Al IP addresses
F Only the Following IP addresses:

Remove I




GEE Bl EHE
10. 2% (FRHELE"
11.E#F EF”

SEAN-98F13F7314 Properties el A

Cebug Logging

I Eon ging Monitoring
Interfaces I Forwarders | Root Hints

Server version number:

| 5.2 3790 (Oxece)

[JFail on load if bad zone data
[w|Enable round robin

[w|Enable netmask ordering
[w]Secure cache against pollukion

Mame checking:
Load zone daka on startup:

[~ Enable automatic scavenging

Scavenging petiod:

[Multibyte (UTFE) |

IFn:nm Active Directory and regiskry j

aof stale records
I ] Idaw;.-'s j

Reset to Defaulk |

(04 | Zancel i F Apply |
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4.2 Linux DNS

it s DNS EHWARHAKER MM - 2 DNS REAF

B MNIMELEMRE:

M &

£ BIND JRZK 9.5 Z 57 - recursion BTG5 ETB8 T - AXNEFEZE
WBEBEITREFU DEE R EEE 7 AVER -
LT 23 BIND 9462558 F#8 Name.conf H7Z iz E

PEFE—HACL » K EFEFFH DNS [R5 \P 5/E - I AT
102.168.0.0/16 - A/ H 77568 B EH (L HTHEES

Acl “allowed-IP{

192.168.0.0/16;

%

I*(E 7577175 ACL ZEEHTHEEL#7 T recursive query*/
Options {

P FEFEE B B T A5 = DNS 275

zone "XXX.edu.tw" in {

ZHMANRESRIZ2E:

https://kb.isc.org/category/116/0/10/Software-Products
/BIND9/Documentation/
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