8 3R 9 SA T 5 B
2015 £ 09 7 PFERE 2FR NARLabs SERURAR

- N BRTRE
x Adobe % # Flash Player % > { #7

{ #7123 47 1 Flash Player /& F > 2_d ** Memory corruption 77 3% 2§
THEEFVUHTRRGEEL B o s E A SRR F
B R AR T TSR ELAB - haERS
s RLEPPETH A2 G RERY H LSRR S o

b

)

g GRC AR 123 5D ot I A
-Adobe Flash Player Desktop Runtime 18.0.0.232 and earlier
-Adobe Flash Player Extended Support Release 18.0.0.232 and
earlier
-Adobe Flash Player for Google Chrome 18.0.0.233 and earlier
| -Adobe Flash Player for Microsoft Edge and Internet Explorer 11
¥ 1 18.0.0.232 and earlier
%‘ -Adobe Flash Player for Internet Explorer 10 and 11 18.0.0.232 and
® | earlier

-Adobe Flash Player for Linux 11.2.202.508 and earlier
-AIR Desktop Runtime 18.0.0.199 and earlier

-AIR SDK 18.0.0.199 and earlier

-AIR SDK & Compiler 18.0.0.180 and earlier

-AIR for Android 18.0.0.143 and earlier

Lok * ¥ ki {371 BT84 -
& 13 A
T | 2. APk
£ '; https://helpx.adobe.com/security/products/flash-player/apsb15
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€ MD5 : 71c0568c4f6e22baded5d150c2854bff
€ SHA-1 : 838bcc63cf97da85ff4fcddc771d7877fef280b1
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€ ESET-NOD32 : VBA/TrojanDownloader.Agent. AEC
€ Kaspersky : Trojan-Downloader.VBS.Agent.auc
€ TrendMicro : W2KM_DRIDEX.XDC
€ McAfee : W97M/Downloader.aoe
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€ C:\Documents and Settings\User\Local Settings\Temporary
Internet Files\Content.IES\AXEJWTA3\98kj6[1].exe
€ C:\Documents and Settings\User\Local Settings\Temporary
Internet Files\Content.IES5\0XQV8DI3\84.246.226[1].htm

€ C:\Documents and Settings\User\Local Settings\Temporary
Internet Files\Content.IES\UXAF8DAF\84.246.226[1].htm
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v IP : 88.86.117.154
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vigsmi ¥ o http:/performatic.xf.cz/fw43t2d/98kj6.exe
¢ ¥ 24 www.download.windowsupdate.com
v IP : 96.6.45.114
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http://www.download.windowsupdate.com/msdownload/update/v
3/static/trustedr/en/authrootstl.cab

http://www.download.windowsupdate.com/msdownload/update/v
3/static/trustedr/en/authrootseq.txt
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(1)Microsoft Safety Scanner, 7 = f b :
http://www.microsoft.com/security/scanner/zh-tw/default.aspx
(2)TrendMicro System Cleaner, f = f b :
http://downloadcenter.trendmicro.com/index.php?regs=TW
(3)Norton Rescue Tool, 7 * &
http://tw.norton.com/free-tools-trial/promo
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