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* Multiple Products SSH Undocumented Login Vulnerability

3, |Fortinet %384 & ¢ % t&%EM AL > &8 ¢ 5 FortiGuard SSH (Secure
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-FortiAnalyzer: 5.0.5+5.0.11 ¥ 5.2.0 = 5.2.4 "= * -FortiSwitch: 3.3.0 &
3.3.2 %%
-FortiCache: 3.0.0 1 3.0.7 % #
-FortiOS 4.1.0 = 4.1.10 %=
-FortiOS 4.2.0 1 4.2.15 %
-FortiOS 4.3.0 1 4.3.16 = *
-FortiOS 5.0.0 & 5.0.7 %=+
1.@%@?ﬁ@lﬁ{ﬂ4& TR A
-FortiAnalyzer : # %3] 5.0.12 &% 5.2.5 %% & 12 }
f& | -FortiSwitch : = fail 3.3.3 %A
2 34| FortiCache : 2 %3] 3.0.8 %
5% * | FortioS @ = s 5| 4.1.11 % 4 2 +
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http://www.fortiguard.com/advisory/multiple-products-ssh-undocument
ed-login-vulnerability
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Threat Research & Response
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Home » Advisory * Multiple Products SSH Undocumented Login Vulnerability

Multiple Products SSH Undocumented Login

Info =
Vulnerability
Risk E] Critical
= e An undocumented account used for communication with authorized FortiManager devices
ate an 12 2016
exists on some versions of FortiOS, FortiAnalyzer, FortiSwitch and FortiCache
Impact

On vulnerable versions, and provided "Administrative Access” is enabled for SSH, this account

can be used to log in via SSH in Interactive-Keyboard mode, using a password shared across all
devices. It gives access to a CLI console with administrative rights
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(1) gaastArTp
> H - w8 (Hash &)
® MD5 : 0a5d10bef6c5f91b6c1bflc0ae762b46
® SHA-1 : ffedal5ad72bebbff5ab9d2c9600a03002266192
>ERAANNEZ <) ¢ 211,968 bytes
P A TR LR
® NOD32 : Win32/Virut.AV
® Avira : W32/Virut. AX
® Symantec : W32.IRCBot
® McAfee : W32/Virut.gen.a
(2) & .E. A2 T 5 A,\‘f%
> ATHARE e ERARSE AXT Jﬁ 0k BB R P RTHRI LT Rk
® C:\DOCUME~1\User\LOCALS~1\Temp\jpccx.bat
® C:\DOCUME~1\User\LOCALS~1\Temp\Oa5d10bef6c5f91b6clbflcOa

e762b46.exe
> i3k St H
® ZEAMN:AANTL §EREB T RB B e T A P H
BHKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current
Version\Policies\Explorer\Run
>ﬁ4Wﬂwwarawﬁﬁﬁaﬁﬂﬁﬂﬁgi%@’%%ﬂ%i%%ﬁ
HTTP i 4% > T34 ™!
A T ﬁfp Japan youngpeyatech.info
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® Microsoft Safety Scanner, 7 > =zt :

http://www.microsoft.com/security/scanner/zh-tw/default.aspx
® TrendMicro System Cleaner, f & 3k :
http://downloadcenter.trendmicro.com/index.php?regs=TW
® Norton Rescue Tool, § > 4zt -
http://tw.norton.com/free-tools-trial/promo
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