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The (1) TLS and (2) DTLS implementations in OpenSSL
1.0.1 before 1.0.1g do not properly handle
Heartbeat Extension packets, which allows remote
attackers to obtain sensitive information from
process memory via crafted packets that trigger a
buffer over-read, as demonstrated by reading
private keys, related to dl_both.c and tl_lib.c,
aka the Heartbleed bug.
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A missing bounds check in the handling of the TLS
heartbeat extension can be used to reveal up to 64k

of memory to a connected client or server.

& 7 Open SSL 1.0.1f %<2 OpenSSL 1. 0. 2-beta 52
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Only 1.0.1 and 1. 0. 2-beta releases of OpenSSL are
affected including 1.0.1f and 1. 0. 2-betal.
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The Heartbleed Bug

The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryprographic software library. This wezkness allows stealing the
information protected, under normal conditions, by the SSL/TLS
encryption used to secure the Internet. SS5L/TLS provides
communication security and privacy over the Internet for applications
such asweb, emall, instant messaging (IM) and some virtual private
networks (VPNs).

The Heartblead bug allows anyone on the Internst to read the memory
of the systems protected by the vulnerable versions of the OpenSSL
software. This compromises the secret keys used to identify the service
praviders and to encrypt the traffic, the names and passwords of the
users and the actual content. This allows attackers to eavesdrop on
communications, steal data directly from the services and users and to
impersonate services and users.

What leaks in practice?

Ve have tested some of our own services from
attacker's perspective. We attacked ourselves from
outside, without leaving a trace. Without using any
privileged information or credentials we were able
steal from ourselves the secret keys used for our
K509 certificates. user names and passwords,
instant messages, emails and business critical
documents and communication.

How to stop the leak?

As long as the vulnerable version of OpenSSLis in
use it can be abused. Fixed OpenSSL has been
released and now it has to be deployed. Operating
system vendors and distribution, appliance vendors,
independent software vendors have to adopt the fix
and notify their users. Service providers and users
have toinstall the fix as it becomes available for the
operating systems, networked appliancas and
software they use.
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1. https://fi1lippo. io/Heartbleed/

Heartbleed test FAQ/status

If there are problems, head to the FAQ

Enter a URL or a hostname to test the server for CVE-2014-0160.

You can specify a port like this example.com:4433 .443 by default.

Advanced (might cause false results): ignore certificates

Go here for all your Heartbleed information needs.

If you want me to fix Heartbleed for you, write some Go or design some crypto, I'm a freelancer (for now?), so get

in contact: click here! And if you want to donate something, I've put a couple of buttons here

Heartbleed test FAQ/status

If there are problems, head to the FAQ

Enter a URL or a hostname to test the server for CVE-2014-0160.

www.cosmosbank.com.tw

Advanced (might cause false results): ignore certificates *ﬁ-;}!\] )5\1‘ #] |

All good, www.cosmosbank.com.tw seems fixed
or unaffected!

You can specify a port like this example.com:4433 .443 by default.
Go here for all your Heartbleed information needs.

If you want me to fix Heartbleed for you, write some Go or design some crypto, I'm a freelancer (for now?), so get

in contact: click here! And if you want to donate something. I've put a couple of buttons here
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2. http://possible. lv/tools/hb/

Please enter a host/ip to scan for TLS extensions!

Looking for TLS extensions on https://www.cosmosbank.com.tw

AR AR R 64 48 hE

ext 65281 (renegotiation info, length=1) *ﬁiﬁ]ﬁk‘/] !!

[rLs extension 15 (heartbeat) seems disabled, so your server is probably unaffected.[JJ|
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1. Redhat /s ¥2(14 Scientific Linux 6.5 % &)
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#rpm -qa | grep openssl

[ root@phe64 ~|#

[ root@phe64 ~|# rpm
oppenssl-devel-1.0.1
openss1098e-0.9.8e-
oppenssl-1.0.1e-16.¢

| root@phe6d4 ~|# B

Rl ESET 322 OpenSSL £ # 2 1.0. le-16.e16_5. 7 5% »
139% Redhat 7 7o w2 % 2L ATHP > 2 58 ¢ OpenSSL 7%

>R3> 7 ¢ % D =% HeartBleed Bug s 58 -

® (CentOS F = #P 353 T ent !

http://www. centosblog. com/critical-openssl-vulnerability-heart

bleed-openssl-1-0-1-1-0-1f-patch-bug-centos-system/
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https://rhn.redhat.com/errata/RHSA-2014-0376.html
http://www.centosblog.com/critical-openssl-vulnerability-heartbleed-openssl-1-0-1-1-0-1f-patch-bug-centos-system/
http://www.centosblog.com/critical-openssl-vulnerability-heartbleed-openssl-1-0-1-1-0-1f-patch-bug-centos-system/
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2. Debian % 52(12 Linux Mint 16 % sv 5 &])
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~ $dpkg -al | grep openssl

Terminal - + x
mint@mint dpkg -al | grep openssl
ii libgnutls- 27:1386 2.12.23-1ubuntu4
i386 GNU TLS library - OpenSSL wrapper
1.0.1e-3ubuntul
1386 Secure Socket Layer (SSL) binary and related cryptographic

python- 0.13-2ubuntu4

1386 Python 2 wrapper around the OpenSSL library
mint@mint

P2 ET 322152 OpenSSL £ # 5<% 1. 0. le-3ubuntul -
¢ % 3|t = HeartBleed Bug enf > Vit 3 afFx v ¢ 2 RF L

A&% #0penSSL ez 22 % % 1.0. le-3ubuntul. 2 -

® Debian e ilf? Gged T eyt

https://security-tracker. debian. org/tracker/CVE-2014-0160

® Ubuntu eP7F = JP 555 4T feak

http://www. ubuntu. com/usn/usn-2165-1/
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#yum update openssl
2. Debian % %t
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#sudo apt-get install - -only-upgrade openssl
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AL0 . https://www. alOnetworks. com/vadc/index. php/al0-product
7 %Ry
) s—not-vulnerable-to-openssl-cve-2014-0160-heartbleed/
Aruba A e http://www. arubanetworks. com/support/alerts/aid-040814
i A
Networks T .asc
https://kb. bluecoat. com/index?page=content&id=SA79&act
BlueCoat Wi A &
p=LIST
https://supportcenter. checkpoint. com/supportcenter/por
CheckPoint WA & tal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk
100173
https://supportcenter. checkpoint. com/supportcenter/por
Cisco WA & tal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk
100173
Extreme
Wi A https://esupport. extremenetworks. com/
Networks
http://support. £5. com/kb/en-us/solutions/public/15000/
F5 A S
100/s0115159. html
http://www. fireeye. com/resources/pdfs/support-notices/
FireEye A S fireeye-statement-about-openssl-heartbleed-vulnerabili
ty-cve-2014-0160. pdf
Fortinet A S http://www. fortiguard. com/advisory/FG-IR-14-011/
http://www. imperva. com/resources/adc/adc_advisories_re
iMPERVA Wi A &
sponse_heartbleed_CVE-2014-0160. html
http://kb. juniper. net/InfoCenter/index?page=content&id
Juniper Wi A 5
=JSA10623&actp=SUBSCRIPTION
http://researchcenter. paloal tonetworks. com/2014/04/pal
Palo Alto * R o-alto-networks-addresses-heartbleed-vulnerability-cve
-2014-0160/
Ruckus I A S http://www. ruckuswireless. com/security
http://blogs. sophos. com/2014/04/08/important-note-open
Sophers IR A S
ssl-vulnerability-cve-2014-0160-1n-sophos-utm/
Splunk A http://www. splunk. com/view/SP-CAAAMB3
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TippingPoint LES7

https://tmc. tippingpoint. com/TMC/1ibrary/announcements

=g
=&

/heartbleed_openssl_vulnerability. pdf

VMware

http://kb. vmware. com/selfservice/microsites/search. do?

language=en_US&cmd=displayKC&external 1d=2076225
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Websense

http://www. websense. com/support/article/kbarticle/Hear

tbleed-OpenSSL-Vulnerability
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OpenSSL Security Advisoty,
https://www. openssl. org/news/secadv 20140407. txt

. CVE-2014-0160,

http://www. cve. mitre. org/cgi-bin/cvename. cgi?name=CVE—
2014-0160

http://en. wikipedia. org/wiki/Transport Layer Security#
BEAST_attack

Heartbleed test, https://filippo. io/Heartbleed/
heartbleed test, http://possible. 1v/tools/hb/

OpenSSL Heartbleed > Zk 5% 2 chd RF L » (7 487 7 ¢§ 7
http://devco. re/blog/2014/04/11/openssl-heartbleed-how
—to-hack-how-to-protect/

https://rhn. redhat. com/errata/RHSA-2014-0376. html
http://www. centosblog. com/critical-openssl-vulnerabili
ty-heartbleed-openssl-1-0-1-1-0-1f-patch-bug-centos-sy
stem/

. https://security-tracker. debian. org/tracker/CVE-2014-0

160

10. http://www. ubuntu. com/usn/usn-2165-1/
11. http://jal. tw/cve:cve-2014-0160
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